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Presentation in two parts:

Machine Protection systems
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Beam Interlock System
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Beam Interlock System Function

>

| J
User ‘Permit’ Signals

)
_

J
Beam ‘Permit’ Signals

~200 inputs distributed over 27 kms

LHC has 2 Beams

LHC
Beam
Dumping
System

Both-Beam

Some User Systems give simultaneous permit
Others give independent permit

Beam-1
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17 Beam Interlock Controllers (2 per IR + 1 near CCC)

4 fibre-optic channels from Point 6
1 clockwise &
1 anticlockwise for each Beam

Square wave generated at IP6:
Signal can be cut and monitored by
any Controller

When any of the four signals are
absent at IP6, BEAM DUMP!

Beam-1
Permit
Loops

Clockwise
and Anti-
Clockwise

3L
Beam-2 |
Permit \
Loops 7 \\

Clockwise
and Anti-
Clockwise

Beam-1 / Beam-2 loops are independent

but they can be linked (or unlinked)
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(&N  Connected systems

Energy Extraction sysiem +<—- Access system
Cuench Protection system <3 Powerin Vacuum System
Power Converters 8 A e T
) , | Interlock Essential Circuits

Cryogenics — Ci )
General Emergency Stop «— Controllers Auxihary Circuits

Uninterruptible Supplies «—3 Collimation system

Normal Conducting Magnets

Experiment (x6)

Operators buttons [LHC control room| Beam ) Beam
Fast magnet current changes Monitors Interlock Beam Pernm._ Dumping
RF system System System

Beam Television
Beam Position Monitors
Beam Lifetime Monitor

. "Post-Mortem”
Beam Loss Monitors ( Aperture) ) '

Beam Loss Monitors ( Arc)
Software Interlock System —p

v el

Timing
System

friggering

Injection Systems

Safe Machine Parameters system

Maskable / Unmaskable (in bold) Safe Beam Flag |

Machine Protection system
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Typical Hardware

User Interface

terlock Controller (hosted in VME system)

(Front view) (Rear view)
7
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Beam Interlock System types

Two types of layout:
* ring architecture

* tree architecture

)’

BEAM PERMIT SIGNALS

Master
BIC

Beam
Permit

BIC#1 |BIC#2

USER PERMITS
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BIS Locations

i Beam

. LHC i Dumping
: _. '-._-System \
ALICE 4 LHCh

SPS
415

ATLAS

TTN

Gran Sasso

|
Designed to protect:
. T2
* LHC ring y
* Injection regions S
/ East Area
* Transfer lines P — . |
° SPS ring \ LINAC4S ' ,‘\/ ’TE‘TETEI;TﬂlT; \/;
o
~
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Y Operating modes for Transfer Line SPS-LHC-CNGS

MKE MKI |:|
sPs I LSS4/TT40 TI8 LHC injection I LHC
N H IR8 - BEAM?2
AN MBSG va —
\ A
\\:9/0 \2\0 //
) \/,’?&
<§/
Various operating modes: Corresponding Truth Table for Master BIC:
Inputs User permits Dumps SPS/LHC Output
112 |3|4)5|6|7|8|9]|10[11|12|13]14|15 1] 2

e Beam to TT40 TED
(setting up of the SPS extractions),

e Beam onto downstream TED HEHPREEEE A3 |
(setting up of the transfer line), B2 oo 85 2lsl |2 | |2 |8
e Low intensity beam into the LHC L HEEEF RN EEEE R
(setting up of the LHC injections...), 5 5| & | § ; ] ; 5 i ;: 'E HE
e High intensity beam into the LHC Slol e Bgs g f a8, | HE
(ﬁ//ing the LHC), 1.BeamtOLgASO::/eTI'40TED 12 :(': X': )<E JL.'I_J (:'E )t’E )(E >(E >(5 >(E )<E ? )(E § ? 05
e Beam to CNGS target. s Lovmemsiyvearome [T ot o b s o] [l
(interleaved CNGS operation are required) fargms L O LhL L L s
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BIS for Transfer Lines
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' RBA: puCcio SYSTEM

Time: Wed Sep 30 08:31:12 CEST 2009

Layout of Transfer Lines BIS
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System Performance ..o

Safe. (Safety Integrity Level 3 was used as a guideline).
Must react with a probability of unsafe failure of less than 107 per hour and,
Beam abort less than 1% of missions due to internal failure
(2 to 4 failures per year)._

Reliable: (whole design studied using Military and Failure Modes Handbooks)

Results from the LHC analysis are:
P (false beam dump) per hour = 9.1 x 10
P (missed beam dump) per hour = 3.3 x 10-°
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System Performance ..o

Critical process in Hardware:

¢ functionality into 2 redundant matrices
¢ VHDL code written by different engineers following same specification.

Critical versus Non-Critical:
4 Critical functionality always separated from non-critical.
¢ Monitoring elements fully independent of the two redundant safety channels.

Beam Interlock System components

1
User Interface Beam Interlock
Y aControls LOCAL_BEAM_PERMIT_A
Vo S USER_PERMIT (=e ink e : L 2 S
A USER A = - -+
C _ JUSER_PERMIT | e o || LOCAL_BEAM_PERMIT_B
= SYSTEM ° .
~8_ ETE HiDE]

Control network

100% Online Test Coverage:
Can be easily tested from end-to end in a safe manner
=> recovered “good as new”
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System Performance o)

“Flexible”:
thanks to |nput Masking SHOW VIEW MASK/UNMASK  COMMAND
saFE M FLAG (RO
Masking depends on an SORTWARE _ TmE _me |
external condition: i o omE L ome |
the Setup Beam Flag v [ene | [ ome |
2 rot Lised - -
the SBF is generated by the | , Lowsed \—‘_ %
SMP system (see 2" partof | ,  [n ] !
the presentation) and is s [reow | | mE -
distributed by Timing 6 [rotused | 1
Within a fixed partition, half o [rovreeon - [RIER — R
of User Permit signals e — ] —
could be remotely masked Mo frotuse | L i
Masking automatically 4 [ - 7| y
removed when ¥

“Setup Beam Flag” is FALSE
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BIS monitoring: History Buffer

tew History Buffer: CIB.BA4.TT418 =]
(History Buffer | Memary Map

FILTER. 1USE SNAPSHOT OQUTPUT A CSV FILE..
PERMIT TIVESTAVE 0...10 DESCRIPTION CETALS
Lol 2009- MARKER: 1us =
mm TIME: Event Received An external event occurred. Length of event = 1.05E-6s N
mE 2009-09-30 10:46:51.421543 -, USER PERMIT: Ch O®LM TT41): AT ->F BP:0 ChEn:11111110001011 SBF:0 LBP:0 UP:11110011111111 SP:1 |
|| 2009-09-30 10:46:51.421543 =, USER PERMIT: Ch 9BLM TT41): BT ->F 8P:0 Ch.En:11111110001011 SBF:0 LBP:0 UP:11110011111111 SP:1
BB 2009-09-30 10:46:51.416773 LOCAL PERMIT: A T -> F 8P:0 Ch.En:1111111000101 SBF:0 LBP:0 UP:11110111111111 SP:1
Lol 2009-09-30 10:46:51.416771 USER PERMIT: Ch 10(Beam Position): AT -> F BP0 Ch.En:11111110001011 SBF:0 LBP:0 UP:11110111111111 SP:i1
Ll 2009-09-30 10:46:51.416658 ~.. LOCALPERMIT:BT ->F BP:0 Ch.En:11111110001011 SBF:0 LBP:0 UP:11110111111111 SP:1
mE| 2009-09-30 10:46:51.416656 ... USER PERMIT: Ch 10(Beam Position): B T -> F BP:0 Ch.En:11111110001011 S8F:0 LBP:1 UP:11110111111111 SP:1
MM 2009-09-30 10:46:51406002 ... MARKER: 2 us
MM 2009-09-30 10:46:51.406002 ... TIVE: Event Received An external event occurred, Length of event = 2.05E-6s

LOCAL PERMIT: BF -> T BP:0 Ch.En:11111110001011 SBF:0LBP:1 UP:11111111111111 SP:1
ittt :0 Ch.En:11111110001011 SBF:0 LBP:1 UP:11111111111111 SP:1

MR 2009-09-30 10:46:51.387397

W8 Wl O A W A
B 2009-09-30 10:46:51.387397 USER PERMIT: Ch 10(Beam Position): B F -> T £n:11111110001011 SBF:0 L8P:0 UP:11111111111111 SP:1
3 2009-09-30 10:46:51.387397 ~... USER PERMIT: Ch 10(Beam Position): A F -> T BP0 Ch,
. 2009-09-30 10:46:51.387237 -v.. USER PERMIT: Ch 9(BLM TT41): BF -> T
== 2009-09-30 10:46:51.387237 ... USER PERMIT: Ch 9BLM TT41): AF -> T
o USER PERMIT: Ch 9(BLM TT41): AT ->F
. USER PERMIT: Ch OBLM TT41):B T -> F
9 LOCAL PERMIT: AT -> F
- USER PERMIT: Ch lD(BeamPusmcr\) AT-
‘ ALY
USER PERMIT Cth(Beam Position): BT -> F
.. MARKER: 2 us
~.... TIME: Event Received curred, Length of event = 2.05E-6s
LOCAL PERMIT: AF -> T £P:0 ChEn:111111156Q)011 SBF:0LBP:1 UP:11111111111111 SP:1
LOCAL PERMIT: BF -> T £:0 Ch.En:11111110000
USER PERMIT: Ch 10(8eam Positon): BF -> T BP:0 Ch.En:11111110001011
USER PERMIT: Ch 10(8eam Positan): A F -> T 8P:0 Ch.£n:11111110001011 SEF-0 1
USER PERMIT: Ch 9(BLM TT41): BF -> T 8P:0 Ch/En 1111110001011 SBF 10 LBPO'D
USER PERMIT: Ch G(BLM TT41): AF-> T 8P:0 Ch.En:11111110001011 SF:0 LBP:0 LP:T
.. MARKER: 1
TIVE: Event Received An external event ocourred Length of event = 1.056-6s
MARKER: 1 us
TIME: Event Received An external event ocaurred, Length of event = 1.0SE-6s
~... MARKER: 1us
-... TIVE: Event Received An external event occurred. Length of even
USER PERMIT: Ch O(BLM TT41): AT -> F 8P:0 ChEn:1111111000101 SBF:0 LBP:0 UP:11110011111111 SP:1
USER PERMIT: Ch S(BLM TT41): 8T -> F 8P:0 Ch.En:11111110001011 SBF:0 LBP:0 UP:11110011111111 SP:1
LOCAL PERMIT: A T -> F 8P:0 Ch En:11111110001011 SBF:0 LBP:0 UP:11110111111111 SP:1

USER PERMIT: Ch lB(BeamPosllm) AT->F 8P:0 Ch£n:11111110001011 SBF:0 L8P0 UP:11110111111111 5P:1
LOCAL PERMIT: B T -> F 8P:0 Ch.En:11111110001011 SBF:0 L8P0 UP:11110111111111 SP:1
R PERMIT : Ch 10(Beam Position): B T -> F 8P:0 ChEn:11111110001011 SBF-0 LBP:1 UP:11110111111111 SP:1

: Event Received An external event ocaurred. Length of event = 2.05E-6s

>T 8P:0 ChEn:11111110001011 SBF:0 LBP:1 UP:11111111111111 SP:1
RMIT: BF -> T BP:0 ChEn:11111110001011 SBF:0 LEP:0 UP:11111111111111 SP:1
T: Ch 10(Beam Fositon): BF -> T 8P:0 Ch.En:11111110001011 SBF:0 LBP:0 UP:11111111111111 SP:1
Ch 10(Beam Position): AF -> T BP:0 ChEn:11111110001011 SBF:0 LBP:0 UP:11111111111111 SP:1

-1 USER PERMIT\Ch 9(BLM TT41): BF -> T 8P:0 Ch.£n:11111110001011 SBF:0 LBP:0 UP:11110111111111 SP:1
8P:0 ChEn:11111110001011 SBF:0 LBP:0 UP:11110111111111 SP:1
8P:0 Ch.En:11111110001011 SBF:0 LBP:0 UP:11110011111111 5P:1

— e

R

2009- D‘?J SU 1L'.l 45 51,387397 o S LOCAL PERMIT:BF->T
2009-09-30 10:46:51,387397 we = LOCAL PERMIT: AF->T :
2009-09-30 10:46:51,387397 .+ = USER PERMIT: Ch 10{Beam Position): BF -> T
2009-09-30 10:46:51,387397 e =... USER PERMIT: Ch 10(Beam Position): AF -> T :
2009-09-30 10:46:51,387237 e = USER PERMIT: Ch 9(BLM TT41):BF->T
2009-09-30 10:46:51,387237 e = USER PERMIT: Ch 9(BLM TT41): AF->T :
2009-09-30 10:46:51,371523 e = USER PERMIT: ChO(BLM TT41): AT ->F :
2009-09-30 10:46:51.371522 e oo USER PERMIT: Ch 9(BLM TT41): BT ->F
2009-09-30 10:46:51,366883 we = LOCAL PERMIT: AT ->F :
2009-09-30 10:46:51.36688 e = USER PERMIT: Ch 10(Beam Position): A T ->F
2009-09-30 10:46:51.366767 we = LOCAL PERMIT:B T ->F

2009-09-30 10:46:51,366764 USER PERMIT: Ch 10(Beam P'CFS»IIDI‘I}. BT->F
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Key element of Post Mortem analysis

[ bic_eventseq i g R e e e e e e e e o' X
HEADER: SUMMARY
. System o 0327
T h a n kS to th e d I ﬁe re n t Analysis result Firstinpul change detected: USER_PERMIT. Ch B{FMCM_RMSD-b1) AT -» F on CIB.UAG? RE.B1
Source Triggered BIG inputs Ch SFMCM_RMSD-b1), Ch S(FMCH_RMSD-b2), Ch 3(LEDE-h1)
Eventstamp |06:32:26.000 1210510 Bearn | propagation delayto LEDS 4000 ns
- Wersion 0.3.27 Beam 2 prapagation delayto LBDS |Data nat available
. Encoding BIC/EVENT_SEQ QVERALL 38 BICs tiggered valid PM data
gathered History Buffers
. Analysis flags | [NORMAL]
= - EVENT OVERVIEW SOURCE OVERVIEW
- | d e nt|f| cation Of th e b eam TIE (e z e Bcname I L e | couretame | Dapvaid
+ 3 0 t_ USER_PERMIT: Ch 8(FMCH_RMSD-b1:AT-= F CIB.UABT R <]l CIB.UASELB.RA frue |
+ 1 1 t_ USER_PERMIT: Ch 8(FMCM_RMSD-h1:B T > F CIB.UARBT R CIB.UJGE.RAET frue
+ H 4 t RMIT:AT - F CIB.UABT.R CIBUABILBET e
d + 7 4 o RMIT:BT-» F CIB.UABT.R CIB.UJ56 R5.62 e
ul I Ip Source - 1 b RMIT:AT-= F CIB.UAGILEET CIBUSTS.L1.61 frue
+ 1 _PERMIT:BT-= F CIBTZ76.U7 B1 CIB.UST5.L1.67 frue
1 + M_PERMIT:AT->F CIB.LIS6.REB1 CIB.SR7.57.B1 e
. 4 + b RMIT:BT->F CIB.SR7.57.81 CIB.SR7.57.62 |true
7 - ] L RMIT:AT - F CIB.USCES.LEB1 || CIBUSCES LS. frue
- Reconstruction to the e s e e B
- 7 t RMIT:AT-=F CIE.UAIT.R4ET 1 CIEUSCE5L5... frue
- ] b RMIT:BT-=F CIE.UABT.REET CIE.UAST.REE2 frue
+ 2 b RMIT:AT->F CIB.UAI3LAET CIBUSTA R1 B frue
sequence of events that === L s
+ 1 E RMIT:AT - F CIB.5R3.5361 CIB.UJ33.U3E3 [frue
+ RMIT-BT-» F CIB.CCR.LHC B CIB.UJ33.U3E1 frue
7 + 1 RMIT: AT - F ClB.UJ33U3ET | | CIB.UAG3.L6.83 true
h | +000407 4 RMT:AT-> F CIB.UAZT.RZET CIE.UAB3.LE BT [tue =
as led to the beam ump - ? RUT AT F s UnzaLas, s sro53E7 ue
+ 7 b RMIT:BT->F CIB.USTARI B CIB.SREINJZY frue
+ t RMIT-BT->F CIB.UAZ3L2 B CIB.GRI.53E1 e
+ L RMIT:AT-»F CIB.USTERIB CIB.SRZING A frue
+ RMIT:BT-= F CIB.UA27 R2.B1 CIE.UAGT REB2 true
1302 T 3000441 139 RMIT:BT-=F CIBLI33.U3E1 2 CIE.SRZINIT.2 [tue
- 8 RMIT:AT -~ F CIB.CCRLHCET CIE.UAGT.REET true
Ty ey | | e e esmans | Coug s
1 T T wazmans T 98 CIBUAIZL2E3 frue
| IU" D] g CIB.UAZ3.L2.8T [tue
1 FILTER 730 CIE.UAIT RA B2 true
= |
(=
=]
(=]
(=] [v] USE SHAPSHOT
(=
=] PERMIT | TIMESTAMP DESCRIPTION
=] (1] 2009-06-11 11:23:32.196217 . USER PERMIT: Ch 11{FMCM_MSE4183M): B T -> F
=] == 20089-06-11 11:23:32.196216 . USER PERMIT: Ch 11{FMCM_MSE4183M1: & T -> F
=] =1 2008-06-11 11:23:32,189659 . USER PERMIT: Ch 12(FMCM_RBIH.400107): B T -> F
=] =1 2009-06-11 11:23:32, 189658 . USER PERMIT: Ch 12(FMCM_RBIH.400107): AT -= F
=] (1] 2009-06-11 11:23:32.185771 . USER PERMIT: Ch 13(FMCM_RBIH.400309): B T -> F
(=] (1] 2009-06-11 11:23:32.185769 . USER PERMIT: Ch 12{(FMCM_RBIH.400309): A T -> F
=] FiF 2009-06-11 11:23:32,142183 . USER FERMIT: Ch 10{Bumpers currents): A T -> F
=] FE 2005-06-11 11:23:32.142188 . USER PERMIT: Ch 10{Burnpers currents): B T -> F
5] (1] 2009-06-11 11:23:32.142186 . USER PERMIT: Ch 9(MSE septum current): B T -> F
(=] (1] 2009-06-11 11:23:32.142185 . USER PERMIT: Ch 9(MSE septum current): & T -=F
=] Fifga 2009-06-11 11:23:32.141884 LOCALPERMIT:BT->F
=] = 2009-06-11 11:23:32.141852 . USER PERMIT: Ch 8(TT40 converters currents): BT -> F
=] = 2009-06-11 11:23:32,141879 LOCAL PERMIT: AT -=F
=] == 2009-06-11 11:23:32,141877 . USER PERMIT: Ch 8(TT40 converters currents): & T -> F
=] Figa 2009-06-11 11:23:32.141002 . MARKER: 2 s
(= =) 2008-06-11 11:23:32,141002 . TIME: Event Received
=] = 2009-06-11 11:23:32, 137668 LOCAL PERMIT; AF-=T
=] (1] 2009-06-11 11:23:32.137668 LLOCALPERMIT:BF->T
=] == 2009-06-11 11:23:32,137662 . USER PERMIT: Ch 10{Burnpers currents): B F == T
=] FE 2008-06-11 11:23:32.137668 . USER PERMIT: Ch 10{Burnpers currents): A F -> T
=] FE 2009-06-11 11:23:32,137627 . USER PERMIT: Ch 9(MSE septurm current): BF -> T
=] (1] 2009-06-11 11:23:32.137627 . USER PERMIT: Ch 9(MSE septum current): & F -> T
== 2009-06-11 11:23:32,137200 . USER PERMIT: Ch 8(TT40 converters currents): BF -»= T
Fifga 2008-06-11 11:23:32.137209 . USER FERMIT: Ch 8(TT40 corwerters currents): A F -= T
FE 2008-06-11 11:23:32.130289 . USER PERMIT: Ch 10{Burnpers currents): A T -> F
(=1 2009-06-11 11:23:32.130288 . USER PERMIT: Ch 10{Bumpers currents): B T -= F
(1] 2009-06-11 11:23:32.120185 . USER PERMIT: Ch 9{MSE septum current): B T -> F
FaE 2009-06-11 11:23:32.130185 . USER FERMIT: Ch 9(MSE septurn current): & T -= F
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Operational Tests

launched by Beam Sequencer)

2 BiC-USER TESTS EIEX
& = RBA:womerar

e e e
e p— urin eration
P—— : - :
L 6P|
=

— 2l =] W vu.)a i ‘ - - -
il - : : DiaMon application
4; vl Diam 8454 tp: ot - -
;
:; = ?\Rw
13 1=
:

39085001

C0000008000

ey

configuration verification
and integrity check

HEADER BUMMARY
e Tiing algnreent Dok
IFoC BEAM_PERMIT Redundancy oK
5 USER PERMIT Resundancy |1 OK
06 33 76,000 120510 Sequence ofreaking ofEFL | Ok
0.3.19 OVERALL 1hd OK
[sicapoc Baarm | dumped YES
Basm 2 umped no
N oraer to ensure — B s B

BEAM_PERMIT avents for Besm 2|0 ot of 17

- - r eS p O n S e BREAKING OF THE BEAM PERMIT LOOP { 'WON ALIGNED DEVICES
B views | | [m]u]= More | | Bviews | |[m]== wore |- 3] index BIC Hame. DelaTime (us) |
that its safety is not = T i
5 M ] e Eemmmae
:

S

analysis

§ R E«m &
T =
| e [Ew
Bae, @ae R ﬁa *@ B8 \AE AR NON REDUNDANT DEVICES
e = —

compromised,
the verification of

i:@??;;‘:;\fﬁ "’o”\); &o"’(}%\} o“)o@&c w%?}“o“%e &é%r&
the BIS is carried B mEm e w
. .
out in three stages e
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Operational Experience

€ Originally designed for LHC and firstly installed in its pre-injector for validation.

€ Since 2006, fully operational for the SPS ring and its transfer lines.

€ Very high availability (99.996%) with only one stop due to a failure from one of the
BIC modules.

€ No false dump has been noticed.

€ For the Transfer lines: “millions” of extractions to CNGS target have been safely
managed.

& As foreseen, some PSU failed; thanks to redundancy, it has never lead to a beam
operation disruption.

€ Since restart in Nov.09, LHC-ring BIS extensively exercised with ~1000
emergency dumps; Promising availability (only few failures with redundant VME

Power Supplies and with VME Processor boards)
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Summary

+ Core of the LHC machine protection
+ more than 20 connected systems
+ Protects also the Transfer lines and both LHC Injection regions
+ Fully redundant and Critical process separated from Monitoring
+ 100% test coverage => recovered “good as new”
+ 3-stage verification:
+ Validation prior to beam operation
+ On-line diagnostics during beam operation
+ Post operation checks
+ In operation since 2006: any malfunction has been reported.
+ Reviewed in 2006 and in 2009
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Safe Machine Parameter System
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Safe Machine Parameters in LHC

Function: for safe operation, generate several mission critical parameters and distribute

them around the LHC and the SPS extraction regions.

Safe Machine Parameters (SMP) derived from operational conditions of SPS and LHC
accelerators, by two Safe Machine Parameter Controllers: one for LHC + one for SPS.

Collect data » Produce » Transmit Parameters

Beam _ >
Intensity
Machine 3 -
Energy - LHC
Safe
H Machine
Beam —— > | Parameter
Presence Controller
Beam Mode ——>

T

LHC General
Machine
Timing

—

Directly Transmitted

4 A
—>LHC Beam Presence Flag 1
——>|HC Beam Presence Flag 2
—> LHC Set-up Beam Flag 1
—> LHC Set-up Beam Flag 2

Thresholds

LHC SMP controller inputs & outputs
(similar layout for the SPS)

Bruno PUCCIO & Benjamin TODD
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Broadcast
AL

4 A

LHC Machine Energy
LHC Beam Intensity 1
LHC Beam Intensity 2
Moveable Devices Allowed In
Stable Beams Flag

LHC Beam Presence Flag 1
LHC Beam Presence Flag 2
LHC Set-up Beam Flag 1
LHC Set-up Beam Flag 2



Set of boards installed
in a VME-bus system:
the SMP Controller

Beam Mode ——>

Beam
Intensity
Machine B
~
Energy - LHC
Safe
3 Machine
Beam —— | Parameter
Presence Controller

T

LHC General
Machine
Timing

—

Directly Transmitted
A

4 A
——>|HC Beam Presence Flag 1
—>LHC Beam Presence Flag 2
—> LHC Set-up Beam Flag 1
——> LHC Set-up Beam Flag 2

Thresholds
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dedicated VME-bus
SMP receiver board
(CISV) installed in
each SMP User’s
crate

Broadcast
AL

N
LHC Machine Energy

LHC Beam Intensity 1
LHC Beam Intensity 2
Moveable Devices Allowed In
Stable Beams Flag

LHC Beam Presence Flag 1
LHC Beam Presence Flag 2
LHC Set-up Beam Flag 1
LHC Set-up Beam Flag 2




LHC Parameters currently processed

Transmitted

Name Source(s) Machine Prot. User(s) via
Beam Dumping System
Collimation
Machine Energy LHC BETS Injection Kickers Timing
Beam Loss Monitors
Radio Frequency
Beam Intensity 1 & 2 LHC SLOW BCT none Timing
Beam Presence Flags LHC FAST BCT
Extraction BIS direct link
(182) LHC BPM xHract rect i
Set-up Beam Flags LHC SLOW BCT Extraction BIS direct link
(1&2) LHC BETS LHC BIS Timing
“"Moveable Devices LHC BETS Experiments Timin
allowed in” Flag Sequencer P 9
LHC BETS : .
Stable Beam Flag Sequencer Experiments Timing
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SPS Parameters currently processed

LHC Cycle Flag

HiRadMat Cycle Flag

Meter (BEM)

Extraction BIS

Name Source(s) Machine Prot. User(s) Traniri];itted

SPS Probe Beam Flag IS NPTSEII3\|CSTIT¢ Extraction BIS direct link
SPS Set-up Beam Flag lS NPTSE|I3\|CSTIT?\’( Extraction BIS direct link
CNGS Cycle Flag Beam Energy e

Bruno PUCCIO & Benjamin TODD
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Safe Machine Parameters in LHC

...LHC Machine ENERGY...

LHC General LHC Machine Energy
_ Machine >
Machine - Timing
Energy - LHC
Safe
Machine
Parameter
Controller
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Machine Energy Layout

Energy values represented in 16-bit format (120 MeV granularity)

Fail-safe value => maximum value OXFFFF: (216 — 1) x 120 [MeV] = 7864.200 GeV
Value for nominal physics energy (7TeV) => OXE3DE: (5834x 120 [MeV] = 7000.80 GeV

Dipole

Currents

Measurement
at 1 kHz

LBDS
Beam-1
L Energy 1A—>
BETS |[:
++—Energy 1B——>
i BDS
Beam-2
L Energy 2A —>
BETS |[:
++—Energy 2B——>

Upon calculation,

LHC
Safe
Machine
Parameter
Controller

4

/

:

each BETS sends
at 1 kHz, both
16-bit values

Select the highest
of the VALID
received values

LHC Machine Energy

LBDS

LHC General

\/| Collimation

Machine

N

Timing

Injection
Kickers

BLM

along Status info
& CRC

BETS : Beam Energy Tracker System

Bruno PUCCIO & Benjamin TODD

Broadcast at 10Hz
the 16-bit value around
the accelerator complex

via the LHC GMT
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&N Implementation in 2010

UIBDS T switch between A and B RF
Beam-1 S
' . LBD
: Enersy 1A LHC Machine Energy
BETS || | &y s o
A t—Energy o \ ——
; Collimation
i olllIITITIIT LHC General
Dipole BHET . _ /
Currents : 2 Machine =t
Beam-2 : Timing nj.ec ion
N T Energy 2A ———X Kickers
BETS |[: e 28
.----------------E nergy BLM
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&N Implementation in 2010

UIBDS T switch between A and B RF
Beam-1 S
' . LBD
: Enersy 1A LHC Machine Energy
BETS | : ey . o
/7 [i—Energy ° \ imati
; Collimation
i eIl LHC General
Dipole BHET . _ /
Currents : 2 Machine =t
Beam-2 : Timing nj.ec ion
N T Energy 2A ———X Kickers
BETS |[: e 28 |
nergy BLM
Energy
Consistency
1 Check 5
SIS

= 0.5 Hz cross-check
dipole currents must be equivalent to BLM energy reading (1%)

In 2011, the upgraded version (SMP 3v0) will implement complete redundancy.
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SMP for LHC: Set up Beam Flags

Transmitted

Name Source(s) Machine Prot. User(s) via
Beam Dumping System
Collimation
Machine Energy LHC BETS Injection Kickers Timing
Beam Loss Monitors
Radio Frequency
Beam Intensity 1 & 2 LHC SLOW BCT none Timing
Beam Presence Flags LHC FAST BCT
Extraction BIS direct link
(1&2) LHC BPM xHrac e
Set-up Beam Flags LHC SLOW BCT Extraction BIS direct link
(1&2) LHC BETS LHC BIS Timing
“"Moveable Devices LHC BETS Experiments Timin
allowed in” Flag Sequencer P 9
LHC BETS : .
Stable Beam Flag Sequencer Experiments Timing

Bruno PUCCIO & Benjamin TODD
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LHC Setup Beam Flag: definition

» Used by LHC BIS where maskable inputs can be masked when this flag is TRUE.

» Additionally used by the SPS Extraction BIS, as one of the pre-defined conditions for
extracting beam above defined limits.

» Derived from LHC INTENSITY (beam-1 & beam-2) and LHC MACHINE _ENERGY:

ENERGY[GeV]\ "’ y
NORMAL equation 150[CeV] ) X INTENSITY[p] < 1% 10

RELAXED equation (ENERGY[GE*V]

1.7
x INTENSITY[p] < 4 x 101!
450[GeV] ) [p]

SMP controller able to manage 2 more equations like Very relaxed and ION : TBD

» Implemented in the Safe Machine Parameters Controller in using the following function:

INTENSITY[p] < f(ENERGY[GeV])
f(ENERGY[GeV]) = THRESHOLD
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LHC Setup Beam Flag: implementation

In all cases, I[p] restricted to absolute maximum of 1x10%2 protons
= corresponding Set-up Beam Flag = FALSE if beam intensity above this limit.

Examples of the corresponding beam intensity limits at various energies are:

Energy NORMAL RELAXED
[GeV] Equation [p] Equation [p]
Normal Vs Relaxed chart
450 1.00 x 102 1.00 x 10*?
1000 2.65 x 10" 1.00 x 10*? imitel 0 1.0 % 102
2000 8.15 x 10'° 3.26 x 10" 1E+H2 1 —
3500 3.14 x 10%° 1.26 x 10" —RELAXED Equation
10 10 \ ~——NORMAL Equation
5000 1.71 x 10 6.86 x 10 =
7000 9.60 x 109 3.87 x 1010 %\ 1E+ ] \ | FALS f_
é I ' TRUE7\
1E+10 1 i
1E+09

Bruno PUCCIO & Benjamin TODD

1001

2002
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3002

4003 5004 6003 7006

Energy [GeV]



(@) LHC Setup Beam Flag: generation

1
| BETS !
- — (]
LHC_MACHINE_ENERGY —m >
BETS N ) B LHC Beam
LHC General Interlock
% LHC_INTENSITY_1 —> LHCSBR1 i Gener nterlock
DCCT A = LHC_INTENSITY 2 ——> LHC_SBF_2 Timing
——
i DCCT “B” ! A
L _____________ : NORMAL EQUAT|ON H LHC Safe = ‘
RELAXED EQUATION ———>| Machine f 0 qpp 5| Butraction | )
Parameter Interlock \
Controll \
VERY RELAXED EQUATION —M> Controller ontroller \\
ION EQUATION ———> Ei:rsaif.itn \_\
— LHC SBF 2 —> |
- - Interlock \
LHC_SBF_1_FORCE ———> A Interlock \
LHC SBF 2 FORCE —m —> '| \
' |
7 '| '\
SBFs can be via the LHC GMT
independently
forced to FALSE
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SMP for LHC: Beam Presence Flags

Name Source(s) Machine Prot. User(s) Trani?gltted
Beam Dumping System
Collimation
Machine Energy LHC BETS Injection Kickers Timing
Beam Loss Monitors
Radio Frequency
Beam Intensity 1 & 2 LHC SLOW BCT none Timing
Beam Presence Flags LHC FAST BCT
Extraction BIS direct link
(1&2) LHC BPM
Set-up Beam Flags LHC SLOW BCT Extraction BIS direct link
(1&2) LHC BETS LHC BIS Timing
“"Moveable Devices LHC BETS Experiments Timin
allowed in” Flag Sequencer P 9
LHC BETS : o
Stable Beam Flag Sequencer Experiments Timing
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LHC Beam Presence Flag: definition

= Extraction of high intensity beam from SPS towards LHC is allowed when a
circulating beam is already present in the LHC.

» To ensure this, two Beam_Presence Flags are produced and transmitted to both
beam Extraction interlock systems of the SPS.

» Two sources of beam presence are (going to be) used:

- Fast Beam Current Transformers (FBCTS):
=> 2 Beam_Presence Flags derived per beam

- [from 2011] a hardware chain linked to Beam Position Monitor (BPM)

electronics:
=>4 Beam_Presence Flags derived per beam

» The SMP Controller uses the Flags given by these systems,
filter them and derive a single Beam_Presence Flag per beam:

* Directly transmitted to the Extraction BIS

« also broadcast over the GMT (for general use only)
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(@) LHC Beam Presence Flag: layout

. SPS West
- N Extraction
Beam-1 Beam Position — — LHC_BPF_1 —1=> Interlock
Position Monitor (BPM) _ — Controller
SPS East
— — Extraction
7 LHC BPF 2 ——>
. o _ | LHCsafe - Interlock
Beam-2 s Beam Position 7 Machine
Position Monitor (BPM) —_ — Controller
Parameter
T ~7| Controller LHC General Non-Critical
LHC. BPF 1E —> Machine Timing
Beam-1 s Fast Beam Current _BPF_ Timing Users
Current Transformer (FBCT) [— LHC BPF_1F —
Beam-2 Fast Beam Current |[— LHC_BPF_2E —> Data Non-Critical
— Interchange
Current Transformer (FBCT) |— LHC BPF 2F — DIP Users
- = Protocol
// All flags are boolean signals
A
. . /
TRUE when intensity > 3x10° p /
/

Decode 4 out 6
(implemented in 2011)

& Filter

(to remove spurious
transition)
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Future development: Squeeze Factors

» Used by Collimation system to ensure that placement of collimator jaws tracks the
changes in beam orbit during the beam squeezing phase.

= four factors: one per Experiment (ATLAS, ALICE, CMS and LHCb)
each is determined by power converter settings around the experimental area

= Current solution is using the Software Interlock System:

IR1 - Power [
Converter [

m,v"l

Converter

IR2 - Power [
Converter [

m,v"l

Conyerter

IR5 - Power [

b
Converter | |—
€F.,

Conyerter

IR8 - Power [
Converter r\_

@

Conyerter

— POWER_SETTING_1_A—>
— POWER_SETTING_1_B—>

— POWER_SETTING_1_Z—>

— POWER_SETTING_2_A—>
— POWER_SETTING_2_B—>

— POWER_SETTING_2_Z—>

— POWER_SETTING_5_A—>
— POWER_SETTING_5_B—>

— POWER_SETTING_5_Z—>

— POWER_SETTING_8 A—>
— POWER_SETTING_8_B—>

— POWER_SETTING_8_Z—>

» Could be replaced by an Hw solution:
the upgraded 2011 version will be designed with sufficient resources to be
able implement squeezing factor reception, generation and transmission.
Meanwhile, the Collimation system is possibly not to consider Squeeze
Factors as dependable value at this time. TBC.

Bruno PUCCIO & Benjamin TODD

SIS

SQUEEZING_FACTOR_1
SQUEEZING_FACTOR_2
SQUEEZING_FACTOR_5
SQUEEZING_FACTOR_8

Collimation
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Cross-checking of the SMP Distribution

The GMT system has not been designed to transmit safe parameters...

=> Additional features have been implemented in the Timing Receiver board

= Time-out and fail-safe state
» History buffer

=> Cross-checking is performed
» by the Software Interlock System (current solution)

» by an additional Hw solution (in 2011)

Software
Cross Check
SIS

Both-Beam SOFTWARE_PERMIT ———>

LHC Safe
Machine
Parameter
Controller

by v

Hardware Beam-1 USER_PERMITF—————>

Cross Check
CISC Beam-2 USER_PERMIT——m—>

LHC Beam
Interlock
System

LHC General
Machine
Timing

Source
Systems
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Cross-checking by Sw Interlock System

= Compare Source System information with User System status
= like LHC Machine Energy:
with a cross-check between LHC dipole currents, and energy received by BLM.

» Rate of 0.1 to 1 Hz, making complex checks involving multiple variables from
around the LHC machine.

» Result is used to derive a SOFTWARE_PERMIT connected to the LHC BIS.
(if an inconsistency is detected, the LHC beam permit will be removed)

» Further cross-checks could be applied in the next future, like:
= SPS Probe Beam Flag:
cross-check that flag is not TRUE for longer than 3 seconds.
= SPS Set-up Beam Flag:
cross-check that flag is not TRUE for longer than 3 seconds.
= SPS Probe vs Set-up Beam Flag:

cross-check that the two flags are in agreement, i.e. PROBE should not be TRUE
if SET-UP is FALSE.
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SMP Summary

+ Used to modify configuration of some LHC Machine Protection systems
& 2 systems (LHC + SPS), Various parameters, different sources & customers

+ In operation for SPS Extractions since 2008
+ Depends on data sources (accuracy and latency)
o Critical process separated from Monitoring
+ Has to balance Safety Vs Availability
+ SMP Distribution by the Timing System
+ Cross-checking by Software System System
+ Improvements foreseen in 2011:
« Able to manage multiple sources
« Fully redundant together with 100% test coverage

+ Hw Cross-checking by closing the loop SMP=GMT=SMP

«+ 3-stage verification: prior/during/post beam operation
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Fin

Thank you for your attention
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Additional slides

Spare Slides
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Number of BIS channels

COLLIM. (Environm.) [20|(0/20)
COLLIM. (Motors) 22|(0/22)
PIC 32((16/16)
VACUUM 30((30/0)
BLM 16((8/8)
FMCM 12|(0/12)
BTV 9 |(0/9)
WIC 8 [(8/0)
ATLAS 4 |(3/1)
CMS 3 1(2/1)
LHCb 3 (2/1)
TOTEM 3 [(3/0)
ALICE 2 ((1/1)
ACCESS 4 |(4/0)
RF 4 |(4/0)
BPM 4 (0/4)
LBDS 3 [(2/1)
MKI 2 ((2/0)
BCT 2 [(0/2)
MKQA 2 ((2/0)
Operator Switch | 2 ((2/0)
Program. B.D. 2 /(2/0)
SMP 2 (2/0)
TCDOQ 2 ((0/2)
MKI1 test mode key | 1 |(0/1)
LHCF 1 /(1/0)

Bruno PUCCIO & Benjamin TODD

( with Unmaskable / Maskable partition)

=" 190 connections for LHC-ring BIS

~30 more for Injection BIS

~130 more for the Extraction lines
SPS-LHC-CNGS

Machine Protection systems in red
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(@Y  Global response time

fault / dangerous
situation occurs

Beam Interlock
System informed of
fault condition

Beam Dumping
System informed of
fault condition

Beam Abort
begins, aligned
with abort gap

Beam Abort
completed

\/ DETECT / COMMUNICATE \,SYNCHRONISE/ ABORT /

tO fromfew uSto t <100 us t, <90 us t3 90 us t
hundreds of mS JL J

b £ R

User System Process Beam Interlock System Process Beam Dumping System Process

LOCAL_BEAM_PERMIT
changes

d d
b 4 bt LT

Fibre
Y U (propagation time depends on the location) w

CIBU BIC LBDS

BEAM_PERMIT
changes

USER_PERMIT
changes
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Reviews of the Beam Interlock System

o Internal Review in 2006:
Audit performed by a team of experts (*) external to the BIS team.

<< Generally, we* found that the design and implementation of the BIS is sound, complete,
straight-forward, and, in particular, conform to the requirement on a high inherent level of safety,
reliability and availability >>

Recommendations have been made
=> all have been applied in the following months

(*) Matthias.Werner@desy.de + Reiner Denz; Philippe Farthouat; Stefan Lueders; Javier Serrano; Yves Thurel

o External Review in 2009:
Performed by Critical Systems Labs, Inc. (Canada)

<< ... CSL has found nothing in the design of the BIS that suggests a possible weakness with
the potential to jeopardize the safety function of the BIS. Subject to the limitations of this review
with respect to scope and resources, CSL concludes that there is sufficient reason to be
confident that the BIS will perform its intended safety function... >>

Recommendations have been made. None is critical.
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SMP Distribution

» User systems can receive SMPs using different methods, being classed as
Critical or Non-Critical:

Critical Users

VME SMP E Single Ended Flags / Serial Data

Receiver
CIsv | Cable Driver Critical Users
’l‘ / CTDAD Differential Flags
General broadcast Non-Critical Users
Machine parameters Telegrams and Events
Timing
Data _
Interchange ; Non-Critical Users
DIP
Protocol
directly Critical User
transmitted ——=>Extraction Interlocks
parameters USER_PERMIT

» Directly transmitted to Critical Users:
» by hard-wired links (both Extraction beam controllers)

» via General Machine Timing; then a dedicated VME SMP receiver board (CISV)
and optional differential driver board can be used
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SMP: Validation and operational checks

Foreseen for 2011:
PRE-OPERATIONAL CHECKS: at regular intervals, tests are performed to

ensure critical paths are working to specification.

DIAGNOSIS AND MONITORING: checks effecting dependability, such as:
* Infrastructure issues
« Source system input status changes
* Internal system status changes
* Transmitted information status changes

POST-OPERATIONAL CHECKS:
Post-operational check sequence integrated into the Post-Mortem system
This sequence is to verify:

* Redundancy was functionally correct

* Role played in the last beam abort.

» Connection to LHC-BIS: (once mature enough) the goal is to inhibit the operation of LHC
in the case of a serious problem being observed)

ON-DEMAND TESTING:

Designed for testing without putting the LHC in a dangerous situation.
For example, SMP may be duplicated into redundant A and B values, where one of these at
a time could be forced into an unsafe condition for testing purposes.
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