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Attendance: ~40 people ©

Scope:

» All security aspects related with HEP

control systems

» Control PCs, control software,
controls devices, accounts, ...

Objectives:
» Raise awareness

» Exchange of good practices, ideas,
and implementations

» Discuss what works & what not,
pros & cons

» Report on security events,
lessons learned & successes

» Update on progresses
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How things go wrong. LUE
Kilimandjare Nord, WTC Cenvention Center, Grenoble (France)

Review of a cyber-security event at Jefferson Lab accelerator network I
Kilimandjaro Nord, WTC Convention Center, Grenoble (France)

Coffee Break

Kilimandjaro Nord, WTC Conwvention Center, Grenoble (France)

Cybersecurity for the Control System Engineer Hi
Kilimandjare Nord, WTC Cenvention Center, Grenoble (France)

Experiences with IS0O/IEC 27001 Implementation at NSCL

Kilimandjaro Nord, WTC Convention Center, Grenoble (France)

Inventory and Risk assessment of the CERN Technical Network C
Kilimandjaro Nord, WTC Convention Center, Grenoble (France)

Can off-the-shelf control systems be compliant with CERN computer security H.

policy?

Lunch Break

Kilimandjare Nord, WTC C

e e b e py e
andja ord, WTC Convention Center, Grenoble (France)

Cyber security from the ALICE user’s perspective .
Kilimandjaro Nord, WTC Convention Center, Grenoble (France)

IT security for the LHCbh Experiment BON:
Kilimandjaro Nord, WTC Conwvention Center, Grenoble (France)

Application and Virus Detecting Firewall on the SPring-8 Experimental User SUG
Network

Industrial Devices Robustness Assessment and Testing against Cyber Security
Attacks

Coffee Break

Kilimandjaro Nord, WTC Convention Center, Grenoble (France)

Discussion L

&y

Kilimandjaro Nord, WTC Conwvention Center, Grenoble (France)
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Don’t miss any updates from Rubén Santamarta
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Writing a post involving CERN, LHC,

SCADA, passwords... one of the most
curious cases I've found.
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rOff—the—shelf IT security not that easy:N
Patching, AV, shared passwords,

Can off-the-shelf con\ network scans, ... J

compliant with CERN com ey e Py Ty o
policy? ..
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+ operational needs
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Defense-in-Depth:

Network security gives
an excellent basis.

k

Test-bench diagram
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Controls devices are insecure.

Test them, make them fail and

send them back to the vendor © |
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Top-Down:
Argus: Asset and Risk Profil Going for full-blown

y 1ISO27000 certification. Kudos!!

# RiskID Threat Scenario aaip Actor Mears | Motive | OC SR P

J

Production Safety PLC'slogic can bemodified|
by connecdtirg to it over the network

Production Gontrol SystemPLCs logic canbe
2| RSK-PLCL | modified by connecting to it over the
R

Recoveringfroma disaster almost entirely

3| RSKIR |dependent on extemal agencywith no 18/ | ( Launch LANDB Window ) ( Display Selected Computer in CCDB Window _

forral SLA
i iallythe ical
4| Rekua ';i’;:ijﬂ;;ﬂ:ﬁ ores %t aasw i Cancel J Apply Changes to TNQ Compute
Docurrentation for meny software not
5| PSS dileble/cormplete s Id 670
I T [T ——pp——T— Computer Name cwe-2001-ctfb
formal Slas M LANDB Computers ID 155470
Some employees have knowledge of SW/HW]|
7| RSP |forwhichthere isne docurrentationor aaip How is the Operating System Loaded? ' Over Ethernet >
backup personnel —————
8| RKUC |licensesangetdestroyed. as=all What method is used to patch the Operating System? | SLC Repository - YUM Auto Update, Manual Reboot 49
o | mecpr |OmEdnEPTiecdsmongetdestoved | Date of Last Installed Operating System Version or Patch [ ]
(dependent on external agency with no SLAs)|
10| RSKOVE |Data can be modified or deleted fromDIVE | QA-DVE| Select Anti-Virus Software = NONE .ﬂ
I EPlG_PVv:tluasmbErmdiﬁed duingan | How is the anti-virus signature file updated? = Not Applicable
experime 2
Some software (PLC, Stepper Vbtor If On-Demand., Enter Date of Last Installed Anti-Virus Signature File
12 | RSK-PLC4 |Controller etc) is not under configuration QAPS
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1= RSK-HIC  |Solaris server lcans becomes unusable aa-cCw
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Bottom-Up:

A thorough assessment = —
No |4

Involving all stakeholders
\
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(Still) need for a “Change-of-Mind”.

This is a people’s problem.

Establish a Security Culture!
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" Thanks to all participants h
& esp. to the presenters.
L Well done, guys!!!
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~ P Your Ban el

Password?

Qb Be careful with e-mail & Web

Cybercriminals are trying to trick you!

wooydosg e nes

Un merci spécial au

[~y Protect your passwords comite local d’organisation!

A cybercriminal, who knows your password, @
will abuse your computing account. A




