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(R)Evolution, w/o security  
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(CS)2 in HEP ― The Objectives 

Attendance: ~40 people  

Scope: 
►All security aspects related with HEP 

control systems 

►Control PCs, control software, 
controls devices, accounts, … 

Objectives: 
►Raise awareness 

►Exchange of good practices, ideas, 
and implementations  

►Discuss what works & what not, 
pros & cons 

►Report on security events, 
lessons learned & successes 

►Update on progresses 
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September 2009 

Attacks are FACT! 

April 2011 

Mai 2011 

Summer 2011 
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Security is a CHALLENGE… 

Off-the-shelf IT security not that easy: 

Patching, AV, shared passwords, 

network scans, …  

Priorities are different: 

Technical requirements 

+ operational needs 

often collide with 

security. 
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Defense-in-Depth: 

Network security gives 

an excellent basis. 

…which can be OVERCOME! 

Compartmentalization 

of networks reduces 

cross-infections. 
Controls devices are insecure. 

Test them, make them fail and 

send them back to the vendor  

Defense-in-Depth: 

Network security gives 

an excellent basis. 



Dr. Stef an Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007  “3rd CS2/HEP Workshop Summary” — Dr. Stefan Lüders — ICALEPCS2011 ― October 11th 2011 

Get Started: Two Approaches 

Top-Down: 

Going for full-blown 

ISO27000 certification. Kudos!! 

Bottom-Up: 

A thorough assessment 

involving all stakeholders 
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ONE Take-away 

This is a people’s problem. 

(Still) need for a “Change-of-Mind”. 

Establish a Security Culture! 
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Merci beaucoup!!!  

Thanks to all participants 

& esp. to the presenters. 

Well done, guys!!! 

Un merci spécial au 

comité local d’organisation! 


