
Security TEG - Priorities
• Reminder: the most important risks for WLCG, according to 

the risk analysis (http://cern.ch/go/dt9S):
–Misused identities (WLCG identities are not limited to x509)
–Attack propagation between WLCG sites
–Exploitation of serious OS vulnerabilities

• Provide recommendations to mitigate these risks
• Concentrate on clarifying the traceability requirements
• Continue discussions in the “AAI on the WN” subtask
• Concentrate on other subtasks, in particular:
–AAI on the storage systems

(work likely to be conducted directly within the Storage TEG)
–Usability vs security
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Security TEG - Timeline
• Finalise the risk analysis document and submit it to the MB
–By end Feb 2012

• Prepare recommendations for the most important risks
–Gradual delivery, from Feb 2012 until end 2012

• Propose a trust model for the WN
–By May 2012 (CHEP)

• Provide a report on the storage systems security status/
requirements
–By May 2012 (CHEP)? (to be agreed with the storage TEG)

• Prepare reports on other areas
– Timeline depending on contributions to the TEG
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