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Enabling Grids for E-sciencE

Ako sa prihlasim do Gridu?
Certifikaty - Autentifikacia

GSI
Autorizacia
Delegované certifikaty

A walk-through — rekapitulacia
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Ako sa prihlasim do Gridu?

Enabling Grids for E-sciencE

Zdroje su distribuované: bezpecny pristup k nim je
zakladnou poziadavkou
Bezpecna komunikacia (SSL)
Bezpecnost aj za organizaénymi hranicami (PKI, X.509)
lba jediné prihlasenie (zadanie hesla) pre pouzivatelov Gridu
(single sign-on)
Dva zakladné koncepty:

Autentifikacia: Kto som?
Ekvivalent ku OP, cestovnému pasu, ...
> Certifikaty
Autorizacia: Co mam dovolené robit?
UrCené povolenia, povinnosti, atd..
> Virtualne organizacie
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Ziadost ->

Pouzivatel —
<- Certifikat

\)(y

Privatny kfuc certifikat -> Zdroje
Verejny kl'uc (stredisk? kaid luzby)
Certifikat strediska ponukajuce sluzby
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Enabling Grids for E-sciencE

Certifikaty - Autentifikacia
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Certifikaty

Enabling Grids for E-sciencE

Kazdy pouzivatel musi mat platny X.509 certifikat
vydany uznanou Certification Authority (CA)

Pred vykonanim akejkolvek cinnosti v Gride sa
pouzivatel musi prihlasit na User Interface (Ul) po¢itaci
a vytvori si tzv. proxy certifikat

Proxy certifikat ma limitovanu ¢asovu platnost a
pouziva sa na autentifikaciu pouzivatela (delegated
user credential) bez nutnosti neskor znova zadavat
heslo (pass phrase) zakryptovaného privatneho kluca

VOMS proxy obsahuje rozsirenia ohladne ¢lenstva vo
VO a roliach, ktoré ¢len ma
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Ako vytvorim par: klué¢/ziadost

Enabling Grids for E-sciencE

grid-cert-request prikaz

[miro@grid ~]$ grid-cert-request

Enter your name, e.g., John Smith: Miroslav Dobrucky

A certificate request and private key 1is being created.
You will be asked to enter a PEM pass phrase.

This pass phrase is akin to your account password,

and is used to protect your key file.

If you forget your pass phrase, you will need to
obtain a new certificate.

Using configuration from /etc/grid-security/globus-user-ssl.conf
Generating a 1024 bit RSA private key

...................... ++++++

........................... ++++++

writing new private key to '/home/miro/.globus/userkey.pem’
Enter PEM pass phrase: *t¥tktkkokx

Poznamka: da sa pouzit aj priamo “openss!” alebo méj skript v linuxe
(http://ups.savba.sk/ca/SlovakGrid_get request).
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Enabling Grids for E-sciencE

Certificate Request

Courtesy of Mike Mineter

User generates
public/private
key pair in browser.

Private Key encrypted

4/ G )
ﬁp Cert
—>, : —> Request | |
Public Key
J\ . User sends public key to
l TS CA and shows RA proof
\\\ of identity.
4 X L

Staka of lgol
ID

on local disk

Certification

Q )

CA root
certificate

CA signature links
ntity and public key in
ertificate.
infQrms user.

@
>

Authority
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Doruc¢im Ziadost relevantnej doveryhodnej CA
[miro@grid ~]1$ cat home/miro/.globus/usercert_request.pem | mail ca.ui@savba.sk

Enabling Grids for E-sciencE

Pouzivatel musi dorugit svoju Ziadost relevantnej registra¢ne;

alebo certifikaénej autorite (RA alebo CA) a osobne sa preukazat
svojim OP alebo podobnym oficialnym dokumentom obsahujucim
fotografiu. Mejlom doruéena Ziadost bude skontrolovana, &i spifia
poziadavky, ale je potrebné Ziadost dorucit aj osobne (USB pamat, CD,
disketa), alebo inym bezpeCnym kanalom.

RA nasledne doruci jej/jeho Ziadost certifikacnej autorite (CA),

ktora Ziadost podpiSe a posle naspat mejlom ako certifikat, ktory méa
platnost 1 rok +1 mesiac a pred vyprSanim platnosti méze byt vyuzity
na podpisanie novej ziadosti, Co znamena, ze sa uz potom ziadatefl
nemusi chodit osobne preukazovat (aspon raz za 5 rokov v§ak musi).

Bezpecnost v EGEE, GCCP’07-tutorial, 23.oktéber 2007, Bratislava
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Enabling Grids for E-scienc

C=SK, O=SlovakGrid, CN=SlovakGrid CA

C=CZ, O=CESNET, CN=CESNET CA

C=FR, O=CNRS, CN=CNRS

C=GR, O=HellasGrid, CN=HellasGrid CA

C=PT, O=LIPCA, CN=LIP Certification Authority
C=ES, O=DATAGRID-ES, CN=DATAGRID-ES CA

elevantné doveryhodne CA

Su akreditovanée v zdruzeni “The European Policy Management
Authority for Grid Authentication in e-Science”
, ktora je clenom svetovej IGTF
federacie.
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http://www.eugridpma.org/

Cy Nainstalovanie certifikatu

Enabling Grids for E-sciencE

...ha Ul stroj do adresara ~/.globus

[miro@grid ~]1$ 1s -1 .globus
-r--r--r-- 1 miro miro 4774 Oct 8 13:11 usercert.pem
-r--r--r-- 1 miro miro 1270 Oct 8 10:51 usercert _request.pem

-r-------- 1 miro miro 963 Oct 8 10:51 userkey.pem

...do web prezeraca:

openssl pkcsl2 —export —in ~/.globus/usercert.pem \
—inkey ~/.globus/userkey.pem —out user.pl2 \
—name ’'Janko Mrkvicka’

A potom preniest slbor user.p12 cez
“Tools/Options/Advanced/ViewCertificates/Import” (Firefox).

Nezabudnut mat nastavené hlavné heslo (MASTER PASSWORD).
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Revokacia, CRL

Enabling Grids for E-sciencE

Kedy je potrebné zrusit platnost certifikatu:
Na ziadost majitefa — ak klG¢ pokazil, stratil, alebo mu ho ukradli
Pri zisteni, ze majitel porusuje CP&CPS

Ako sa zrusi platnost certifikatu:

Majitel doruci ziadost o revokaciu doéveryhodnou cestou,
napriklad osobne

Alebo CA rozhodne o nutnosti revokovat
CA vykona revokacnu proceduru a okamzite vyda novy CRL

CRL (Certification Revocation List)

CA pravidelne generuje CRL, ktory ma platnost napr. 1 mesiac
a publikuje ho (napr. na webe)

CE/SE (resources) pravidelne (CastejSie nez denne) stahuiju
od vSetkych déveryhodnych CA nimi vydané CRL
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GSI - prehlad

Enabling Grids for E-sciencE

Grid security infrastructure

Proxy a delegovanie (GSI
rozsSirenia) - pre bezpecné
prihlasenie ,,single Sign-on*

d

74

Proxies and Delegation

PKI SSL — pre
PKI-pre __— (CAs and autentifikaciu
poverovanie Certificates) a ochranu
posielanych
udajov

Based on Slide from Globus Tutorial
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Q@ The Grid Security Infrastructure

Enabling Grids for E-sciencE Courtesy of Mike Mineter
Based on X.509 PKI:
every Grid transaction is mutually A B
authenticated: A’s certificate .

A sends his certificate;
B verifies signature in A’s Verify CA signature .
certificate using CA public Random phrase
certificate;
B sends to A a challenge string; Encrypt with A’ s private key
A encrypts the challenge string with Encrypted phrase

his private key;

A sends encrypted challenge to B Decrypt with A’ s public key

B uses A’s public key to decrypt the
challenge.

: Compare with original phrase
B compares the decrypted string P ginatp >

with the original challenge

If they match, B verified A’s
identity and A can not repudiate it.
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The Grid Security Infrastructure

Enabling Grids for E-sciencE Courtesy of Mike Mineter

After A and B authenticated

each other, A B
for A to send a message to B: Generate hash from message
Encrypt hash with A’ s
* Default: message ) private key
inte grity Checkin g Further encrypt hash with B’|s

<—— public key
— Not private — a test for
Message + Encrypted hash

tampering 1
Decrypt with B’ s private key|

Decrypt with A’ s public key

Generate hash from message

Compare with decrypted hash

Bezpecnost v EGEE, GCCP’07-tutorial, 23.oktéber 2007, Bratislava 16
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Grid Security Infrastructure - proxies

Enabling Grids for E-sciencE Courtesy of Mike Mineter

To support delegation: A delegates to B the right to act on behalf
of A

proxy certificates extend X.509 certificates
Short-lived certificates signed by the user’s certificate or a proxy
Reduces security risk, enables delegation
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User Responsibilities

Enabling Grids for E-sciencE Courtesy of Mike Mineter

Keep your private key secure — on USB drive only
Do not loan your certificate to anyone.

Report to your local/regional contact if your certificate
has been compromised.

Do not launch a delegation service for longer than your
current task needs.

If your certificate or delegated service is
used by someone other than you, it
cannot be proven that it was not you.
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VOMS: Virtual Organization

Enabling Grids for E-sciencE

Membership

Service

Before VOMS

User 1s authorised as a
member of a single VO

All VO members have same
rights

Gridmapfiles are updated by
VO management software:
map the user’s DN to a local
account

grid-proxy-init

VOMS

User can be in multiple VOs

— Aggregate rights

VO can have groups

— Different rights for each

* Different groups of
experimentalists

— Nested groups
VO has roles

— Assigned to specific purposes
* E,g. system admin
* When assume this role
Proxy certificate carries the
additional attributes

vOoms-proxy-init
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— Autorizacia




Autorizacia

Enabling Grids for E-sciencE

LDAP server

Udrzuje zoznam ¢lenov VO
CE/SE si pravidelne stahuje aktualny zoznam
a generuje grid-mapfile
pri prvom prihlaseni na CE/SE dostane pouzivatel
jedno volhé konto
Z ,pool accounts”
¢asom toto priradenie moze expirovat
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e priklad:

Enabling Grids for E-sciencE VO-LDAP server na aUtoriZéCiu

0=Xyz,
dc=eu-datagrid, ® ®®

dc=or Adopted by
DataGrid Testbed0 (2001/02)

ou=People ! ou=Testbedl I‘ ou=2?? Io o0 DataGrid Testbed1 (2003)

Tl “‘-;l RS _ VO | DataTAG Testbed (2003)
«es  Directory

ay

zé § Tay,
a
»

Authenticatio ~ "* *Aythenticatio Au'tﬁérrtica;ig
n Certificate n Ce'rﬂ'ﬁca.tg n Certificate' **w .,

CN=Mario Rossi CN=John Smith

CN=Franz Elmer

a,
a
", g,
a, ...
[
Ya,
T,y
vy
Ty

by ay

] a

ay Ty

1]
Tay, '....
[ s a

] ']
~y oy

vy
e,
oy
4,
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4y

‘ local users l
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Zlepsenia / rozsirenia

Enabling Grids for E-sciencE

Community Authorisation Service (CAS)
od Globus Alliance

LCAS (Local Centre Authorization Service)
DataGrid (EDG) plugin pre Globus

sysadmin moze blokovat pristup jednotlivym pouzivatefom (ban
list)

Virtual Organisation Membership Service (VOMS)

od EU DataGrid a DataTAG projektov
VOMS proxy sa pouziva aj v glLite

Bezpecnost v EGEE, GCCP’07-tutorial, 23.oktéber 2007, Bratislava 23



Enabling Grids for E-sciencE

Mutual authentication Client-Server

Secure communication channel via
standard Globus API

Client sends request to VOMS Server
Server checks correctness of request

Authenticatio

Request >
Server sends back the required info
(signed by itself) in a “Pseudo-

pseuds Certificate”

— C— Client checks the validity of the info
received
OO% Optionally: [Client repeats process for
other VOMS’s]
o= Client creates proxy certificates
IL=CNAF Auth containing all the info received into a
PR DB (non critical) extension

Client may add user-supplied auth.
info (kerberos tickets, etc...)

Based on: http://www.slac.stanford.edu/econf/C0303241/proc/pres/317.PPT
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G Ako sa stat ¢clenom VO CE

Enabling Grids for E-sciencE

Mat nalozeny osobny certifikat vo web prezeraci a
navstivit stranku

https://voce-register.farm.particle.cz/voce/

Navody ako na to:
http://egee.cesnet.cz/en/voce/
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Enabling Grids for E-sciencE

Delegované certifikaty

Bezpecnost v EGEE, GCCP’07-tutorial, 23.oktéber 2007, Bratislava
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Delegované certifikaty

Enabling Grids for E-sciencE

Proxy certifikat

- Kratko-doby (12 hodin), s obmedzenymi pravomocami, odvodeny z
dlhodobého (1 rok) X.509 certifikatu

* Podpisany pouzivatelovym certifikatom alebo inym proxy
- Umoznuje procesu pbdsobit v mene pouzivatela
- Je nezakryptovany - preto musi byt ulozeny a dopravovany
bezpecnymi spdsobmi
MyProxy server
* Udrzuje stredne-doby proxy (7 dni)
* Chraneny heslom
* Generuje na poziadanie z neho kratkodoby proxy
* Vhodné pre pracu z portalu (“internet café”)
* Alebo pre dlhsie trvajuce ulohy (bezny proxy expiruje)
Proxy certifikat je automaticky obnovovany pocas celého behu ulohy
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Vytvorenie proxy certifikatu

Enabling Grids for E-sciencE

grid-proxy-init prikaz

[miro@grid ~]$ grid-proxy-init
Your identity: /C=SK/0=SlovakGrid/0=IISAS/CN=Miroslav Dobrucky

Enter GRID pass phrase for this identity:
Creating proxy

Your proxy is valid until: Fri Oct 19 22:37:05 2007

grid-proxy-info
grid-proxy-destroy
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MyProxy (2): vlozenie proxy

certifikatu na server

Enabling Grids for E-sciencE

myproxy-init prikaz

[miro@grid ~1$ myproxy-init —s myproxy.cern.ch

Your identity: /C=SK/0=SlovakGrid/0=IISAS/CN=Miroslav Dobrucky
Enter GRID pass phrase for this identity:

Creating ProXy ....u.icuveonrnnnsnnnnnnnsnnnnnnnns Done

Proxy Verify OK

Your proxy is valid until: Fri Oct 26 12:05:40 2007

Enter MyProxy pass phrase:

Verifying password - Enter MyProxy pass phrase:

A proxy valid for 168 hours (7.0 days) for user miro now exists on
myproxy.cern.ch.
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MyProxy (3): vyzdvihnutie

proxy certifikatu

Enabling Grids for E-sciencE
myproxy-get-delegation prikaz

[miro@grid miro]$ myproxy-get-delegation —s \

myproxy.cern.ch

Enter MyProxy pass phrase:
A proxy has been received for user miro in /tmp/x509up ul00l

myproxy-info
myproxy-destroy

Poznamka: myproxy-destroy vyZaduje mat u seba na disku
svoj ‘lokalny’ proxy v /tmp



Vytvorenie VOMS proxy certifikatu

Enabling Grids for E-sciencE

VOMS-proxy-init prikaz

[miro@grid ~]$ voms-proxy-init —voms voce

Enter GRID pass phrase:

Your identity: /C=SK/0=SlovakGrid/0=IISAS/CN=Miroslav Dobrucky
Creating temporary ProXy ......uieeouvsesssconnsonnsanssansnnnssns Done
Contacting skurutl9.cesnet.cz:7001
[/DC=cz/DC=cesnet-ca/0=CESNET/CN=skurutl9.cesnet.cz] "voce" Done

Creatding ProXY ..:.cuieeurennronnronnsonnsonasonssannsansnnnssns Done
Your proxy is valid until Sat Oct 20 00:01:13 2007

voms-proxy-info
voms-proxy-destroy

Poznamka: na MyProxy sa uklada len standardny proxy,
neda sa tam vlozit rozSireny VOMS proxy.
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VOMS proxy certifikat

Enabling Grids for E-sciencE

[miro@grid ~]$ voms-proxy-info -all

subject : /C=SK/0=SlovakGrid/0=IISAS/CN=Miroslav Dobrucky/CN=proxy
issuer : /C=SK/0=SlovakGrid/0=IISAS/CN=Miroslav Dobrucky

identity : /C=SK/0=SlovakGrid/0=IISAS/CN=Miroslav Dobrucky

type : proxy

strength : 512 bits

path : /tmp/x509up ul60l

timeleft : 11:59:31
=== V0 voce extension information ===

VO 1 voce
subject : /C=SK/0=SlovakGrid/0=IISAS/CN=Miroslav Dobrucky
issuer : /DC=cz/DC=cesnet-ca/0=CESNET/CN=skurutl9.cesnet.cz

attribute : /voce/Role=NULL/Capability=NULL
timeleft : 11:59:31

Poznamka: gLite-voms-proxy-* su len ‘symlink’ na prikazy
VOMSs-proxy-~
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gLite - WMProxy

Enabling Grids for E-sciencE

[miro@grid ~]$ glite-wms-job-delegate-proxy —d

Connecting to the service
https://wms.ui.savba.sk:7443/glite_wms_wmproxy_server

================ (lite-wms-job-delegate-proxy Success ==========

Your proxy has been successfully delegated to the WMProxy:

https://wms.ui.savba.sk:7443/glite_wms_wmproxy_server

with the delegation identifier: mojprvy

Alebo sa da delegovat az pri spusteni ulohy (jobu).
Informacia o stave delegata (proxy) sa v gLite 3.1 da zistit prikazom:

glite-wms-job-info -d

Ako sa da delegat zmazat? Asi zatial nijako.
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- A walk-through — rekapitulacia




Cy A walk-through

Enabling Grids for E-sciencE Courtesy of David Groep

user service
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Cy Certificate request

Enabling Grids for E-sciencE Courtesy of David Groep

grid-cert-request__

user service

Y l—
cert-request

once every year
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G Certificate signing

Enabling Grids for E-sciencE Courtesy of David Groep

grid-cert-request

user cest signing service

Y

cert-request

certificate
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@ Importing your certificate in the
browser

grid-cert-request

cest signing service

user

Y

cert-request

certificate

cert.pkcsl? convert
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Cy Browser certificates

Enabling Grids for E-sciencE Courtesy of David Groep

Your our certificate must be in PKCS#12 format

openssl pkcsl2 —export \
—in ~/.globus/usercert.pem \
—inkey ~/.globus/userkey.pem \
—out user.pl2 \
—name ’'Joe Smith’

General | ” Security || Privacyl Content Connections || Programs ” Advance d|

Use the “certificate store™ of your brows(

Cartent Audvizor

R atings help you control the Intemet content that can be
% wvigwved on this computer.

Enable... Seltings..

Certificates

Use cerlificates to positively identify yoursel If, certification
@l asuthorities, and publishers.

[ Clear S5L State ][ Certificates.. ][ Publishers.. ]

Perzonal | information

Microsalt Profile Assislanl stares yaur WMy Profile...
perzonal | information, 3

Windows: double-click on the “.p12” file

Explorer: Internet Options — tab: Content

Netscape 6: Preferences —
Privacy&Sec — Certificates, then
use “Restore”

And SET THE MASTER PASSWORD

Bezpecnost v EGEE, GCCP’07-tutorial, 23.oktéber 2007, Bratislava 39



Usage Guidelines

Enabling Grids for E-sciencE Courtesy of David Groep

rosoft Internet Explorer

Fle Edt Wew Favorites Took Help
<] 1 [B e SO search Tt Favortes @ Media 42 Y =)
ictivess | €] hitps: fcqeregistrar,cern.chfcgibinfregister/accaurt.pl -

Gonglev\ .,‘ & - | g9 | Daseherk =

pflon
i

B ks ”

grid-cert-request

User Registration

Foraccess fo the LCG resources, you must agree to the L&G Usage Rules and register with a
virtual Organization (+0). Please fill out all fields in the farm below and click an the appropriate
button atthe bottorn. A requestto join the YO will autornatically be forwarded to the YO manager.

user

IMPORTANT: By submitling this information you agree that it may be distributed to and stored by
LCG YO and site administrators, that action may he taken to confirm the information you provide is
correct, that itmay be used for the purpose of controlling access to LOG resources and that it may

be uged to contact you in relation to this activity.

Y

cert-request

Account
Registration |~

Institite : | MIKHEF

Phone Number : |+31 20592 2179

certificate

convert

| [
o
£,
o
=
E
=
E3
@,
El

I | have read and agree o the LCG Usage Rules 1]

cert.pkcsl2

[ 100 NOT agree to the LCG Usage Fules |

regi(s%ration

€] Done S @ Internet

. Elle Edit View Search Go Bookmarks Tasks Help Debug QA

Q0 0 @ == ) )| <o ]

A‘ 48 Home | FJBookmarks < Members . WebMall < Connections <, BizJournal . SmartUpdate <. Mkiplace

Sidebar Tabs» A
s % Guidelines for Use of the Testbed Computing Resources
Baoknarks. EBuropean DataGrid |
ity WPB |5 eento)
Title [
T 1 Inroduction
Bvestersay Site Status ‘The Work Package 6 (1), the Integration Testbed — Production Quality International
B2 days ago Presentations ofthe Data Grid
B33 days ago \nfo5: prod q pe over high- P
b 34 days ago EDG Info & Suppor g e
0 B35 days ago Docuneniztion resources, These resources and fesaive eleases form the DataGrid “testoeds "
b E96 days ago Contacts
. . b E300der than & days Bugopos :'htﬁn:pmlutyp:, o Tested,wilbe launched nthe fouth quastes of200L This
DataGrid Code | RN
| EDG Giohus Dist
£DG Packages
| cus g e concemed

das ofthe
il Testbed sites. The rules of each parmer end each site remein epplicable, s does the.

[EEEIIETTEUTTI | 1cgislation of each state concerned. The various sites of the various partners shall
Meslings The:

of the VO

I Cerlificate Authorities ‘professional purposes.
™ Ectena ks
Nalonal WP6 Wabstes | 11 doceh Testbed. :

’ The DataGg project
GuPojerts o | 2. Defiitions
so they may change) Usaqge
g the paricpatingses.
‘Testhed Resources

" "
I l I n ‘The term "Testhed resources” shall generally be usedto describe:
Docunent:Dore (2058 3:5) [ced
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G Starting a session

Enabling Grids for E-sciencE Courtesy of David Groep

grid-cert-request

user cest signing service

Y

cert-request

certificate

convert

A

cert.pkcsl2

registration

A

proxy-cert

~ grid-proxy-init

every 12/24
hours
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Certificate Request for a Host

Enabling Grids for E-sciencE Courtesy of David Groep

grid-cert-request _grid-cert-request
user Cept signing service
cert-request host-request
certificate
nvert
cert.pkcsl? conve
registration
S—

proxy-cert

~ grid-proxy-init

once in every year
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G Signing the Certificate

Enabling Grids for E-sciencE Courtesy of David Groep

grid-cert-request igning  9rid-cert-request

service

Ceft’signing

user

A

host-request

Y

cert-request

certificate host-cert

convert

A

cert.pkcsl2

registration

A

proxy-cert

~ grid-proxy-init
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Gy Configuration on the Server

Enabling Grids for E-sciencE Courtesy of David Groep

grid-cert-request certsigning  9rid-cert-request
user Cept'signing service
X host-r t
cert-request cert/crICquda ost-reques
certificate host-cert
cert.pkcsl? convert — ca-certificate
registration orl

@o-0a> O

automatically
updated every
night/week

A

proxy-cert

~ grid-proxy-init

Bezpecnost v EGEE, GCCP’07-tutorial, 23.oktéber 2007, Bratislava 44



Cy Authorization Information

Enabling Grids for E-sciencE Courtesy of David Groep

grid-cert-request certsigning  9rid-cert-request

user cest signing service

A
Y

host-r t
cert-request cert/crl updabe ost-reques
certificate host-cert
convert ca-certificate

A

cert.pkcsl2

registration crl

VO-LDAP gridmap

mkgridmap
O
~ grid-proxy-init -

A

proxy-cert

automatically
updated every
night/week
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grid-cert-request

user

cert-request

certificate

cert.pkcsl2

Using a Service

Enabling Grids for E-sciencE Courtesy of David Groep

certsigning  9rid-cert-request

Ceft’signing

A

service

cert/crl update

host-request

host-cert

convert

A

ca-certificate

registration

cri

VO-LDAP

mkgridmap

gridmap

T o e - ===

-1--{ proxy-cert

A

~ grid-proxy-init

host/proxy certs exchanged

A Y
N
N
Y
N
N
N
—\
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