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Linux = Windows
• Follow-up on the 2015 WLCG Collaboration Workshop : 

https://indico.cern.ch/event/345619/session/0/contribution/0/material/slides/0.pdf 

• The landscape has changed:
–Data center security = laptop security
– Linux = Windows 

• Most large attacks now target both platforms
–Attackers needs both data and computing services
–Relying solely on “multi layers” security is bound to fail  

• Data center compromises occur via admin credentials theft
• Web, mail and mobile platforms are a primary battlefields
–And a firewall will not help
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Conferences
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Conferences



“Dear LP2015 conference organizers, 

I am a registered speaker to the conference on behalf of the CMS 
collaboration. 

I just received a phone call from a representative of the conference 
inviting me to book an hotel directly from a web page on ehsroom.com (link 
given below) instead of the recommended reservation from 
the conference web page.[…]” 
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Targeted phishing
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Targeted phishing

• Attacker fully controls “jiscs.com” DNS
• PDF is not a PDF (surprise!)
• Redirects to 200.js
• Cascading payloads

http://jiscs.com
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http://pastebin.com/phZJ7537

Targeted phishing



• JS triggers Flash payload, calling yet another payload
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Targeted phishing
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Exploitation chain

Source: Trend Micro



Commercial EK
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http://blog.trendmicro.com/trendlabs-security-intelligence/whats-new-in-exploit-kits-in-2014/

• Strong consolidation of the underground market/economy
–Severe competition between a handful of exploit kits (EK)
–Huge progress on time-to-market for exploits
• Only hours/days before vulnerabilities available in EK
• CVE-2015-0311 discovered as a Flash “0-day” in Angler EK



Angler EK
• Most advanced and impressive EK on the market (personal)
• AV & VM detection
• Payload encryption (downloaded/decrypted/run in memory)
• Fileless infection
• Flash 0-days included 
– They find/exploit unknown critical vulnerabilities
–Patch reversing time usually ~12-72h

• New functionalities (June-July 2015):
–Almost daily URL pattern changes
• Nightmare for intrusion detection systems
• On the same day:
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https://threatpost.com/evasion-techniques-keep-angler-eks-cryptowall-business-thriving/113596



Angler EK
• Plenty of schemes 
 

• ESET Case study:  
http://www.welivesecurity.com/wp-content/uploads/2014/12/torrent_locker.pdf

• Torrent Locker (~9 months study)
–Out of 39,670 infected systems, 570 or 1.45% have paid the 

ransom to the criminals 
These 570 payments made to the gang tell us they made 
between US$292,700 and US$585,401 in Bitcoins 

• Cryptowall 3.0 
–Used to come via a “dropper” (multiple exploits, heavy)
–EK (Angler, Magnitude, etc.) now directly serving as a payload

• More details: http://sentrant.com/2015/05/12/briefing-angler-exploit-kit/ 19

http://www.welivesecurity.com/wp-content/uploads/2014/12/torrent_locker.pdf
http://sentrant.com/2015/05/12/briefing-angler-exploit-kit/


Dyre/Upatre & Dridex
• 90%+ of breaches caused by spear phishing
–Extremely effective (“shooting phish in a barrel”):
– 10 emails = 1 click guaranteed 
– Targeted phishing: ~70% success rate
–HEPiX 2015: 9% click rate (good + technical audience!)

• Dyre/Upatre collaborating malware - Banking trojans
–Use I2P anonymization network
–Steal credentials, banking details, sensitive corporate data

• Antivirus highly ineffective
–Attacker prepare an undetected variant of the malware
–Attacker send a short, high intensity burst of spam, 2-8h
–Malware is NOT detected
–AV informed, update signature within 12-24h
–Attacker repeat steps daily 20



Learn & adapt
• Protect your people:
–Raise awareness
–Organise training events (tools, methods)
–Write and advertise clear policies
–Do not overlook personal use and devices

• Protect your organisation 
–Understand your adversaries
– Invest resources to have sufficient in-house capabilities
–Contribute to global efforts against cybercrime (botnet takedown…)
–Build your network of contacts in the security community
– Invest in threat intelligence and technical means to use it
– Treat security incidents as part of normal operations
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Raising the bar

Common sense and sysadmin good practice
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Threat intelligence, international collaboration
Advanced monitoring + traceability (SoC)
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criminal
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Engage with community and dedicated experts
Hire external (forensics, intel) consulting if needed

“Unfavorable battleground” - Outcome unlikely positive
Focus on protecting your people as best as possible

Ad
ve

rs
ar

y 
so

ph
is

tic
at

io
n



Getting “80%” protected
• Mail, or instant messaging
–Absolutely never click on links from emails
–Preferably go directly to the homepage of the website
– If not easily possible, copy/paste and carefully verify the link
–Malware comes via links or attachements (PDF, DOC, PPT)
–Unexpected email? Unknown sender? Unusual language? 

Factual mistakes and typos? Unusual request or practices?
• Web: Stop. Think. Click.
–Prefer Chrome, or at least Firefox, over Internet Explorer
–Use a different Web browser for personal & professional use 
–Never click on popup windows or on “update” links for Flash or 

other plugins
– If possible, disable or at least configure “click-to-play” for Flash
–Do not install plugins or extensions. Absolutely never install 

drivers, video codecs, video players, add-ons bars 23



• Computers
–Keep up-to-date with security patches. Enable automatic patching
–Run a good anti-virus
– Install or update from trusted sources only (your lab, Apple App 

Store, directly from the official vendor website). Never CNET/
download.com, etc. 

• Phones
–Android is the primary target for malware
–Many Android phones very difficult to patch and very quickly 

unsupported
– Think before installing (check permissions required, user reviews, 

number of downloads, etc.)
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Getting “80%” protected

http://download.com


Questions?


