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Ako sa prihlasim do Gridu?

Enabling Grids for E-sciencE

Zdroje su distribuované: bezpec€ny pristup k nim je
zakladnou poziadavkou

Bezpecna komunikacia (SSL)

Bezpecnost aj za organizacnymi hranicami (PKI, X.509)

Iba jediné prihlasenie (zadanie hesla) pre pouzivatelov Gridu
(single sign-on)

Dva zakladné koncepty:

Autentifikacia: Kto som?
Ekvivalent ku OP, cestovnému pasu, ...
=> Certifikaty
Autorizacia: Co mam dovolené robit'?
UrCené povolenia, povinnosti, atd.
=> Virtualne organizacie, role v nich (proxy certifikaty)
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Enabling Grids for E-sciencE

Certifikaty: Autentifikacia
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Certifikaty

Enabling Grids for E-sciencE

Kazdy pouzivatel musi mat platny X.509 certifikat
vydany uznanou Certification Authority (CA)

Pred vykonanim akejkol'vek €innosti v Gride sa
pouzivatel musi prihlasit’ na User Interface (Ul) pocitaci
a vytvori si tzv. proxy certifikat

Proxy certifikat ma limitovanu ¢asovu platnost’ a
pouziva sa na autentifikaciu pouzivatela (delegated
user credential) bez nutnosti neskér znova zadavat’
heslo (pass phrase) zakryptovaného privatneho kltic¢a

VOMS proxy obsahuje rozSirenia ohladne €lenstva vo
VO a informaciu o roliach, ktoré ¢len ma
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Ako vytvorim par: kl'a€/ziadost’

Enabling Grids for E-sciencE

[miro@grid ~]$ grid-cert-request [ -int ]

Enter your name, e.g., John Smith: Miroslav Dobrucky

A certificate request and private key 1is being created.
You will be asked to enter a PEM pass phrase.

This pass phrase is akin to your account password,

and 1is used to protect your key file.

If you forget your pass phrase, you will need to
obtain a new certificate.

Using configuration from /etc/grid-security/globus-user-ssl.conf

Generating a 1024 bit RSA private key
++++++

++++++

writing new private key to '/home/miro/.globus/userkey.pem'
Enter PEM pass phrase:***************

Poznamka: da sa pouzit aj priamo “openssl” alebo mdj skript v linuxe
(http://ups.savba.sk/ca/SlovakGrid_get_request).
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Ako ziskam certifikat

Enabling Grids for E-sciencE

Dorucim Ziadost relevantnej doveryhodnej CA
[miro@grid ~]$ cat home/miro/.globus/usercert_request.pem | mail ca.ui@savba.sk

Pouzivatel musi dorucit svoju ziadost relevantnej registracne;

alebo certifikaCnej autorite (RA alebo CA) a osobne sa preukazat
svojim OP alebo podobnym oficialnym dokumentom obsahujicim
fotografiu. Mejlom doru¢ena Ziadost bude skontrolovana, ¢&i spiiia
poziadavky, ale je potrebné Ziadost dorucit aj osobne (USB pamat, CD,
disketa), alebo inym bezpecnym kanalom.

RA néasledne doruci jej/jeho ziadost certifikaCnej autorite (CA),

ktora ziadost podpiSe a poSle naspat mejlom ako certifikat, ktory ma
platnost 1 rok +1 mesiac a pred vyprSanim platnosti méze byt vyuzity
na podpisanie novej ziadosti, Co znamena, ze sa uz potom ziadatel
nemusi chodit osobne preukazovat (aspon raz za 5 rokov vsak musi).
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Cy NainsStalovanie certifikatu

Enabling Grids for E-sciencE

...nha Ul stroj do adresara ~/.globus

[miro@grid ~]$ 1s -1 .globus

-r--r--r-- 1 miro miro 4774 Oct 8 13:11 usercert.pem
-r--r--r-- 1 miro miro 1270 Oct 8 10:51 usercert_request.pem
R 1 miro miro 963 Oct 8 10:51 userkey.pem

...do web prezeraca:

openssl pkcsl2 -export -in ~/.globus/usercert.pem \
-inkey ~/.globus/userkey.pem -out user.pli2 \
-name 'Janko Mrkvicka’

A potom preniest’ subor user.pl2 cez
“Tools/Options/Advanced/ViewCertificates/Import” (Firefox).

Nezabudnut’ mat’ nastavené hlavné heslo (MAsTER PASSWORD).
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Cy Zodpovednost pouZivatel'a

Enabling Grids for E-sciencE

Mat' bezpecne ulozeny privatny kI'G€ — na USB paméiti
Nedat’ ho k dispozicii nikomu

Reportovat' lokalnej RA/CA ak bol privatny kl'tic
odcudzeny/zneuzity alebo je podozrenie na to

Nenechat delegovany proxy dlhSie nez potrebuje Vasa
prave spustena uloha

Ak je Vas certifikat (privatny kl'uc) alebo
delegovana sluzba (proxy) pouzity
niekym inym, nemozete dokazat’, ze ste
to neboli Vy.
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G GSI - prehlad

Enabling Grids for E-sciencE

Grid security infrastructure

Proxy a delegovanie (GSI
rozsirenia) - pre bezpecne
prihlasenie ,,single Sign-on“

e

Proxies and Delegation
PKI SSL — pre
PKI-pre __—7 (CAs and autentifikaciu
poverovanie Certificates) a ochranu
posielanych
udajov

Based on Slide from Globus Tutorial
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The Grid Security Infrastructure

Enabling Grids for E-sciencE Courtesy of Mike Mineter
Based on X.509 PKI:
every Grid transaction is mutually A B
authenticated: A's certificate X
1. A sends his certificate;
2. B verifies signature in A’s certificate Verify CA signature ,
using CA public certificate; Random phrase

3. B sends to A a challenge string;

4. A encrypts the challenge string with Encrypt with A’ s private key
his private key;

Encrypted phrase

5. A sends encrypted challenge to B

6. B uses A’s public key to decrypt the Decrypt with A’ s public key
challenge.

7.B compares the decrypted string with Compare with original phrase
the original challenge >

8. If they match, B verified A’s identity
and A can not repudiate it.

9. Repeat for A to verify B’s identity
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The Grid Security Infrastructure

Enabling Grids for E-sciencE Courtesy of Mike Mineter

After A and B authenticated

each other, A B

for A to send a message to B: Generate hash from message
Encrypt hash with A’ s

* Default: message — private key

inte gri’[y Checkin g Further encrypt hash with B’|s

“— public key

— Not private — a test for
Message + Encrypted hash

tampering |

e For pl‘iV ate Decrypt with B’ s private key|:
C Ommuni C ati on: Decrypt with A’ s public key

— EDCl‘ypt all the Generate hash from message -
message (not just Compare with decrypted hash

hash) - Slower
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Grid Security Infrastructure - proxies

Enabling Grids for E-sciencE Courtesy of Mike Mineter

To support delegation: A delegates to B the right to act on behalf
of A

proxy certificates extend X.509 certificates
Short-lived certificates signed by the user’s certificate or a proxy
Reduces security risk, enables delegation

Bezpecnost’ v Gride a pristup do Gridu, EGEE kurz, 29.oktéber 2008, Bratislava 15



— Autorizacia




Autorizacia

Enabling Grids for E-sciencE

LDAP server (pred VOMS+WMS)

Udrzoval zoznam c¢lenov VO

CEJISE si pravidelne stahoval aktualny zoznam
a generoval grid-mapfile

pri prvom prihlaseni na CE/SE dostane pouzivatel
jedno vol'né konto

Z ,pool accounts*
casom toto priradenie moze expirovat
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ZlepsSenia | rozsSirenia

Enabling Grids for E-sciencE

Community Authorisation Service (CAS)
od Globus Alliance

LCAS (Local Centre Authorization Service)
DataGrid (EDG) plugin pre Globus

sysadmin moéze blokovat pristup jednotlivym pouzivatelom (ban
list)

Virtual Organisation Membership Service (VOMS)
od EU DataGrid a DataTAG projektov
VOMS proxy sa pouziva aj v gLite
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VOMS: Virtual Organization

Enabling Grids for E-sciencE

pred VOMS

Pouzivatel je autorizovany
ako Clen jedinej VO

Vsetci Clenovia VO maju
rovnaké prava (opravnenia)

Grid-mapfiles su spravované

VO manazérom (sw): mapuje

pouzivatel'ské meno (DIN) na
lokalne konto

grid-proxy-init

Membershig

Service
VOMS

* PouZivatel moze byt Clenom

viacerych VO
— Hromadné opravnenia
VO mozZe mat’ skupiny
— Rozne prava pre kazdu
* Rozne skupiny
experimentatorov

— Vnorené skupiny
VO pridel'uje roly
— Na zvlastne ucely
* Napr. systémovy administrator
* Ked predpoklada tuto rolu
Proxy certifikat nesie
pridavné atributy
VOmS-proxy-init
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Enabling Grids for E-sciencE

Vzajomna autentifikacia klient-server

Bezpecny komunikacny kanal pomocou
Standardného Globus API

Klient posle Ziadost' VOMS serveru
Server preveri spravnost’ Ziadosti
Server posle naspat’ vyziadanu info
(podpise ju) v “Pseudo-Certifikate”
Klient preveri platnost’ prijatej info
Volitel'ne: [Klient zopakuje proces pre

Authenticati

Request

>

. iné VOMS'y]
. Klient vytvori proxy certifikat
obsahujuci vSetku prijata info
—tTio= Klient mdZze pridat’ d'alSiu
gy Auth autentifikacnu info (kerberos tikety,
=FInco ’
ICN=proxy DB atd )

Klientom mdze byt ¢lovek alebo WMS.

Based on: http://www.slac.stanford.edu/econf/C0303241/proc/pres/317.PPT
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Ako sa stat’ clenom VO CE

Enabling Grids for E-scienc

Mat’ nalozeny osobny certifikat vo web prezeraci a
navstivit’ stranku

https:/Ivoce-register.farm.particle.cz/vocel

Navody ako na to:
http:/legee.cesnet.cz/len/vocel
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Enabling Grids for E-sciencE

Delegované certifikaty
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Delegované certifikaty

Enabling Grids for E-sciencE

Proxy certifikat

* Kratko-doby (12 hodin), s obmedzenymi pravomocami, odvodeny z
dlhodobého (1 rok) X.509 certifikatu

- Podpisany pouzivatelovym certifikatom alebo inym proxy

- Umoznuje procesu posobit v mene pouzivatela

- Je nezakryptovany - preto musi byt ulozeny a dopravovany
bezpeCnymi sposobmi

MyProxy server
 Udrzuje stredne-doby proxy (7 dni)
* Chraneny heslom alebo platnym kratko-dobym proxy
- Generuje na poziadanie novy kratko-doby proxy
- Vhodné pre pracu z portalu (“internet cafe”)
- Alebo pre dlhSie trvajuce ulohy (ked bezny proxy expiruje)
Proxy certifikat je automaticky obnovovany pocas celého behu ulohy
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Vytvorenie proxy certifikatu

Enabling Grids for E-sciencE

[miro@grid ~]$ grid-proxy-init

Your identity: /C=SK/0=SlovakGrid/0O=IISAS/CN=Miroslav Dobrucky
Enter GRID pass phrase for this identity:

Creating ProOXY . ... viiiinnrrnnrrnnsrnnnernnnsnnnssnnsss Done
Your proxy is valid until: Tue Mar 11 22:37:05 2008

Teraz v gLite sa namiesto toho pouziva voms-proxy-init

grid-proxy-info
grid-proxy-destroy
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MyProxy: vlozenie proxy

certifikatu na server

Enabling Grids for E-sciencE

[miro@grid ~]$ myproxy-init -s myproxy.cern.ch

Your identity: /C=SK/0=SlovakGrid/0=IISAS/CN=Miroslav Dobrucky
Enter GRID pass phrase for this identity:

Creating ProXY . ... v innernnernnnssnnssnnssnnnss Done

Proxy Verify OK

Your proxy is valid until: Tue Mar 11 22:43:03 2008

Enter MyProxy pass phrase:

Verifying password - Enter MyProxy pass phrase:

A proxy valid for 168 hours (7.0 days) for user miro now exists on
myproxy.cern.ch.

myproxy-init -s myproxy.cern.ch -d -n
Pre automatické obnovovanie (d=viazat na DN, n=bez hesla)

Poznamka: na MyProxy sa uklada len Standardny stredne-doby proxy (gLite, GT2); neda sa
tam vlozit rozSireny VOMS proxy. RozSirenia sa doplnaju spojenim s VOMS neskor pri
obnove proxy (pouzivatel sam alebo v jeho mene WMS), pretoze VOMS dava Casovo

obmedzené rozSirenia proxy.
GT4 implementéacia pouziva prepinac ,-0" nasledovany menom VO
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MyProxy: vyzdvihnutie

proxy certifikatu

Enabling Grids for E-sciencE

[miro@grid miro]$ myproxy-get-delegation -s \
myproxy.cern.ch

Enter MyProxy pass phrase:
A proxy has been received for user miro in /tmp/x509up_ul001

myproxy-info
myproxy-destroy

Poznamka: myproxy-destroy vyzaduje mat u seba na disku
svoj ‘lokalny’ proxy v /tmp

Ak bol vlozeny cez ,-d —n*, tak aj pre ,myproxy-info —d".
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Vytvorenie VOMS proxy certifikatu

Enabling Grids for E-sciencE

[miro@grid ~]$ voms-proxy-init -voms voce
Enter GRID pass phrase:
Your 1dentity: /C=SK/0=SlovakGrid/O=IISAS/CN=Miroslav Dobrucky

Creating temporary ProXy ........ciuernernnrnnrnnsnnrnnsnnsnnss Done
Contacting skurutl9.cesnet.cz:7001
[/DC=cz/DC=cesnet-ca/0=CESNET/CN=skurut19.cesnet.cz] "voce" Done

Creating ProOXY .. .viietinne oo snassnnssannsannssnnssnnsss Done
Your proxy is valid until Tue Mar 11 22:59:27 2008

voms-proxy-init -noregen -voms voce
Pre doplnenie VO-info do uz existujuceho, bez hesla.

Priklad: voms-proxy-init -voms cms:/cms/HeavyIons/Role=production

voms-proxy-info -all
voms-proxy-destroy
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VOMS proxy certifikat

Enabling Grids for E-sciencE

[miro@grid ~]$ voms-proxy-info -all

subject : /C=SK/0=SlovakGrid/0=IISAS/CN=Miroslav Dobrucky/CN=proxy
issuer : /C=SK/0=SlovakGrid/0=IISAS/CN=Miroslav Dobrucky

identity : /C=SK/0=SlovakGrid/O=IISAS/CN=Miroslav Dobrucky

type I proxy

strength : 512 bits

path : /tmp/x509up_ulo01l

timeleft : 11:59:31
=== VO voce extension information ===

VO 1 voce
subject : /C=SK/0=SlovakGrid/0=IISAS/CN=Miroslav Dobrucky
issuer : /DC=cz/DC=cesnhet-ca/0=CESNET/CN=skurut19.ceshet.cz

attribute : /voce/Role=NULL/Capability=NULL
timeleft : 11:59:31

Poznamka: gLite-voms-proxy-* su len ‘symlink’ na prikazy
VOMS-proxy-*

Bezpecnost’ v Gride a pristup do Gridu, EGEE kurz, 29.oktéber 2008, Bratislava 28



gLite - WMProxy

Enabling Grids for E-sciencE

[miro@grid ~]$ glite-wms-job-delegate-proxy —-d
Connecting to the service
https://wms.ui.savba.sk:7443/glite_wms_wmproxy server
================ (Jlite-wms-job-delegate-proxy Success ==========
Your proxy has been successfully delegated to the WMProxy:
https://wms.ui.savba.sk:7443/glite_wms_wmproxy_server

with the delegation identifier: mojprvy

Alebo sa da delegovat az pri spusteni ulohy (jobu).
Informacia o stave delegata (proxy) sa v gLite 3.1 da zistit’' prikazom:

glite-wms-job-info -d

Ako sa da delegat zmazat? Asi len delegovanim 1-hodinového proxy.
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Enabling Grids for E-sciencE

Dakujem za pozornost’

egee.ui{AT}sav.sk
http://lwww.ui.sav.sklegee

Miroslav Dobrucky
Ustav informatiky
Slovenska akadémia vied
Bratislava
—1
www.eu-egee.org -

Information Society
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