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Monitoring at RAL

Ganglia used at RAL
— have ~ 89000 individual metrics

Lots of problems
— Plots don’t look good

— Difficult & time-consuming to make “nice” custom plots

e we use Perl scripts, many are big, messy, complex, hard to
maintain, generate hundreds of errors in httpd logs whenever
someone looks at a plot

— Ul for custom plots is limited & makes bad plots anyway

— gmond sometimes uses lots of memory & kills other things
— doesn’t handle dynamic resources well

— not suitable for Ceph



A possible alternative

e |nfluxDB + Grafana
— InfluxDB is a time-series database
— Grafana is a metrics dashboard

e Benefits
— both are very easy to install

e install rpm, then start the service

— easy to put data into InfluxDB
— easy to make nice plots in Grafana



Monitoring at RAL
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InfluxDB

Time series database

Written in Go - no external depedencies
SQL-like query language - InfluxQL
Distributed (or not)

— can be run as a single node

— can be run as a cluster for redundancy & performance
e will come back to this later

Data can be written into InfluxDB in many ways

— REST

— API (e.g. Python)

— Graphite, collectd

e)

)



InfluxDB

e Data organized by time series, grouped together into

databases
e Time series can have zero to many points

e Each point consists of

— time

— a measurement
e e.g.cpu_load

— at least one key-value field
e e.g.value=5

— zero to many tags containing metadata
e e.g. host=Ilcg1423.gridpp.rl.ac.uk



InfluxDB

e Points written into InfluxDB using the line protocol format

<measurement>[,<tag-key>=<tag-value>...] <field-key>=<field-
value>[,<field2-key>=<fieldZ2-value>...] [timestamp]

e Example for an FTS3 server

active transfers,host=lcgfts0l,vo=atlas value=21
e Can write multiple points in batches to get better

performance

— this is recommended

— example with 0.9.6.1-1 for 2000 points
e sequentially: 129.7s
e in a batch: 0.16s



Retention policies

e Retention policy describes
— duration: how long data is kept
— replication factor: how many copies of the data are kept

e only for clusters ©

e Can have multiple retention policies per database



Continuous queries

An InfluxQL query that runs automatically & periodically
within a database

Mainly useful for downsampling data
— read data from one retention policy

— write downsampled data into another
Example

— database with 2 retention policies
e 2 hour duration
e keep forever

— data with 1 second time resolution kept for 2 hours, data
with 30 min time resolution kept forever

— use a continuous query to aggregate the high time
resolution data to 30 min time resolution



Example queries

> use arc

Using database arc

> show measurements
name: measurements

name

arex heartbeat lastseen

jobs



Example queries

> show tag keys from jobs

name: jobs



Example queries

> show tag values from jobs with key=host

name: hostTagValues

arc—-ce(4



Example queries

> select value,vo from active transfers where
host="'lcgfts0l' and time > now() - 3m

name: active transfers

time value vo
2016-01-14T21:25:02.1435565027% 100 cms
2016-01-14T21:25:02.1435565027% 7 cms/becms
2016-01-14T21:26:01.2560067627% 102 cms
2016-01-14T21:26:01.2560067627% 8 cms/becms
2016-01-14T21:27:01.4550213427 97 cms
2016-01-14T21:27:01.4550213427 7 cms/becms

2016-01-14T21:27:01.4550213427 1 cms/dcms



InfluxDB at RAL

e Single node instance
— VM with 8 GB RAM, 4 cores
— latest stable release of InfluxDB (0.9.6.1-1)
— almost treated as a ‘production’ service

e What data is being sent to it?
— Mainly application-specific metrics

— Metrics from FTS3, HTCondor, ARC CEs, HAProxy, MariaDB,
Mesos, OpenNebula, Windows Hypervisors, ...

e (luster instance
— currently just for testing
— 6 bare-metal machines (ex worker nodes)
— recent nightly build of InfluxDB



InfluxDB at RAL

e |nfluxDB resource usage over the past month

— currently using 1 month retention policies (1 min time
resolution)

— CPU usage negligible so far

Memory Disk
9 GiB 14 GiB
7 GiB
9 GiB
6 GiB
4 GiB
5GiB
2 GiB
0B 0B
12/16 12/24 ial 1/8 12/16 12/24 N 1/8
min max current min max current
== mem_used 889 MiB 7.43 GiB 5.71 GiB == disk_used 4.04 GiB 12.22 GiB 12.22 GiB

== mem_free 207 MiB 6.77 GiB 1.92 GiB == disk_free 382.99 GiB 391.17 GiB 382.99 GiB



Sending metrics to InfluxDB

e Python scripts, using python-requests

e read InfluxDB host(s) from config file, for future cluster
use
— picks one at random, tries to write to it
— if fails, picks another

e Alternatively, can just use curl:

curl -s -X POST "http://<hostname>:8086/write?db=test" -u
user:passwd —--data-binary "data,host=srvl value=5"



Telegraf

Collects metrics & sends to InfluxDB

Plugins for:
— system (memory, load, CPU, network, disk, ...)
— Apache, Elasticsearch, HAProxy, MySQL, Nginx, + many others

Memory Swap Disk
19GB 1.00B a7 GiB
1.4 GB 0758 26GiB
954 MiB 0508 19GB
477 MB 0258 0GB
C—
0B 0B 0B
1/1212:00 1/12 16:00 1/12 20:00 1/1212:00 1/12 16:00 1/12 20:00 1/1212:00 11216:00 112 20:00
min max current min  max current min max current
= mem_used 1433GIB  1.488GIB  1.441GIB - swap_free 0B 0B 0B = disk_used 52GIB  52GB  52GB
. mem_free 3OMB 366 MB 358 MiB — swap_used 0B 0B 0B - disk_free 302GB 802GB  302GB
System load CPU Network
025 100 100 kBps
020 -
e o e
005 o 50 kBps
0
1112 12:00 112 16:00 1/12 2000 zi1z00 nzieo 1122000 e
0 Bps
_ 1/1212:00 112 16:00 1/1220:00
min max current min max current
— system_load1 0 0230 0010 = Cpu_usage_Liser o5 a min max current
— system_load5 0010 0130 0020 R eae st © = - in 212kBps  82.7kBps  25.8KBps
— system_load15 0050 0080 0050 = Cpu_usage_jowalt 0 9 0 - out 807Bps  23kBps  B855Bps
== CpU_usage_nice 0 5 0
cpu_usage_idle 92 99 99

Example system metrics - Grafana
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Dashboards

Data Sources

root
STFC
Grafana admin

Sign out

()

Grafana — data sources

Data sources > Overview

Data sources

Name
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htcondor
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influxdb

Add new

Url

http://influxdb01.gridpp.H.ac.uk:8086

http://influxdb01.gridpp.H.ac.uk:8086

http://influxdb01.gridpp.r.ac.uk:8086

http://influxdb01.gridpp.rl.ac.uk:8086
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http://influxdb01.gridpp.r.ac.uk:8086
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Grafana — adding a database

Dashboards

Data Sources

root
STFC
Grafana admin

Sign out

()

Data sources > Overview Add new Edit

Edit data source

Name galera Default [_|
Type InfluxDB 0.9.x j
Http settings
Url http://influxdb01.gridpp.rl.ac.uk:8086 Access @ proxy :I
Http Auth Basic Auth [ |  With Credentials [ |

InfluxDB Details

Database galera

User reader Password ssesssessccss



Grafana — making a plot

@ ‘ &= Batchsystem . ’ w @ ] Back to dashboard ~ ZoomOut ~ @Llast12hours &

Running jobs by schedd

10K
8K
5K

3K

20:00 21.00 22.00 23:00 00:00 01:00 02:00 03:00 04.:00 05:00 06:00 0700

== arc-ce01 == arc-ce02 == arc-ce03 == arc-ce04
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A @ FROM jobs  WHERE status = running <+
SELECT field(value) sum( <
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ALIAS BY  $tag schedd Formatas Time series j



Grafana — making a plot

6 ‘ &5 Batch system . ’ w @ e Back to dashboard ~ ZoomOut ~ @ Last12hours &

Running jobs by schedd

10K

8K

5K

3K

0
20.00 21.00 22.00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00

== arc-ce01 == arc-ce02 == arc-ce03 == arc-ce04

[shal Graph General Metrics ~ Axes & Grid Display Styles ~ Time range Back to dashboard
A @ FROM WHERE status = running + = | %
SELECT cores
GROUP BY | 1°P8 hedd) filllnul) +
ALIAS BY Format as Time series ;|




3 |s=aRccEs.| % e ®

</> Templating Varigbles  host 4 New
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Name host
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Templating
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Jobs by state
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Example dashboards
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Databases

6 [== Galera MariaDB . wo e B % ZoomoOut @ Last 12 hours
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Load testing InfluxDB

e Can asingle InfluxDB node handle large numbers Telegraf
instances sending data to it?
— Telegraf configured to measure load, CPU, memory, swap,
disk
— testing done the night before my HEPiX Fall 2015 talk
e 189 instances sending data each minute to InfluxDB 0.9.4
had problems
— testing yesterday
e 412 instances sending data each minute to InfluxDB 0.9.6.1-1

no problems

e couldn’t try more — ran out of resources & couldn’t create any
more Telegraf containers



Current limitations

e (Grafana) long duration plots can be quite slow
— e.g. 1 month plot, using 1-min resolution data

— Possible fix: people have requested that Grafana should be
able to automatically select different retention policies
depending on time interval

e (InfluxDB) No way to automatically downsample all
measurements in a database
— need to have a continuous query per measurement

— Possible fix: people have requested that it should be
possible to use regular expressions in continuous queries



Upcoming features

e Grafana —gauges & pie charts in progress

Ceph Storage Ceph Storage

Used
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73%




Future work

e Re-test clustering once it becomes stable/fully-functional
— expected to be available in 0.10 at end of January
— also new storage engine, query engine, ...

e |nvestigate Kapacitor
— time-series data processing engine, real-time or batch

— trigger events/alerts, or send processed data back to
InfluxDB

— anomoly detection from service metrics



