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Abstract
This paper will address the issues concerning the potential implementation impact of the main types of recent requirements and evolutions, in the light of the return of experience of the operations in 2009. The types of requirements can be divided into three categories: technical improvements, design modification & scope increase, and finally operational & procedural improvement. The phasing in time and impact of such modifications during machine operation shall be discussed. Possibilities and current plans for evolutions and modifications shall be presented as well as the potential constraints for operation of the LHC accelerator and experiments. Examples of each type of requirement are the Safety Element (EIS) bypass technical improvement, redesign of the Material Access Device (MAD) personnel detection, and the introduction of a synchronization mechanism to allow for work execution management (AET).
Introduction & Motivation
The LHC Access System is composed of two major subsystems: the LHC Access Control System (LACS) and the LHC Access Safety System (LASS).
The LHC Access Control System is designed to authorise and authenticate the people who enter the LHC machine areas. 
Authorization is the process of verification that a person has the necessary credentials to access a particular area. In the case of the LHC physical access control this translates into checking of several administrative credentials such as : valid working contract with CERN, in the possession of a valid personal dosimeter, has successfully passed the necessary safety training courses, and has been granted the necessary access privileges by the access area manager, etc...
Authentication is the process of verification of the actual identity of the person present in front of the access point at the time of the access request. In the case of the LHC physical access control this is done via the biometric process of iris pattern recognition.
The LHC Access Safety System is designed to ensure a certain number of safety functions, which must ensure that the LHC cannot be operated while there are people physically present inside the tunnel and service areas.
LHC Access System in numbers
The LHC Access System is composed of an extensive number of equipment that include: 35 Access points, 44 Personnel Access Devices (PADs), 30 Material Access Devices (MADs), 116 Sector doors, 81 End-of-Zone doors, 22 interlocked and 24 non-interlocked ventilation doors.
Furthermore, the LHC Access system interfaces with and acts upon some LHC Accelerator components called Elements Important for Safety (EIS[footnoteRef:1]). They are called EIS-f/m interlocks and are magnets (via 6 Power converters & respective cells), beam stoppers (2 TEDs), Access Safety blocks (2 valves), electron stoppers (4 valves),  RF interlock, LHC Beam dump system (LBDS),  Beam interlock System (BIS), and the SPS Access chains 3 & 5 (injector chains). [1:  EIS – from the French term Elements Importants pour la Sûreté (f-faisceau, m-machine)] 

Some Access Statistics
The LHC Access system is highly solicited as can be seen from the statistics shown in Figure 1 below.
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[bookmark: _Ref258242000]Figure 1 Usage statistics from Aug 2009 to Jan 2010
From the control room point of view it also monopolises an important amount of time from the operation team as can be deduced from the number of keys given from the various control rooms in Restricted Access mode shown in Figure 2 below.
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[bookmark: _Ref258242588]Figure 2 Keys given from LHC & Experiments’ control rooms from Aug 2009 to Jan 2010
Motivation for changes & evolutions
Due to the intense usage that the LHC Access System has been subject to in 2009, both in the field and in the control rooms, it has provided an important return of experience as we have moved from a deployment phase and first start-up to a full 1 year shutdown with long periods of restricted access managed by the CCC, since the events of September 19th 2008.
As a consequence of this enlarged experience, a large number of improvements have been identified by the various stakeholders, such as the operations & hardware commissioning teams, safety officers, maintenance team and end-users.
We have listed in this paper the currently identified improvements that have the highest impact on safety and have classified them into 3 categories:
· Technical improvements, 
· Design modification & scope increase, 
· Operational & procedural improvement.
We have also classified them in accordance to their impact (safety, usability, reliability, availability and maintainability) and effort for execution (cost, complexity and delay), according to a qualitative scale from 1 to 5. The impact safety parameter and the cost parameters are furthermore understood as described in Table 1:
	Scale
	Safety
	Cost (CHF)
	Delay
	Complexity

	0
	No improvement
	
	
	

	1
	Minor improvement
	>1k
	6m
	Simple SW or HW

	2
	Medium improvement
	>10k
	1 yr
	SW or HW

	3
	Major improvement
	>100k
	2 yrs
	Complex SW or Hw

	4
	New safety function
	>1’000k
	3 yrs
	Re-design issue

	5
	New risk covered
	>10’000k
	>3 yrs
	New concept


[bookmark: _Ref258244931]Table 1 Qualitative scale of some impact and cost parameters
Current Major Issues
The following issues have been identified as the most important modifications relative to safety and are detailed in the chapters below
1. MAD detection
2. EIS-f bypass (in/out of chain)
3. Re-sectorisation needs
· Access vs Ventilation
· “Overpressure” doors
· Maintenance
4. New Interlocks
5. Moving equipment due to R2E
6. New access points
7. Other operational improvements
MAD detection
The main function of the Material Access Device (MAD) is to allow the passage of material and equipment that are impossible to pass through the Personnel Access Device (PAD). 
Since CCC surveillance of the MAD operation is not desirable, the MAD must also be capable of guaranteeing that no person can enter the LHC service or tunnel areas through the MAD, involuntarily or by mistake.
This is especially important when operating the LHC Access system in Restricted Mode and when the Patrol is done. In all other cases, a patrol is still necessary and is the procedural guarantee that no person shall be left inside the accelerator areas undetected.
Currently all the MADs are equipped with a specially developed video motion detection application that detects even the finest movements (illustration in Figure 3 below)


[bookmark: _Ref258246936]Figure 3 MAD Movement Detection [2]
It has also some drawbacks by design, such as false refusal rates affected by some phenomena like flashing lights, visible moving liquids such as water, or even as recent winter events have shown, melting snow. These issues affect availability of the MAD to perform its main function.
On the other hand, if the sensitivity is tuned down too low, false acceptance rates can become higher and can create a potential safety problem.
The current solution is deemed insufficient by the LHC safety officers.
Three proposed improvements have been identified and are:
IR Cells: Complement movement detection by infrared cells to improve detection in “difficult areas”.
Remote Control: Implement a “Remote Control” feature to allow for a control room operator to take manual control of the MAD process.
2nd redundant system: Deploy a totally different technologically diverse solution in order to provide a redundant, different and independent detection system to improve the safety level.
This modification is classed as a Design modification and its expected impact illustrated in the Figure 4 below:
[image: ]
[bookmark: _Ref258247809]Figure 4 MAD detection improvement impact & effort
EIS-f/m bypass
The EIS-faisceau/machine are the LHC machine elements that, as described previously, allow the LHC Access Safety System (LASS) to interlock with the LHC accelerator.
By design, these elements were foreseen to be always connected to the LASS by ambivalent connections to ensure safety and availability of the signals. However, after 2 years of operation it has been made clear that these elements have to be disconnected frequently. This operation is referred to as putting in-chain and out-of-chain these safety elements.
These requests have occurred 53 times in 1½ years, thus averaging 1-2 requests per week. 
They are usually requested for urgent execution and they are, due to the intrinsically safe design of the signals exchanged with these elements, moderately complex operations requiring 6-20 electrical shunts and open-circuit manipulations. Consequently the probability of mistakes during execution is very high. The consequence of a mistake during manipulation can include blocking of the access to the entire LHC machine during an access period or accidental triggering of the LHC Emergency evacuation system in the concerned areas.
Furthermore the low-level electrical manipulations required for these in/out-of-chain operations are in the medium-term damaging to the LASS, because the frequent insertion and removal of cables creates bad contacts and the risk of unsecure cables that can create spurious triggers during the LHC run, which would dump unexpectedly the LHC beam.
On the basis of the stated above, we conclude that these in/out-of-chain operations are: frequent, urgent, complex, and potentially damaging to the LASS.  It is thus necessary to include a feature that allows the realisation of these operations as a normal event and not as an exceptional procedure.
The proposed solution includes a hardware and software modification that allows switching the elements in/out-of chain via a pre-cabled key, switch or other device that can only be obtained by following a strict procedure and an instrumented function to minimise the residual risk when the EIS is out-of-chain.
This feature shall also allow the on-line notification on the Human-Machine Interface in the CCC that one or more elements are out-of-chain, a major improvement with respect to the current situation.
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[bookmark: _Ref258514124]Figure 5 EIF-f/m bypass improvement
This modification is classified as a Technical improvement and its expected impact illustrated in Figure 5 above.
Re-sectorisation needs
Another class of modifications are the ones that imply a new sectorisation i.e. new logic for the behaviour of the several access elements. We have identified 3 requirements that need to be attended to :Access safety vs. Ventilation, “Overpressure doors” integration and Maintenance.
Access safety vs. Ventilation
This is not a new requirement and concerns the absence of air-tightness between mainly the UA areas and the RAs. 
The original sectorisation design [1] assumes that the ventilation and access sectorisation are aligned. For various practical reasons this has not been possible to implement. 

Figure 6 Access vs Ventilation sectorisation issue
If the access is to be managed as initially intended it is essential to realign these sectors by either making the cable passages air-tight or by adding/moving the appropriate access points. 

[image: ]
Figure 7 Modification of access for ventilation reasons 
It has been suggested during the Chamonix sessions that the preferred solution should consist of making the RA-UA air-tight by reviewing the obstruction concept. If this solution is implemented, this access modification is no longer necessary.
“Overpressure doors” integration in LASS
Following the September 19th 2008 events, the report from the Safety Task Force [4], one of the recommendations required the installation of new “overpressure” or ventilation doors in some areas of the LHC [3]. The supervision was made via a LACS connection with no safety interlock logic implemented and the visualisation of the above mentioned doors is available in the CCC via a TIM synoptic as shown in Figure 8 below. 
[image: ]
[bookmark: _Ref258790006]Figure 8 LHC new "overpressure" doors supervision
The necessary interlock logic is still to be defined at this date and may include the power converters’ potential interlock.
[image: ]
Figure 9  "Overpressure" doors integration in LASS
This potential modification is classified as a Design modification & Scope increase, since it concerns another risk than the radiological risks that the LHC Access System was designed to address, since it is related to the Maximum Credible Incident (MCI) confinement risk.

Maintenance interventions vs sectorisation
As can be seen from the numbers in Figure 10 the most used access points are the non-interlocked accesses to the experiment service caverns. These access points can be serviced by the maintenance team anytime, with a small interruption of the access system for the concerned point.
[bookmark: _Ref258829834][image: ]
[bookmark: _Ref258911828]Figure 10 Access by type from Aug 2009 to Jan 2010
However, in the interlocked LHC Outer envelope category of access points, we can see that the average passing rate is still very high for a relatively large number of access points.
These points cannot be serviced for maintenance during the machine run because they are interlocked and any action would induce the stop of the LHC. Conversely, during the technical stops they are subject to high demand, as all technical teams precipitate themselves to profit from the access to the LHC, and any maintenance action would reduce the availability of the access system when it is most needed.
[image: ]
[bookmark: _Ref258834064]Figure 11 Impact of sectorisation for maintenance
For this reason a modification of the system is proposed to allow for maintenance action on the access points during the run of the LHC, by either: 
a) shifting temporarily the outer envelope of the access system to stairwell sector door and lift position
or  
b) adding an additional door/curtain such as is the case in the SPS.
This modification is classified as a Design Modification and its impact is illustrated in Figure 11 above.
New interlocks
Power Converter interlocks for MCI risk
Since the 19th September 2008 event there has been much discussion on including an interlock on the access system to address the MCI risk of the phase II powering tests.
In this case there would be the need to interlock the power converters so as to be able to reduce the currents in the magnets below the Phase II critical levels in case of intrusion in certain areas of the machine [5]. These areas could vary as the powering tests develop throughout the machine, leaving some areas inaccessible inside today’s outer envelope, and others accessible.
This is a major scope increase that requires an extensive risk analysis and can be extremely complex, depending on the necessary number of interlock points.
It may also require significant modifications on the power converters themselves or on the powering interlock controller.
[image: ]
[bookmark: _Ref258834641]Figure 12 Impact of new PC interlocks for MCI
This modification is thus classified as a Scope increase and its impact illustrated in Figure 12 above.
Fresh air supply interlock
It has also been mentioned lately (and also in these proceedings) that a new function would be necessary to forbid the entrance of people in the underground areas if the ventilation conditions for fresh air supply were no longer guaranteed.
This modification is not complex in the LHC, but is still classified as a scope increase, since it addresses another risk.
Its implementation is however rather complex in the ventilation side, since the calculation of the conditions for fresh air supply and, more importantly, the on-line automatic calculation of such conditions is of high complexity.
[image: ]
Figure 13 Impact of modification for fresh air supply
R2E moving Equipment
The Radiation to Electronics Study Group (R2E) [6] has recalculated some of the radiation effects on the diverse electronic components in the LHC areas and has reached new conclusions on the areas that can be critical for off-the-shelf consumer-type electronics such as is used for the LACS/LASS equipment [7].
The incidence of the new results for the LACS system implies the relocation of some equipment in the underground areas. The LASS is not affected since all electronic equipment is located in the surface buildings.
The known areas at this date that are most critical include: UJ56, UJ76, UJ33 and possibly UJ14.
This modification is classified as a design modification and its complexity is mainly due to the fact that new locations have to be found close to the current position of the equipment and that new cable work shall be necessary to reconnect all elements.
The impact of such modification is illustrated in Figure 14 below.
[image: ]
[bookmark: _Ref258836704][bookmark: _Ref258836697]Figure 14 Impact relocation due to R2E
New Access Points
Interlocked access points
A new access point has recently been requested [8]in TZ32 for the CLIC alignment studies.
A detailed study must be conducted in order to verify the mechanical integration issues, water and humidity impact, moving other doors and re-sectorisation issues related to this new access point.
[image: ]
[bookmark: _Ref258837431]Figure 15 Impact of new access points TZ32 and PZ65
This modification is classified as a Design modification and its impact illustrated in Figure 15 above.
Furthermore an initially foreseen access point was not installed in PZ65 and also requires careful study as for the justification of the need for this access point, which is currently only an end-of-zone door.

Non-interlocked access points
The only non-interlocked access point requiring modification is the PM54, since the initial turnstiles were kept on request from CMS.
However we have realised that this is a major handicap when, for the purposes of operation, it is necessary to monitor the occupancy in these areas, online or for post-mortem analysis, as well as for homogenisation of supervision and maintenance tools.

[image: ]
[bookmark: _Ref258837713]Figure 16 Impact for PM54
This Technical improvement’s impact is illustrated in Figure 16 above and it can be done during the run period of the LHC machine.

Other improvements
Further to other operational improvements [9] , other minor improvements are being considered such as:
a) Integration of the Autorisation d’Execution de Travail (AET), in the LACS to manage access lists;
b) Video improvement, technological change to avoid freezing & improve fluidity;
c) IHM improvement, capability of treating multiple access points simultaneously;
d) Intercom improvement, due to high noise reasons next to compressor areas;
e) Improve/fluidity LACS-LASS interfaces;
f) Improve interface with the ATLAS SSA.
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