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Privacy
❑Privacy is a concept related to limiting the extend of information an individual is willing to
share [1].

❑Data privacy laws have been approved in many countries in recent years, e.g., European Union
(EU)’s General Data Protection Regulation (GDPR) [2].

❑GDPR grants EU residents the control over their personal data.
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Source: http://gdpr.eu

http://gdpr.eu/


Motivation
❑Privacy has been gaining attention over many fields, e.g., Machine Learning, Deep Learning and
Information Retrieval (IR).

❑Many privacy-preserving techniques have been proposed.
❑Encryption.

❑Multi-party computation.

❑Differential privacy.

❑Etc.

❑Numerous attacks target private data.
❑Eavesdropping.

❑Reverse engineering.

❑Etc.

❑Need for open data, due to scientific, governmental and press reasons.
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Goals
❑This work aims at:
❑Pointing out open privacy challenges.

❑Reviewing privacy-preserving techniques.

❑Main focus: tasks featuring text data.
❑Explicitly presented private information, e.g., names of people.

❑Implicitly presented private information, e.g., location description.
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Methodology
❑Creation of expressions for search on Google Scholar.

❑Collection of 112 papers in total.

❑11 papers were selected for review.
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Privacy Challenges in Search Tasks
❑Ad-hoc search: 
❑ Bag-of-words models may allow data re-identification [3].

❑Query expansion:
❑ Disclosures of query or document content [4].

❑Feature extraction for ranking:
❑ Recovery of original documents by attackers.

❑Online learning for ranking:
❑ Disclosure of user behavior [5].

❑Query composition:
❑Memorization of query content [6].
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Privacy Challenges in Healthcare Tasks
❑ Electronic health records:
❑Queries by malicious users or computation parties, e.g., corrupted servers.
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Privacy Challenges in Social Media Tasks
❑Opinion mining:
❑ Unintended data memorization.

❑Model inversion attacks.

❑Advisor for hashtag sharing:
❑ Prediction of user location by attackers.

❑Social media profile linking:
❑ Tracking of user behavior.

❑ Revealing the identities of anonymous profile owners.
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Privacy Challenges in Recommendation 
Tasks
❑ Recommender systems:
❑Memorization of user behavior.

❑Memorization of user preferences.

❑Memorization of a user’s search history.
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Privacy-Preserving Methods
❑ HOMOMORPHIC ENCRYPTION

❑ MULTI-PARTY COMPUTATION

❑ DIFFERENTIAL PRIVACY

❑ FEDERATED LEARNING
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Homomorphic Encryption
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Source: Know-Center GmbH



Multi-Party Computation
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Source: Reference [7]



Differential Privacy
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Source: Reference [8]



Federated Learning
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Source: Know-Center GmbH



Discussion
❑The choice for a convenient privacy-preserving method: balance between privacy protection 
and computational costs.

❑Encryption: Applicable for non-trusted computation parties, e.g., servers.

❑Differential privacy: It brings formal guarantees against attacks.

❑Federated learning: It prevents data exchanges in distributed scenarios, e.g., recommender 
systems.
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Conclusion and Future Work
❑Privacy is a critical point for the development of Open Search systems.

❑Compliance with data protection regulations is a must.

❑Future works:
❑Addressing privacy challenges for Open Search use cases.

❑Studying and discussing the compliance with legal requirements, e.g., EU’s GDPR.
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Contact

Thank you!

Questions?
Contact: ssousa@know-center.at

cguetl@tugraz.at

rkern@know-center.at
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