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ESCAPE Data Lake Architecture - Services
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ESCAPE Data Lake Architecture - Transfer Stack

The Datalake currently employs three major tools/systems that deal with data transfer/access
GFAL (Grid File Access Library ), a multi-protocol data management library

providing an abstraction layer of the grid storage system

complexity (supports protocols like GridFTP, Http & Root) e W

FTS (File Transfer Service), open source software to transfer FTS upload download

Rucio

data reliably and at large scale between storage systems glal-copy
Rucio, the data orchestration service, a scalable policy-driven GFAL
scientific data management system that can work with

large amounts of data, this is the service that users basically interact with
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ESCAPE Testing Infrastructure - Continuous Testing

In order to make sure that all three data transfer/access solutions are functioning

properly we have continuous testing in place — Crucial step for consolidating the infrastructure
Separate tests target each component individually and explore scenarios

that involve both functional testing as well as stress testing — Breaks testing complexity
Configurable software has been developed and deployed to make the process automatic

Data from testing is visualized in the equivalent Grafana

dashboards that consist the monitoring of the Datalake
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ESCAPE Testing Infrastructure - GFAL

All RSEs (Rucio) consist of one or more endpoints that are associated with a supported protocol
There are three types of operations that are being done concerning GFAL functional testing
Upload of a file that is a few bytes long to all the endpoints of all RSEs
Download of the file that was uploaded in the previous step
Deletion of the file that was uploaded in the first step
This flow examines the basic data operations one can perform on the storage level of the Datalake
Per RSE per endpoint results
Automatically pushing results on an Elasticsearch datasource
Integrated with CRIC
Automatically fetching the RSEs configuration before each run

Python script, deployed inside a container in a Kubernetes cluster @ CERN
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https://github.com/ESCAPE-WP2/Utilities-and-Operations-Scripts/tree/master/gfal-sam-testing

ESCAPE Testing Infrastructure - FTS (1/2)

In this case, the same endpoints as in the GFAL testing are examined

Goal is to trigger TPC transfers between all possible endpoint pairs that participate in the Datalake

The flow is the following:

The toolkit reads from a configuration file all endpoint pairs that are to be tested (config example in the picture)
Testing folders are being setup, automatic detection of problematic endpoints

that will be excluded from the testing if this cannot be achieved ) "numof_files": |

For each pair of compatible endpoints an FTS transfer will be triggered
1) Check source for existing files, generate & upload ad-hoc if needed
2) Trigger FTS job, asynchronous action

ts-testing",

1

,
“protocols": {

Wait for all jobs to finish, when done delete the files that were L e e e
:dfache—doorudomagl.desY;dc:2880//€s$ape/wpzfruclo,tcstbed/fesy,dcache”,
transferred on the destination endpoint (ensures no quota is exceeded) iR R LI B R

’

"root": [

"xrootd.pic.es:1094//pnfs/pic.es/data/escape/rucio/pic_dcache",
"dcache-se-doma.desy.de:1094//escape/wp2_rucio_testbed/desy_dcache",
"lobsterl@.grid.surfsara.nl:1094//pnfs/grid.sara.nl/data/escape/disk/rucio/sara_dcache"

. . . . . . . . I
Extensive error handling, flow will continue even if endpoints fail mid-test Mosiftps 1
"dcache-door-doma@1.desy.de:2811//escape/wp2_rucio_testbed/desy dcache",
"eulakeftp.cern.ch:2811/eos/eulake/tests/rucio_test/eulake_1",
"gridftp.grid.sara.nl:2811//pnfs/grid.sara.nl/data/escape/disk/rucio/sara_dcache"

fts-analysis-datalake repo, python code (major refactoring is in progress)

functional-testing",
000
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https://github.com/ESCAPE-WP2/fts-analysis-datalake

ESCAPE Testing Infrastructure - FTS (2/2)

10

Testing results are automatically pushed from the FTS server to an Elasticsearch datasource (all systems maintained by the
relevant teams @ CERN)

Deployed inside a container in a Kubernetes cluster @ CERN

08/12/2020 07:50
08/12/2020 07:
08/12/2020 07:
08/12/2020 07:
D8/12/2020 @7:
08/12/2020 07:

PM Source: gsiftp://gridftp.grid.sara.nl:2811//pnfs/grid.sara.nl/data/escape/disk/rucio/sara_dcache

PM Destination: gsiftp://ccdcalitest10.in2p3.fr:2811//pnfs/in2p3.fr/data/escape/cc_in2p3_dcache

PM Checking source for 4 existing 1000MB files

PM gfal-1s gsiftp://gridftp.grid.sara.nl:2811//pnfs/grid.sara.nl/data/escape/disk/rucio/sara_dcache/fts-testing/src
PM Submitting FTS job

PM FTS job id:36c18076-3986-11eb-ac97-fal63ece561c

08/12/2020 08:51:30 PM Job with id 15df2872-3986-11eb-8204-fal63ece561c finished with job_state:FINISHEDDIRTY | 248/251
08/12/2020 08:51:30 PM Removing testing files from destination
08/12/2020 08:51:30 PM gfal-rm (x1) root://atlas-dpm-01.romal.infn.it:1094//dpm/romal.infn.it/home/escape/tests/fts-testing/dest
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escape Testing Infrastructure - Rucio

Reminder: All RSEs (Rucio) consist of one or more endpoints that are associated with a supported protocol
A bash script is used for fast ad-hoc functional testing

Uploads files to all RSEs

Triggers replica creation between all pairs with so called Rucio rules

Deployed inside a container in a Kubernetes cluster @ CERN
rucio-analysis: extensible python3 framework for yaml-based Rucio tests

Developed and deployed by SKA

Same type of tests as the bash script
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https://github.com/ESCAPE-WP2/DataLake-Crons/blob/master/scripts/rucio_produce_noise.sh
https://github.com/ESCAPE-WP2/rucio-analysis

ESCAPE Monitoring Infrastructure - Software Stack

Backend storage/messaging technologies used
Elasticsearch, a distributed multitenant-capable full-text search engine
ActiveMQ, an open source, multi-protocol, Java-based messaging broker
Visualization platform — Grafana
A multi-platform open source analytics and interactive visualization web application
Hosted @ CERN by Monit, separate ESCAPE organization
Supports multiple data sources (ES, InfluxDB, Graphite, MySQL, etc.)
Our main data sources
Elasticsearch @ CERN (hosted by Monit) — Retention policy of 12 months

Elasticsearch @ SKAO — No retention policy in place, limited by storage given
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ESCAPE Monitoring Infrastructure - Architecture
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T

\ gin |autov  staus | Allv | protocol |Allv | | site | All v

Operations by Site
©  Basic GFAL upload/download/delete operations per endpoint Search:
Destination Site Operation v Status Count
) A user can filter p lots by SARA-DCACHE UPLOAD SUCCESS 180
PIC-DCACHE UPLOAD SUCCESS 118
o E nd po i nts LAPP-WEBDAV UPLOAD SUCCESS 59
LAPP-DCACHE UPLOAD SUCCESS 59
INFN-ROMA1 UPLOAD SUCCESS 178
o Operations (Upload, download, delete) - SUCCEEDED/FA|LED/SK|PPED INFN-NA-DPM-FED UPLOAD SUCCESS 180
INFN-NA-DPM UPLOAD SUCCESS 180
o) Protocol (gsift p’ root, http) IN2P3-CC-DCACHE UPLOAD SUCCESS 180
GSI-ROOT UPLOAD SUCCESS 120

Showing 1 to 42 of 42 entries

Successful Operations (per site)

— SARA-DCACHE
PIC-DCACHE

— LAPP-WEBDAV

— LAPP-DCACHE

— INFN-ROMA1

— INFN-NA-DPM-FED

— INFN-NA-DPM

— IN2P3-CC-DCACHE

— GSIROOT

Number of Operations

— FAIR-ROOT

— EULAKE-1
11:55 12:00 12:05 12:10 12:15 12:20 12:25 12:30 12:35 12:40 12:45 12:50
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- FTS (1/2)

\

@ Monitoring TPC transfers between the endpoints

Y M a | n h i g h I i g ht S fo r user i Attempted Transfers i Successful Transfers i Attempted Transfers (vol) i Failed Transfers (vol) ‘Average Throughput i

100.0% essmensmsssss

213« 98.09%»  25.507s 789 e 650 Mb/s

3

o Aggregated stats

Job States ¥ Transfer Types

m  Attempted transfers ‘ e " “ TR il 7 u

[ | Percentages

s ¥

& 02190000  02/191200  02/200000  02/201200 0221
~ Efficiency Matrix
= Job states y STt P
SreDst PICDCACHE LAPPWEBDAV LAPP-DCACHE GSHROOT FARROOT EULAKE DESVDCACHE CNAFSTORM ALPAMEDOPM  SARADCACHE PICINJECT
| ] Tra n Sfe r ty p es PICINJECT “ NO DATA NODATA NO DATA NO DATA NODATA NO DATA NODATA NO DATA NODATA NODATA NO DATA NODATA NODATA

LAPP-WEBDAV' “ NO DATA 100% ““ 100% 100% NO DATA-

©  FTStransfers efficiency matrix urocire “m s [ = = m==
INFN-NA-DPM-FED “ 100% 100% NO DATA NO DATA “ 100% 100% NO DATA

o Error codes & logfile links wrscoouuce “m“ o o | | | ““
GSIROOT “““ 9% 9% NO DATA NO DATA

M Cwm Cam cw o Cw camoow

NO DATA
o N O S N S S N O O N NN
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~ Error Messages & Failures

i

Source RSE
SARA-DCACHE
SARA-DCACHE
SARA-DCACHE
SARA-DCACHE
SARA-DCACHE
SARA-DCACHE
SARA-DCACHE

SARA-DCACHE

QADANCACKE

16

Failures By Error Category

g

NO_SUCH_FILE_OR_DIRECTORY
== NO_MESSAGE_OF_DESIRED_TYPE
w= INVALID_ARGUMENT
w= INPUT/OUTPUT_ERROR
w= FUNCTION_NOT_IMPLEMENTED

Dest RSE
PIC-DCACHE
LAPP-WEBDAV
LAPP-DCACHE
INFN-NA-DPM-FED
INFN-NA-DPM
GSIFROOT
FAIR-ROOT
EULAKE-1

NEQV.NAANKE

March 17, 2021

== COMMUNICATION_ERROR_ON_SEND
w= INVALID_EXCHANGE
« NO_SUCH_DEVICE
w= HOST_IS_DOWN
== CONNECTION_TIMED_OUT
i = PERMISSION_DENIED

e Monitoring Infrastructure - FTS (2/2)

i Failures By Source RSE

Latest Failled Logfiles

Logfile Link
https://fts3-pilot.cern.ch:8449/fts3/ftsmon/#/job/49320e82-76fe-11eb-965f-fa163e9eca79
https://fts3-pilot.cern.ch:8449/fts3/ftsmon/#/job/47e649ba-76fb-11eb-ad70-fa163ed6e1bd
https://fts3-pilot.cern.ch:8449/fts3/ftsmon/#/job/42919d0a-7702-11eb-98d2-fa163e297a88
https://fts3-pilot.cern.ch:8449/fts3/ftsmon/#/job/546d9018-7704-11eb-Badf-fal63ec6alal
https://fts3-pilot.cern.ch:8449/fts3/ftsmon/#/job/aba106ce-7706-11eb-8d5b-fa163e14af38
https://fts3-pilot.cern.ch:8449/fts3/ftsmon/#/job/34297508-7702-11eb-bb57-fa163e006cf5
https://fts3-pilot.cem.ch:8449/fts3/ftsmon/#/job/784a9534-7282-11eb-8526-fa163ed6e1bd
https://fts3-pilot.cern.ch:8449/fts3/ftsmon/#/job/87828ba4-7707-11eb-aedc-fal63ece561c

httne-liftenilnt narn nh-BAAQ fted iftemnn [#1inh ITThARKNA.TTNA.11ah.08Ahfa1A2arkalal
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4% w= SARA-DCACHE FUNCTION_NOT_IMPLEMENTED

7 == SARA:DCACHE PERMISSION_DENIED 9

3 = SARA-DCACHE COMMUNICATION_ERROR_ON_SEND 3 3%
2 FAIR-ROOT NO_SUCH_DEVICE 3 3%
2 = GSFROOT NO_SUCH_FILE_OR_DIRECTORY 2 2%
2 == GSIROOT NO_SUCH_DEVICE 2 2%
1 GSIROOT CONNECTION_TIMED_OUT 2 2%
1 SARA:DCACHE NO_MESSAGE_OF_DESIRED_TYPE 1 1%
1 4% « SARA-DCACHE INVALID_EXCHANGE 1 1%
1 4% w= SARA-DCACHE INPUT/OUTPUT_ERROR 1 1%
1 4% == SARA-DCACHE HOST_IS_DOWN 1 1%
1 1

Error Message

Result (Neon): SSL handshake failed: ssiv3 alert certificate unkn
TRANSFER ERROR: Copy failed with mode streamed, with error: |
Result (Neon): SSL handshake failed: ssiv3 alert certificate unkn
globus_ftp_client: the server responded with an error 535 Auther
globus_ftp_client: the server responded with an error 535 Auther
Result (Neon): SSL handshake failed: ssiv3 alert certificate unkn
TRANSFER ERROR: Copy failed with mode 3rd pull, with error: Re

globus_ftp_client: the server responded with an error 535 Auther

nlnhiie ftn rliant: tha canmar racnandard with an arenr G256 Aithar




EscaPE  Monitoring Infrastructure - Rucio

«Tranfer Matix-Replica Creation

SuccessflTansfers Prcentage

PICINJECT 5% NODATA NODATA NODATA NODATA NODATA NODATA NODATA NODATA NODATA NODATA NODATA NODATA

©  Monitoring replica creation/deletion - “-g%%%ﬁ%Eg
o  Transfer matrix helps user understand the connectivity between RSES ﬂf% e = - B

o Percentages of successful replication — E“gg“
«  Table with error codes and logfile links to the actual FST transfers et ﬂ=EE=E“EE

~ General Stats
¥ - Events by type over time
totalling with
otal v
16.0 K 1.885TB 92.3 Mb/s e
. .
submissions R R
of transferred data average throughput e o
— transferdone 16K
i i i — register_cnt ses
— create_dts 352
18.7K 15.8 K 306 oo =
. . — deletion-faied 7
queued transfers completed transfers failed transfers — create_cnt 1
o200 0300 ox00 0500 0600 o700 0800 0900 1000 1100 1200 1300 ransfer-submission_failed 1
- Queued events by Dst RSE s Events by scope by type. P Events by type by protocol Events by type
ot e~ I total = percentage ~ I ge total = percentage -
— PICOCACHE 1814K 10% ~ ESCAPE_CERN_TEAMnoise transfer submitted 13.40K a | ~ tansferdone davs 5% ~ transfersubmitted 160K e
— DESYDCACHE 142K e ) ~ ESCAPECERN._TEAM-naisa transfer done 313K an ~ tansterdonarot 323K 2% — transter done 188K o
— FARROOT 1416K o = SKA_SKAO_BARNSLEY-testing transfer submitted 1738K e — vansterdone gsiftp 2012K 13% = transfer faled 306 ™
— INFNROMAT 1363k ™ - SKA_SKAO_BARNSLEY-tsting ransfer-dona 688K 5 - transfer ailed dave 164 " ~ transfersubmission_failed 1 o
— ALPAMEDDPM 132K ™ ~ MAGIC_PIC_BRUZZESE test transfer done 2 " — wansterailed gsiftp B "
— SARADCACHE 130K ™ ~ LST_PIC_BRUZZESE testtransfer submitted 30 ™ — transterfaled oot s o
— EULAKE 1292k ™ ~ LST_PIC_BRUZZESE test ransfer done 30 "
= CNAFSTORM, 1287 ™ — CTA_LAPP_FREDERIC transfer submitted 300 )
— GsHRo0T 1268K ™

= CTA_LAPP_FREDERIC transfer done 300 "
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Monitoring Infrastructure - Rucio Stats

Rucio Stats Probe — fetches periodically the

~ experiment plots

378

relevant stats from Rucio, using the client APl to query the DB =

Displays usage per RSE/experiment, number of files and

trends over time

~ general stats

NOTE

From this point downwards, this dashboard displays always the latest values of the following statistics.
b 1 d

g

“rses

‘SARADCACHE 2021-0225T12:1024.0002
EULAKE 2021.02.25T12:10:23.0002
DESY-DCACHE 2021-02:25T12:1023.0002
PIC.OCACHE 2021-02:25T12:1024.0002
IN2P3-CC.DCACHE 2021-0225T12:1023.000
PICINJECT 202102.25T12:10:24.0002
INFN-NADPM 2021-02:25T12:1023.0002
(GSIROOT 2021-02:25T12:1023.0002
ALPAMED-DPM 2021-02.25T12:1022.0002
FARROOT 2021-02:25T12:1023.0002
CNAF.STORM 2021-02:25T12:1022.0002

INFN-NADPM.FED 2021-02:25T121023.0002

LAPP.DCACHE 2021-02.25T12:10:23.0002
10230002
INFI ROMA1 2021-0225T12:10:23.0002
LAPP-DPM 2021-02:25T12:1023.0002
CNAF_CMS_TEMP 2021-0225T12:1022.0002
QOSAPIC 202102.25T12:10:24.0002

LAPPWEBDAV 202102251

March 17, 2021

Timestamp values are UTC.

Used Storage per RSE

28378
52878
78878
29478
517.2368
130,808
68608
173908
129568
266768
87708
489c8
4978

49168

Used Storage / Experiment (replic

018

1578

1078

5T

e t =t —t—t—
Q231600 02232000 240000 0240600 02260800 02241200 02241600 02242000 02250000 (225000 02250800 0251200

RSES DATA (all replicas)

70.53 18

DESY.DCACHE 2021.02.25T12:1023.0002

EXPERIMENTS DATA (replica=1)

46.28 8

Files per RSE

'SCOPES DATA (replica=1)

63.93 18

EULAKE1 2021-02:25T12:10:23.0002 [

SARAOCACHE 2021.0225T12:1024.0007 D

PICOCACHE 2021.02:25T12:10:24.0002

PICNJECT 2021:0225T12110:24.000Z
LAPP.DPM 2021.02:25T12:1023.0002
ALPAMED DPM 2021:0225T12:10:22.000Z
(GSIROOT 2021.02.25T12:1023.0002
LAPP.DCACHE 2021.02.25T1210:23.0002
INFNNA DM 2021.02.25T12:10:23.0002
FAIRROOT 2021.02.25T12:10:23.0002
LAPPWEBDAV 2021.02:25T12:10:23.0002
INFI-NA-DPMFED 2021:0225T1210:23.0002
INFN-ROMA1 2021102 25T12:10:23.000Z
CNAF-STORM 202102:25T12:10:22.0002
(CNAF_CMS_TEMP 2021.02.25T12:1022.0002

-
IN2P3.CC.OCACHE 2021.0225T12:1023.000

|

1

|

I

I

I

|

|

I

|

|

|

QUSAPIC 2021:0225T12:10:24.000Z |
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20478
92278
20278
17878
82468
168

68
268
63MB

ERECTY
01k

489K

29k
617
336
192
0
108
107
180




escaPe  Conclusions & Future work

Testing tools for transfers
GFAL
FTS
Rucio

Unified Monitoring
Views on each component of the transfer stack
Network metrics (connected to specific transfers) included — some more accurate than others (Rucio > FTS)
Lots of consolidated dashboards for reference

Future Work
Identify which tools/methodologies will be useful for the WLCG Data Challenges — modifications might be needed
Code/functionality enhancements and better error handling
Effort to make the tools more generic
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EscaPE References
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FTS, https://fts.web.cern.ch/fts/

GFAL, https://dmc-docs.web.cern.ch/dmc-docs/gfal2/gfal2.html

Rucio, https://rucio.cern.ch/

GFAL testing software, https://github.com/ESCAPE-WP2/Utilities-and-Operations-Scripts/tree/master/gfal-sam-testing

FTS testing software, https://github.com/ESCAPE-WP2/fts-analysis-datalake

Rucio testing software, https://github.com/ESCAPE-WP2/rucio-analysis

Elasticsearch, https://www.elastic.co/elasticsearch
Grafana, https://grafana.com

Apache ActiveMQ, http://activemqg.apache.org
ESCAPE Grafana Org, https://monit-grafana.cern.ch/d/cHBQ2NjWz/escape-home?orgld=51
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https://monit-grafana.cern.ch/d/cHBQ2NjWz/escape-home?orgId=51

Thank you!

Questions?
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