SURF NLT1 datacenter infrastructure

Networking tech we use

Topology
Configuration management and integration

400G pilot
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Networking tech in use

1. NOS: Cumulus Linux running BGP-EVPN overlay
2. NVIDIA/Mellanox Spectrum 1 (100G platform) series SN2100/SN2700
3. Ansible for deployment




EVPN topology

Controlplane: BGP-EVPN
Datalane: VXLAN

Facts:

e 101 network devices

* |Pv4 + IPv6

* b6rows

e 77 vlans

e 2 x 100G uplink to primary, 2x40G
to secondary

* 67 gateways

* 900 ACL rules

* 7916 mAC entries DS

* Fortigate Segment fw
connected to edge router

12x100G
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Configuration management

Tools we use
e CMT
» switch loopback address
e switch mgmt interface ip
* switch mlagip
* host vlan profile
* Source for DHCP/DNS config
 Patchmanager
 How everything is connected
e Gitlab
* Network config state
 ASN’s
* Vlan profiles
* Ansible
* Push config to devices
e Python
e Pull data from various sources to generate config




C M T ove rVi ew Site administration

Group: Administration & Applications
Applications
Cluster

Addresses
Clusters
Companies
Contacts

Countries
Equipment
Interfaces

Models

Networks

Racks

Roles

Rooms
Telephonenumbers
Types of interfaces
Warranty contracts
Warranty types
Tagging

Tagged items

Tags
Administration
Authentication and Authorization
Groups

Users

Sites

Sites




CMT equipment

Home > Cluster > Equipment > rt-fabric-z3a-f02-1 ¥ A

Change equipment
Host info

Cluster NIS w4 Label rt-fabric-z3a-f02-1

Configuration

State configured - Role TPEES0 +
icinga
inactive
InfiniBand switch
infra-nw-cloud
infra-nw-cloud-routers
infra-nw-daphne
infra-nw-fabric
infra-nw-fabric-vtep
infra-nw-gic
i vict

Machine specifications

Specifications SN2100 (Mellanox) w4
Warranty 00000000 e - 4

Warranty tag

Serial number MT1846K05892

Physical location

Rack rack Z3A-F02 w4 First slot

Involved parties

Seller w4

Owner infra-tg w4

Additional fields

Note

4
Interfaces ab
@ [} L]

infra-nw-fabric-lo w4 Gigabit w4 ri-fabric-z3a-f02-1 172.16.208.2 X
infra-nw-fabric-mlag w4 Gigabit w4 ri-fabric-z3a-f02-1 172.16.210.2 x
infra-nw-mgmt w4 Gigabit LA rt-fabric-z3a-f02-1 98:03:9b:68:03:ce 192.168.30.166 X

Delete Save and continue editing Save as new
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Patchmanager

Iliz3A-Fo9 111Z3A-F08

== rt-fabric-z3a-f09-[1-2] =a FOB-01

i==a rt-fabric-z3a-f09-1 (Front) =1PCl 3 (Rear)

=i 1 (Front)
1 (Front)
- O

=il (Front)
L 1 (Front)

e=a FO8-02

=1PCl 3 (Rear)
= 1 (Front)

1 (Front)

e=a FO8-03

=:PCl 3 (Rear)
= 1 (Front)

1 (Front)

7 == FO8-04




[ interface_profiles.yml [} 1.96 k8

GIT

INTERFACE PROFILES
REFERENCED IN CMT

HOST CONFIG

DAPHNE_f15_bond
abled

f15-81 ACCE




Configuration/onboarding workflow

Onboard new nodes in patchmanager, tag with asset tag (DCO)
Onboard new nodes in CMT, tag with interface profile (sysadmin)
Generate TOR config with python (network admin)

Commit to Git repo (network admin)

Push config with ansible (network admin)
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400G testing
Planned:
* Netherlight connection of 400G to SURF Amsterdam @ Digital
Mellanox SN4700 400G Realty
« Spectrum 3 ASIC * Replace 400G-DR4 with 400G-FR4
e 32 x400G * Integrate 400G platform with existing EVPN
e Runs Cumulus Linux
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400G-DH4
planned: 400G-FR4
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The End



