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My Plea:

Use tools & 

training

for more 

secure 

software
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A 2004 “cronjob” running as “root” on CERN’s 

interactive Linux clusters manipulating

user-created files in /tmp directory

(and discovered only in 2013 by chance):

$f and $nf are user-controlled:

$f can include shell commands 

$nf can be a symbolic link to system files

 root privilege escalation
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We are target!
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SQL Injection
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Directory Transversal
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Command Line Injection
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Server Take-Over
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External (Malicious) Libraries (2017+)
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Password Secrecy (1)
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Password Secrecy (2)
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Coffee Break
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IoT@Home. The Beginning.

Sony TV

WiiU

Yamaha

Surround System

Apple TV

Solar Power Converter

Sony HiFi

Nissan LEAF
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Bingo! The World’s 1st IoT F.ck Up
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The Rescue:
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F.ck Up Costs…



Tools & Training for more secure software

Dr. Stefan.Lueders@cern.ch

SUMM Lecture, July 12th 2021
Tools for Software Developers
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Tools for Web Developers
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Teaching Penetration Testing
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My plea to YOU..
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P.S. Do you write secure code?




