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;iNGS Pre-requisite Software and

National Grid Service

Configuration
Win32 L inux AppleMac
Firefox (best -
Web Browser (best) Firefox Firefox
|E (Safari is not supported)
P Sun Java SDK | SUnJavaSDK 1 g java SDK
150rabove | 1-20rabove | 154 apove
(gnu javais not supported)
X11 optional
. Exceed -
Xwindows | Automatic component
cygwin startx | (whenusing GUI desktop) requi red
Firewall / Outbound ports 80, 443 and 2222 direct to
Security training-ui.nesc.ed.ac.uk (no proxies)
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National Grid Service

NGS Java gsissh

File Edit ‘iew Tools Help

DaHE8 R0 loBEl 908 XiE

& Education course.
BsC.ed.ac. uk

ed Modulefil

S |

td L0.3-grd 3 cog L. 2-grd

|i|training-ui.nesc.ed.ac.uk:2222

IUnknn:uwn |C0nnected Y]

o Javassh tool modified by NGS to include GSI authentication
* Now asourceforge project
 Runasan applet or standalone
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NGS Firefox Master Password

National Grid Servi

5

* You will need to have set a master password in Firefox.
— Thiswill protect your certificate
— Javatool for connecting to training-ui expects master password.

0pllnns

) TO%tam%terp Ord General | Privac Content Th Downloads  Advance
— Tools (or Edit for Linux) then matn s vhare o v o, oy

History”S wed Forms | Passwords |D wrload Hiskar y"C k|s||Cache|

Optl OnS F F can remember lo g F rmation Fo rwebp ages 50 that you do not need to

enter vour login details every time you visit,
Privacy then Passwords tab S
When set, the Master Password pr t ks "V Sek Masker Password...
pas swnd - bt wou musk enter it once per session, =

— Click “Set Master Password”

Wiew Saved Passwor ds
The Clear Private Data tool can be used ko erase wour private data using -
a kevboard shorteut or when Firefox closes, S ooc
[ QK J [ Cancel l [ Help ]




331\,[1G§ Apple Macs and X11

o Additional package for X11 support required

o |f difficulties encountered with Java gsissh and X11
forwards:

— Run java gsissh standalone from an Xterm
— Xterm supports X11 forwarding but Terminal does not.

» Please note the use of Apple Mac’sis not supported.



iiNng The Training Certificate
Authority

* A fully functional certificate authority for issuing low-assurance
certificates

e Low-assurance allows:
— Certificatesissued to local organiser and not the attendee.
— Attendees do not need to sign UK Terms and conditions of use.
— ldentity checks on attendees are not needed.

* No need for the attendee to do anything pre-event.
» All certificate Distinguished Names (DN’s) are known pre-event.

« DN’sareof theform
“IC=UK/IO=Grid/O=Training/CU=NeSC/CN=UserX X" where
XX isatwo digit number



NGS certificate Manager (1)

National Grid Service
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331\1(3%15 Certificate Manager (2)

Thistool isdesigned to be similar to method used by UK CA to
distribute certificates

 Distributes your individual/group training certificate
e Click “Download” and then:

— Firefox: savethefileto disk

— |E: open (and import) thefile

« Tool maps your certificate to your IP Address

 Beware; Daresbury DHCP server will allocate you anew IP
Address when you reboot/hibernate/... . Thiswill break this

mapping

— Don't use thistool a second time.



jiNGS Firefox Certificate Import

National Grid Service

e Tools (Edit for Linux) then Options

e Advanced then Encryption tab

* View Certificates

e Import

o Select the certificate you previoudly saved
e Passphraseis“aspdaf”



National Grid Service

jiNGS Connecting to training-ul

E} Wnrilla Firminz

wl e b s th Gl e SIE S B e afly 4o

L I L R T Pty VR e T R PRy e SR E i [

vepuin e bea Solbers Davslopmeni Bl C5 RS TS o higlee insiallad i ol the applei

&

cpphd oAbk s ozl

http://homepages.nesc.ac.uk/~gcw/NGS/ gsi ssh.htmil
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National Grid Service

ANGS

In java gsissh:

e Filethen New Connection
e Connect to “training-ui.nesc.ed.ac.uk”

[ Grid Certificate/Proxy needed for Authentic... |E|

Retrieve Credentials Fram MyProsey:
| ey proy, grid-support, ac, uk |

Host:

Account MNarme: | user |

Fassphrase: |

[ Ise MyProxy ]

Use a iarid certificate in pkes 1 sfarmatT™ = = =,
@ Filzrnarme: :. Braowse, .. ]
Fassphrase: A“_:::::'.'.:‘.-,.

Cancel

Connecting to training-ui

(2)

(If not using supported browser)

Firefox: when prompted for
passphrase use your master
password

Grid Authentication

@ Plzase choose certificate to use;

u::r-1=|_|ser|:|1_.u:::i_|=r-1e-_=.u::_. O=Training, O=rid, C=LIK v| [ oK ]




NGé Connecting to training-ui
(3)

File Edit “iew Tools Help
CRHE @ TDBEIOBEN 90E X

Last Togin: Thu Mow S 09:2 06 Trom lab-04.nesc.ed.ac
-####################ﬁ#########################################################

LUk 7

Welcome tao this Training, Outreach & Education course.
You are connected to training-ui.nesc.ed.ac.uk

w
Ik mowr iCDnnected ﬁi

|i |-training-ui neec,ed . ac.uk 2222
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i;NGS Summary

National Grid Service

o Satisfy Pre-requisite software/configuration
e Obtain certificate from https://training-ui.nesc.ed.ac.uk

e Usejavagsisshtool at
http://homepages.nesc.ac.uk/~gecw/NGS/gsissh.html

e Connect to training-ui.nesc.ed.ac.uk
o Certificate passphrase is “aspdaf”




