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Formal verification of PLC programs with PLCVerif
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Formal verification techniques, in particular Model Checking, are powerful methods that can be used to guar-
antee that a PLC program is compliant with its specifications.
They are a good complement to the traditional testing techniques and they are recommended by the Func-
tional Safety standards (e.g. IEC 61508 and IEC 61511).
The main advantage of Model Checking is that it checks all combinations in the PLC program trying to find
a violation of the requirement specification.
The main disadvantages are 2: (1) using formal methods is a complex and time consuming task; (2) the so-
called “state space explosion” problem, when the number of combinations to be checked is huge.
PLCverif hides the complexity of using formal methods from the user of the tool. In addition, it uses advanced
model checking algorithms to deal with the “state space explosion” to a certain extend.
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