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HIFIS Cloud

▪ Making existing IT Services 

accessible to all of Helmholtz
▪ And research partners

▪ Users log in to services with 

their home credentials 

using Helmholtz AAI

https://cloud.helmholtz.de

https://login.helmholtz.de

https://cloud.helmholtz.de/
https://login.helmholtz.de/


The Enterprise File Sync&Share (EFSS) situation
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▪ No consolidation
▪ Desire for independence

▪ No OCM[1] federation 
▪ Exchange of user 

databases raises data 

protection issues

▪ No Nextcloud Global Scale[2]

▪ Different Nextcloud 

versions with different apps 

in operation

▪ Other EFSS vendors could 

not participate

▪ Participation in CS3 

Community
▪ Who were already thinking 

about new ways to share in 

EFSS

▪ But only for 1:1 shares

[1] Open Cloud Mesh: https://wiki.geant.org/display/OCM/Open+Cloud+Mesh

[2] Nextcloud Global Scale: https://nextcloud.com/globalscale/

https://wiki.geant.org/display/OCM/Open+Cloud+Mesh
https://nextcloud.com/globalscale/


Problem

Virtual Organization*

EFSS 1 EFSS 2 EFSS 3 EFSS 4 EFSS 5

Infra 

Proxy

AAI MyCommunity AAI

Local IdM

* a group of any size. It may just be two persons or a whole research center/community

Local IdM Local IdM Local IdM

IdP IdPIdP



Virtual Organization

VO-App
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VO-Sharing
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VO-App GUI



VO-App interfaces

VO-App

Authentication

Get list of my VOs

Get list of my VOs’ members

Regular VO info query

▪ /scim/Me

AAI

[1] SCIM Protocol: https://datatracker.ietf.org/doc/html/rfc7644

[2] OIDC Protocol: https://en.wikipedia.org/wiki/OpenID#OpenID_Connect_(OIDC)

[3] AARC Guidelines: https://aarc-project.eu/architecture/

▪ /scim/Groups/{id}
▪ Data must not be seen by Service

▪ /scim/Users/{id}
▪ Uses specific OIDC [2] scope

▪ Extension will be proposed as AARC [3]

guideline after prototype is available

Adding a SCIM [1] API

https://datatracker.ietf.org/doc/html/rfc7644
https://en.wikipedia.org/wiki/OpenIDOpenID_Connect_(OIDC)
https://aarc-project.eu/architecture/


The issue of pseudo-accounts

EFSS

Local IdM

AAI

AuthN with local 

pseudo-account and 

WebDAV Client

Regular VO info query

VO-App



VO-App interfaces

VO-App

VO-App

VO-App

VO-App

▪ Broadcast 

▪ for new shares coming from local user 

▪ VO membership loss

▪ Query 

▪ for new shares on VO membership gain 

Probably REST

Challenges lie in large VOs 

and increasing federation size

▪ Shares generated via CS3 APIs [1]

▪ Which are implemented in Reva [2]

[1] CS3 APIS: https://github.com/cs3org/cs3apis

[2] Reva: https://reva.link/

https://github.com/cs3org/cs3apis
https://reva.link/


Outlook

▪ Tenders for development currently in evaluation

▪ We will push for development in other EFSS solutions

▪ Further features like auto-WebDav-mounted VO-Folders may come

▪ Countless other applications for this technology


