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Finding an optimal approach to documentcollaboration in integrated environments:interoperability, decentralization andlimitations



Using WOPI Both WOPI and API integrations

Methods of integration of office applicationsin collaborative environments

Using own API



Editors for documents, spreadsheets and
presentations
OOXML as core formats
Web, desktop, and mobile apps
Node.js for server-side code, JavaScript SDK for client-
side interaction
Available as DEB, RPM, Docker, Snap, UCS, Cloudron,
AMI, Kubernetes
Open-source

About ONLYOFFICE Docs



Professional editing tools

Full set of editing and formatting tools: all
operations with fonts and styles, paragraph and text
formatting
Creating and customizing all kinds of objects:
shapes, charts, tables and text boxes
Formatting and navigation: footnotes, endnotes,
table of contents, bookmarks
Content controls
Collection of plugins
Forms
Full Dark Mode



Flexible access rights: viewing, editing,
reviewing, commenting only, field filling, custom
filtering
Strict and Fast co-editing modes
Version and revision control
Review mode with Track Changes
Comments with mentions
Built-in chat
Document Comparison
Sheet Views in spreadsheets

Collaboration features



Self-hosted solution
Document access control:
 password protection
 e-signature
 JWT protection
 flexible permissions
 watermarking
 copy/download/printing restriction
Encryption:
 HTTPS data encryption in transit
 End-to-end document encryption

Reinforced security



Conversion task queueResult task queueEvent bus

Edited filechange storage

NFS, NTFS, etc.Working file storageStorage

Session storageLock storage

Load Balancer
(HAProxy,nginx, etc.)

DocumentServer DocumentConverter

Architecture:document editing service structure



Powerful architecture

ONLYOFFICE Docs(Document Server)
4 core CPU
8 Gb RAM
8Gb swap
150 Gb SSD
Ubuntu 20.04

1000 simultaneously edited documents

Every 4 seconds, changes are made to all documents
(250 changes per second for 1000 connections).
Every 60 seconds, 9-10% of connections are closed
and documents are sent to the server for converting
and building (i.e. 90-100 closed connections). The
same number of new connections are being created.
During an 1-hour-test 5931 documents were sent
for converting and building.



Load Balancer(HAProxy, nginx, etc.)

Document Server 1 Document Server 2 Document Server N

NFS ServerClusterRedisCluster MySQL NDBClusterMySQL NDBClusterRabbitMQCluster

ONLYOFFICE Docs for a cluster



Run on managed services that support Kubernetes.
Tested examples:

ONLYOFFICE Docs for Kubernetes



WOPI integration

ONLYOFFICE Docs in use

Over 30 third-party platforms
via API



Application Programming Interface
Typically HTTP- and REST-based
Designed to connect specific applications
and has its own software development
lifecycle
Allows the client to perform a variety of
operations provided in the integrated
service

API-based integration



Document editing and collaboration
Document building
Mentions
Content Controls
Version History
and more

ONLYOFFICE open API



ONLYOFFICE integration API



DocumentServer

Integration APP (connector)

Back end:
Conversion of data to formats of the counterpart
Requesting information about users and rights
Requesting operations with files
Signing (e.g. JWT requests)

Front end:
Configuration unit (settings directory) for
managing data transport
A page for the editors in the interface
Action buttons

Cloud solutionserver

ONLYOFFICE integration API



Developed by our team

Provided by official partners

ONLYOFFICE integration API:examples


