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What does the future look like? 

DIGITAL 



Data is the new oil





Where is our data today?



Digital Sovereignty 



What is digital sovereignty?
Digital Sovereignty or Cyber Sovereignty is the degree of 
control an individual, organization or government has over the 
data they generate and work with at local or online platforms



Strategic risk: social

Loss of control over data represents a strategic risk for our 
society. individuals, businesses and governments are 
surveilled and their data is monetized by foreign corporations



Strategic risks: political

When societal debates take place on platforms owned by 
corporations and hosted in countries with a vested interest, 
how can we trust the results?



Strategic risks: commerce

When nearly all commerce flows through a few select 
platforms these platforms control the prices and capture 
most value.



Strategic risks: innovation

Innovation on new technologies in machine learning and big 
data analysis depend on vast data treasures that are not 
available to domestic businesses.



Current legal situation 



International Safe Harbor Privacy 
Principles
The International Safe Harbor Privacy Principles or Safe 
Harbour Privacy Principles were principles developed between 
1998 and 2000 in order to prevent private organizations within 
the European Union or United States which store customer 
data from accidentally disclosing or losing personal 
information.

Introduced 2000



Schrems I
In 2015 the Court of Justice of the European Union declared 
Safe Harbor as invalid



EU-US Privacy Shield
The EU–US Privacy Shield was a framework for regulating 
transatlantic exchanges of personal data for commercial 
purposes between the European Union and the United States.

Introduced 2015



GDPR
The General Data Protection Regulation 2016/679 is a 
regulation in EU law on data protection and privacy in the 
European Union

Introduced 2016



Cloud Act
The Clarifying Lawful Overseas Use of Data Act or CLOUD Act 
is a United States federal law enacted in 2018



Schrems II
At the16 July 2020 the Court of Justice of the European Union 
declared the EU–US Privacy Shield invalid



Currently GDPR and Cloud Act are 
incompatible



Will the situation solve itself?



US Senate is discussing the ‘The Lawful 
Access to Encrypted Data Act’

The EU is working on the new regulations 
like the DSA, DMA and the ‘Data law’



What can we do? 

We need an equal playingfield and 
and protection of our European 

values 



1. Our values





2. Full Open Source alternative to US SaaS
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3. Standards / Certifications





4. Integrations



Nextcloud integration with European ID cards



5. Political lobbying





6. Fight Antitrust









Questions?

Frank Karlitschek                                  @fkarlitschek 


