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oCIS Core concepts
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Solution: Grants

 [User|Group] can [Read|Write] Resource
 Handled by the storage

– Closer to the files
– Faster checks

 Limited permissions
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Solution: Permissions API

 A permission service would:
 Store mappings

 Permissions <–> Roles
 Roles <-> User/Group
 User <-> Group

 Efficiently check if a user has a 
certain permission
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Permissions API

 3 Primitives
– Permission
– Subject
– Reference

 Eventually
– Manage roles
– Manage permissions
– Namespaces
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Permissions API CS3 Doc
Google Zanzibar Paper

Authzed spicedb

https://cs3org.github.io/cs3apis/#cs3%2Fpermissions%2Fv1beta1%2Fpermissions_api.proto
https://research.google/pubs/pub48190/
https://authzed.com/spicedb/
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