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Summary NTT ©

® Pullis a time-consuming
® containerd “remote snapshotter” gives extensibility for image distribution
® eStargz images for starting containers before pull completion (a.k.a. lazy pulling)
* available on Kubernetes, containerd/nerdctl, CRI-O/Podman, BuildKit, Kaniko, ko,...

» stargz-snapshotter plugin is used for containerd
* Recent discussion for P2P image distribution on IPFS

® eStargz is proposed to OCI Image Spec (discussion on-going)
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Pull is time-consuming NTT ©

@® Large images speeds down cold start of containers

® Not all images are minimizable e.g. language runtimes, frameworks, ..

pulling packages accounts for 76% of container start time,
but only 6.4% of that data is read [Harter et al. 2016]

[Harter et al. 2016] Tyler Harter, Brandon Salmon, Rose Liu, Andrea C. Arpaci-Dusseau, Remzi H. Arpaci-Dusseau. "Slacker: Fast Distribution with
Lazy Docker Containers". 14th USENIX Conference on File and Storage Technologies (FAST '16). February 22-25, 2016, Santa Clara, CA, USA
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Problems on the current OCI image NTT ©

container can’t be created before the all layers become locally available

Image is a set of tar (+compression) layers

¢ o)
Y ® Non seekable
i * Need to scan the entire blob even
" for extracting single file entry
etc/passwd
etc/group ® No parallel extraction
usr/bin/apt * Need to scan sequentially
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containerd NTT ©

:nntainerm

https://github.com/containerd/containerd

® CNCF graduated container runtime project
® Resource manager
e Container process
* |Image artifacts
* Filesystem snapshots
 Metadata and dependencies management
® Tightly scoped (100% approval is required to stretch) but highly extensible
® Used by Kubernetes, Docker and various container-based projects
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https://github.com/containerd/containerd

remote snapshotter plugin of containerd NTT ©

) ) Container registry | Node
® Introduced in containerd 1.4.0

Downloading manifest

® Provides extracted layers (snapshots)
to containers ‘ container i

4 Arbitrary storage
* e.g. mounting them from the oS [ Fo— ‘
Snapshotter

registry, etc.
Providing layer snapshots as mount points

Implementations in community

* stargz-snapshotter: https://github.com/containerd/stargz-snapshotter

» cvmfs-snapshotter: https://github.com/cvmfs/cvmfs/tree/devel/snapshotter
* soci-snapshotter: https://github.com/awslabs/soci-snapshotter

* nydus-snapshotter: https://github.com/containerd/nydus-snapshotter

* overlaybd-snapshotter: https://github.com/containerd/overlaybd

. J/
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eStargz: OCl-compatible image for lazy pulling NTT ©

https://github.com/containerd/stargz-snapshotter

Lazy pulling:
Starting up containers without waiting for the pull completion

® 100% OCl-compatible image
* Lazy pull from standard registries (ghcr.io, docker.io, ...etc)
e Legacy (lazy-pulling-agnostic) runtimes can run eStargz

® Usable with a variety of tools
* Kubernetes, containerd, nerdctl, CRI-O, Podman, BuildKit, Kaniko, ko, ...
 Tracker: https://github.com/containerd/stargz-snapshotter/issues/258
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https://github.com/containerd/stargz-snapshotter/issues/258
https://github.com/containerd/stargz-snapshotter

eStargz image format

® Compatible to gzip = usable as a valid OCl/Docker image layer

® Based on stargz by CRFS (https://github.com/google/crfs)

® Comes with support for prefetch and content verification

gzip member
per regular file/chunk

extracted per-file
fetched by HTTP Range Request

bin/bash

bin/Is

] entrypoint.sh

usr/bin/apt

)

eStargz

bin/bash

entrypoint.sh

bin/Is

usr/bin/apt

P

Prioritized files
Prefetched by a single Range Request

Files fetched on demand
Downloaded in background

R . | Files metadata, chunk digests, etc...

For more details: https://github.com/containerd/stargz-snapshotter/blob/master/docs/stargz-estargz.md
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https://github.com/containerd/stargz-snapshotter/blob/master/docs/stargz-estargz.md
https://github.com/google/crfs

stargz-snapshotter plugin for containerd NTT ©
https://github.com/containerd/stargz-snapshotter

® Non-core subproject of contianerd
® Enables lazy pulling of eStargz

 FUSE mounts snapshots from the registry
® Supports prefetching and content verification

Container Registry | Node

~
:nntainerm

Contajne,

Lazy Stargz
pull Snapshotter

.. Fetching files/chunks on demand Mounting rootfs as FUSE Implemented as a
o | remote snapshotter
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https://github.com/containerd/stargz-snapshotter

Benchmark results

legacy
estargz-noopt

estargz

Waits for prefetch
completion
during create

python:3.7 (print “hello”)

10

pull

15 20 25 30 35 40 45

create run [sec]

Method based on Hello Bench [Harter, et al. 2016]

Takes 95 percentile of 100 operations

Host: EC2 Oregon (m5.2xlarge, Ubuntu 20.04)

Registry: GitHub Container Registry (ghcr.io)

Runtime: containerd

Stargz Snapshotter commit: 7f45f7438617728dd06bc9853afb5e42c1d3d5a3
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eStargz on Kubernetes NTT ©

® containerd + stargz-snapshotter support lazy pulling on Kubernetes

® k3s (>=v1.22) embeds stargz-snapshotter (experimental)

k3s server --snapshotter=stargz

https://rancher.com/docs/k3s/latest/en/advanced/#enabling-lazy-pulling-of-estargz-experimental

® Use-case at CERN for speeding up analysis pipeline [1] (13x faster pull for 5GB image)
[1] Ricardo Rocha & Spyridon Trigazis, CERN. “Speeding Up Analysis Pipelines with Remote Container Images”.
KubeCon+CloudNativeCon 2020 NA. https://sched.co/ekDj

Container Registry Node

I kubelet

Enntainerm

Lazy,pull

J ‘ Stargz Snapshotter
\
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https://sched.co/ekDj
https://rancher.com/docs/k3s/latest/en/advanced/

Building eStargz images NTT ©
Ref: https://github.com/containerd/stargz-
snapshotter/tree/v0.12.0#getting-estargz-images

BuildKit: https://github.com/moby/buildkit
e Supports building eStargz since v0.10
* Docker Buildx can be used for building eStargz

$ docker buildx build -t ghcr.io/ktock/hello:esgz ¥

-0 type=registry,oci-mediatypes=true,compression=estargz,force-compression=true .

Kaniko: https://github.com/GoogleContainerTools/kaniko
* Requires GGCR_EXPERIMENT ESTARGZ=1
e Base images must be estargz

$ docker run --rm -e GGCR_EXPERIMENT ESTARGZ=1 ¥

-v /tmp/buildctx:/workspace -v ~/.docker/config.json:/kaniko/.docker/config.json:ro ¥
gcr.io/kaniko-project/executor:v1.8.1 --destination ghcr.io/ktock/hello:esgz
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https://github.com/GoogleContainerTools/kaniko
https://github.com/moby/buildkit
https://github.com/containerd/stargz-snapshotter/tree/v0.12.0

Building eStargz images NTT ©

Ref: https://github.com/containerd/stargz-
snapshotter/tree/v0.12.0#getting-estargz-images

ctr-remote: https://github.com/containerd/stargz-snapshotter/blob/v0.12.0/docs/ctr-remote.md
* CLI provided by Stargz Snapshotter project

* Enhanced configuration for eStargz (e.g. prefetch optimization)

ctr-remote image optimize --oci ghcr.io/ktock/foo:1 ghcr.io/ktock/foo:1-esgz
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eStargz on more tools in the community NTT ©
Tracker: https://github.com/containerd/stargz-snapshotter/issues/258

Podman/CRI-O
e Supports lazy pulling (Podman > v3.3.0, CRI-O >v1.22.0)

* Requires stargz-store plugin developed in Stargz Snapshotter project

podman run -rm -it ghcr.io/stargz-containers/python:3.9-esgz

BuildKit
* Lazy pulling of base images (>= v0.8) and remote cache (>=v0.10) (experimental)

buildx create --use --name lazy-builder ¥
--driver docker-container --driver-opt image=moby/buildkit:master ¥

--buildkitd-flags '--oci-worker-snapshotter=stargz’
buildx inspect --bootstrap lazy-builder
buildx build .
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P2P image distribution on IPFS NTT ©

® nerdctl + containerd enables P2P image distribution on IPFS (experimental)
® Images can be shared among nodes without registry

® eStargz-based lazy pulling is available on IPFS

Registry-based image distribution IPFS-based image distribution
Registry
— nerdctl push nerdctl pull

pusher node receiver node
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nerdctl: Docker-compatible CLI of containerd NTT ©
https://github.com/containerd/nerdctl

® Has same Ul/UX as Docker
nerdctl run -it --rm alpine

nerdctl push ghcr.io/ktock/myalpine:latest

nerdctl CLI

nerdctl build -t foo /dockerfile-dir

® Supports cutting-edge features
e rootless
* lazy-pulling (eStargz)
* encrypted images (OClcrypt) _
* P2Pimage distribution (IPFS) I:I:II'ItEII'IEFm

e container image signing and verifying (cosign)

containerd API

® Adopted by lima and Rancher Desktop
e container management tool for desktop

* https://medium.com/nttlabs/containerd-and-lima-39e0b64d2a59
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https://github.com/containerd/nerdctl
https://medium.com/nttlabs/containerd-and-lima-39e0b64d2a59

IPFS NTT (©)

https://ipfs.io

® P2P and content addressable data sharing protocol
® No central server is needed

® Content addressable by CID

IPFS
peer peer
ipfs add myfile.txt ipfs get QmZULKCELmmk5XNFCgTnCyFgAVXBRBXyDHGGMVOLFLiXEN

Content Addressable by CID (identifier based on the content’s hash)
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https://ipfs.io/

Configuration of OCI image for IPFS NTT ©

® Constructing DAG by CIDs
® Image is referenced by CID of the topmost “OCl descriptor” JSON

ipfs:// bafkreicq4dgébnkef5jud22ptedcwfz6kcvpvvhugeykfrwqSkrazf3muze

OCI descriptor JSON
\l, "mediaType": "application/vnd.oci.image.index.v1l+json",
CID

"digest": "sha256:28bfalfc6d491d3bee91bab451cab29c747e72917efacb@adcde73faffelf51c”,
- - . "size": 313,
application/vnd.oci.image. "urls": [

index.vl+json "ipfs://bafkreibix6q7y3kjdu565en2wridvmudor7hfel671fqvxcoop5p7ypvdq"”

d/ CID ]

application/vnd.oci.image.
manifest.vl+json

“schemaVersion”: 2,
“manifests”: [

{

“mediaType”: “application/vnd.oci.image.manifest.vl+json”,
“digest”: “sha256:f6eed19a288011000beld46fb5d114d094a59e35019d02558017297¢c8d9527d5”,

“size”: 506,

application/vnd.oci.image.
layer.vl.tar+gzip

“urls”: [
“ipfs://bafkreihw53izukeabeaaxyoun625cfgqsssz4niptubflahxff6i3fjh2u”

application/vnd.oci. 1,
image.config.vl+json .

Each item in OCl image supports arbitrary URLs as the data source
- we store CID (formed as IPFS URL)
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Image distribution on IPFS with nerdctl NTT ©

nerdctl push ipfs://ubuntu:20.04

® nerdctl supports ipfs:// prefix for an arbitrary image name
* nerdctl pushes the image to IPFS instead of registry

nerdctl pull ipfs://bafkreicqddgbnkef5ju422ptedcwfzekcvpvvhugeykfrwgSkrazf3imuze

nerdctl run ipfs://bafkreicqd4dgbnkef5jud22ptedcwfzekcvpvvhugeykfrwgSkrazf3muze

® ipfs://CID references animage on IPFS
* nerdctl gets the image from IPFS instead of the registry

nerdctl ipfs registry

® A read-only localhost registry backed by IPFS
* Image on IPFS is available via localhost:5050/ipfs/CID

® |PFS-agnostic tools (e.g. Kubernetes) can pull images from IPFS
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Enabling eStargz-based lazy pulling on IPFS

® Stargz Snapshotter supports lazy pulling of eStargz from IPFS

® 2 types of configurations are available (Native, Proxy)

IPFS Peer

eStargz
image

Native

Node(Peer)

IPFS

l:untainerm

IPFS Peer

Stargz Snapshotter

eStargz
image

IPFS

Proxy
(Kubernetes requires this configuration)
Node(Peer)
registry container[e)
AP
nerdctl

Stargz Snapshotter
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Node-to-node image sharing on Kubernetes

https://github.com/containerd/nerdctl/tree/master/examples/nerdctl-ipfs-registry-kubernetes

NTT (©)

® “nerdctl ipfs registry” canbe
used for node-to-node image sharing

® Pullable via localhost:5650/CID
 Kubenetes doesn’t support

Kubernetes cluster

IPFS node (seeder)

Build image, push
® nerdctl build

® nerdctl push ipfs://..

it to IPFS, ...

IPFS

example
configuration

Distribute images via IPFS

“ipfs://CID” image reference yet

® Add stargz-snapshotter if enable lazy
pulling

DaemonSet

IPFS
nerdctl ipfs registry

add stargz-snapshotter
if enable lazy pulling

DaemonSet

IPFS daemon {—)

IPFS daemon

nerdctl ipfs registry

IPFS

share images

T Pull from IPFS

Euntainerm

1 Pull from IPFS

among nodes

Euntainerm

node

node
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https://github.com/containerd/nerdctl/tree/master/examples/nerdctl-ipfs-registry-kubernetes

Future plan NTT ©

® Adding eStargz image spec to OCl vl

® Enabling lazy pulling on desktop applications
* e.g. Lima, Rancher Desktop, Podman Desktop, Docker Desktop...

® |PFS integration TODOs
* Performance analysis
* Enabling “ipfs://CID” reference on more tools (e.g. BuildKit, Kubernetes, ...)
e CID reproducibility
* “nerdctl push ipfs://” will produce different CIDs (e.g. for different
chunk size)
* Higher availability of data; “pinning services” might be used
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Discussion towards adding eStargz spec to OCivl NTT ©
https://github.com/opencontainers/image-spec/pull/877

B opencontainers /image-spec  Public < EditPins v  ®Watch 129 ~ % Fork 467 ¥¢ Star 2.3k

<> Code ( Issues 63 19 Pullrequests 13 ® Actions [ Projects @ Security 1 |~ Insights

Add eStargz specification to OCI v1 (support lazy pulling) #877 Edit <> Code~

joYel UM ktock wants to merge 1 commit into opencontainers:main from ktock:lazy-pulling (&

) Conversa tion 14 -o- Commits 1 El Checks 1 Files changed 7 +354 -0 mEEEE
0 ktock commented on 9 Nov 2021 @ - Reviewers
0 jiangliu SR
Resolves #815
esudo-bmitch S0
This PR adds support of lazy pulling to OCI Image Spec v1 by standardizing eStargz image format as an “
R . AkihiroSuda N
optional extension.
No need to introduce a new layer media type, because eStargz is fully compatible with Lillithlilly S
application/vnd.oci.image.layer.vl.tar+gz . A

® Proposed to OCl Image Spec vl (discussion is on-going)
® Backward-compatible extensions
* Extension for gzip layers (application/vnd.oci.image.layer.vl.tar+gz )
* Annotation for content verification:
org.opencontainers.image.estargz.toc.digest
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Summary

Pull is a time-consuming

containerd “remote snapshotter” gives extensibility for image distribution
eStargz images for starting containers before pull completion (a.k.a. lazy pulling)

* available on Kubernetes, containerd/nerdctl, CRI-O/Podman, BuildKit, Kaniko, ko,...
» stargz-snapshotter plugin is used for containerd

* Recent discussion for P2P image distribution on IPFS

eStargz is proposed to OCI Image Spec (discussion on-going)
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