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Simulation vs Formal Our Methodologies

Why do we need functional verification

Introduction

"Does this design do what is intended to do ?”

Goal :

Find systematic failures

Methods :

Simulation, Formal, Emulation and Prototyping
However :
No one of these methods can be used to completely verify an entire design or chip

« Formal, Simulation/Emulation and Prototyping complement each others
« Formal will find bugs that are missed by simulation and vise versa - They work very much together
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Simulation vs Formal Our Methodologies

What is Formal Verification ? How does it work ?
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Assume
Is it OK ?

Assert

Design

Is it working ?

Under Test
(Verification) “

v

A

Cover
Are we done ?
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Is Formal Verification easy to use ?

RTL Code

Write Properties

* script

//;Mat0ut1

: assert property (@(posedge
pMatOut2:
pMatOut3:
pMatOut4:

assert property (@(posedge
assert property (@(posedge
assert property (@(posedge

clk)$rose(startMatrixEvaluationxDI)|-> (## nrCMatrixEval (Outl == outputsxDO[G]));:\
clk)$rose(startMatrixEvaluationxDI)|-> (## nrCMatrixEval (Out2 == outputsxDO[1])));
clk)$rose(startMatrixEvaluationxDI)|-> (## nrCMatrixEval (Out3 == outputsxD0[2])));
clk)$rose(startMatrixEvaluationxDI)|-> (## nrCMatrixEval (Out4 == outputsxD0[3])));

pMatAul: assert property (@(posedge clk)$rose(startMatrixEvaluationxDI) |-> (## nrCMatrixEval AU1 == AUxDO[©]));
pMatAu2: assert property (@(posedge clk)$rose(startMatrixEvaluationxDI) |-> (## nrCMatrixEval AU2 == AUxXDO[1]));
\JTWatAUB: assert property (@(posedge clk)$rose(startMatrixEvaluationxDI) |-> (## nrCMatrixEval AU3 == AUxDO[2])); 4//

Simulation vs Formal Our Methodologies

ﬂ
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Results for every property

* Proof for the assertion
» Counter-Example
* Inconclusive proof

Property Summary Count
Azzumed 18
Prowven 44
Covered &
Inconclusive a
Fired a
Uncoverable a
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Introduction Simulation vs Formal

Simulation or formal ?

Reset
‘ State

State Space

A 4

TO : Simulation starts Time

Possible States
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Simulation based verification

A ‘
®
o O

® ® possible States
e ©
S X X
As the simulation progress = C I
@ ® 0
- Every clock cycle the gl @ ® o :
number of states explodes Reset : : o
State P )
® e
® o
®
®
®

>

Time

07/10/2021




Introduction Simulation vs Formal [ Our Methodologies

Simulation based verification Possible States

As the simulation progress :

-
-——

State Space

- Every clock cycle the
number of states explodes Reset

State

- We progress through a
specific path among the huge
number of states in the state
space

Time
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Simulation vs Formal

Our Methodologies

Simulation based verification Possible States
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Simulation based verification Possible States
Simulation enumerate one :
state every cycle ® © .. Simulation 2 [
§ [ /
= e & Simulation1 g
» e e® | 0 T
@ O
wn
Reset : ®
State ® 0
® 0
® 0
® Requires input stimulus :
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Time
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Simulation vs Formal

Introduction

Formal Verification
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Simulation vs Formal

Introduction

Formal Verification
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States are represented
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Simulation vs Formal

Introduction

Formal Verification
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Simulation vs Formal

Introduction

Formal Verification
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Our Methodology

Design Requirements

System Safety

N ~y (a . e ok
& Specification

-~ <
~ ~ _define s
-~
2 define
"o
s

Requirements'

- ’ » » - ***
develop .- Verification Requirements
— Model™™ Coverage Model | Natural Language
. e e ke
eference Mode o o Properties
o N\
- N
input input, input \\
AP “
Simulation using [JETs wettd Formal Property
e o ok . o . - ¢ K
[OAVAY | g HDL Design Verification
> ~ - 7’ ¥,
~ 7’
generate ~ i » generate
M Verification Results g
= e e e

etk oo e & Documentation
D A . = Ceesay-Seitz, K., Boukabache, H., Perrin, D.:

eilgn Shgsnoaers e A Functional Verification Methodology for Highly Parametrizable, Continuously Operating Safety-Critical
Verification engineers FPGA Designs: Applied to the CERN RadiatiOn Monitoring Electronics (CROME).

In: Proceedings of Computer Safety, Reliability, and Security - 39th International Conference (2020)

Requirements trace - - >
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Our UVM (Universal Verification Methodology) Test Bench

UVM Top module (SV) UVM Test (SystemVerilog = SV) —
DUV Instantiation UVM Sequences: generate constrained-random transactions gﬁﬂiguraﬁon Log Files
Interface (SV) UVM Environment
UVM Active Agent UVM Passive Agent
. < Signals =
Test entry function UVM Input < DUV z UVM Output
Monlitor j_ Design under Verification :3.' ; Monitor
DPI Interface < | . > (VHDL)
(SAV) UVM Driver =
A ; Virtual Interface UVM
> (SV) Transaction
Function UVM Sequencer Q
calls Properties
UVM Scoreboard \L
é{ Output comparison v :
v » Reference Model Wrapper X :ﬁ Coverage Collector
(S\) !
Ay 7 1 1
Reference :- IES-T-RESU L—T—S- : :' """""" \l/ """"""" :
Model . COVERAGE DATA __
(®)
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Zyng SoC

Introduction Simulation vs Formal Our Methodologies

Our Co-Simulation environment

7 Application Processing Unit (APU)

Processor

Processing System

AXI Interfaces

FPGA

/& Programmable Logic

Package, pins, and IOBs

07/10/2021

PS

PL

d EMU Linux-Kerel

Userspace

IP-Network

Supervision

Emulated Hardware Devices
BRAM Interrupt-Controller

Remote-Port (TLM)

afious Control Signals
eharge Measurement
ow Voltage Measurements

High Voltage Measurements

PL VHDL-Code
Simulation Top-Level

QUESTA RTL-Simulator
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Verification examples

150 ~150 input
configuration parameters .
Supervision | _Param || Software [
(SCADA) ) g ~40 calculations
60 ~20 measurements

measurements

Zyng SoC

Safety-critical
FPGA

b~

Alarm Units / Interlocking system

.
L
L

Alarm/Interlock Matrix:

Huge configurable logical formula
451 input bits (= 24°1 configuration options)

07/10/2021

Drives safety-critical outputs

sequential depth: 4 clock cycles
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Verification examples

Alarm Units / Interlocking system
150 ~150 input /
. . t ‘s
— gg?;'r?;ffa“"” Software PaTEme® | Safety-critical L+

Supervision | , -« - FPGA L | Alarm/Interlock Matrix:
(SCADA) ~40 calculations P

60 ~20 measurements g . :

measurements Huge configurable logical formula

Zyng SoC 451 input bits (= 24°1 configuration options)

Drives safety-critical outputs

sequential depth: 4 clock cycles

With a Reference model in SystemVerilog

(Only constraint: parameters do not change during 4 cycles of formula evaluation)
2

- 46 properties proven in 33 seconds (estimated simulation time: 8¥1013" years)

CPLD Fault: In one particular configuration radiation dose alert was not triggered
due to a wrong VHDL vector range
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Verification examples

CROME Bulk - Wall-Mounted Version

Exhaustively Proved radiation dose alarm generation

Findings :

Undocumented design decision
-> Fault in rounding mechanism only if internal result was negative
- Scenario not covered by simulation (400000 stimuli applied)

Fault that would happen after 7 years of continuous operation
- Found after 1 second with formal
- Would require > 7 years of simulation

07/10/2021




Introduction Simulation vs Formal Our Methodologies Conclusion

Co-simulation of a custom Linux distribution running user space apps, communicating with FPGA

Questa Sim-64 2021.3
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