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Defining Network Protocol standards

What is the process for defining Internet protocol standards? 
What’s happening in the research world that might affect Internet standards?
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• Why might you care about protocol standards? 

• How are Internet standards developed?
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Why Should You Care About Internet Standards?

4

To improve the systems you 
use – help meet your needs

Because you might learn something

To keep industry honest – a neutral point of view to 
evaluate technology, with no business agenda?

To make the network better, 
improve interoperability, and 
for the common good
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Internet Standards
• The Internet Engineering Task Force (IETF) is a large open 

international community of protocol designers, network operators, 
vendors, and researchers concerned with the evolution of the 
Internet architecture and the smooth operation of the Internet. 

• The mission of the IETF is to make the Internet work better by 
producing high quality, relevant technical documents (“RFCs”) that 
influence the way people design, use, and manage the Internet.
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Internet Standards
• The Internet Engineering Task Force (IETF) is a large open 

international community of protocol designers, network operators, 
vendors, and researchers concerned with the evolution of the 
Internet architecture and the smooth operation of the Internet. 

• The mission of the IETF is to make the Internet work better by 
producing high quality, relevant technical documents (“RFCs”) that 
influence the way people design, use, and manage the Internet. 

• The Internet Research Task Force (IRTF) promotes the evolution 
of the Internet through applied, longer-term, research on Internet 
protocols, applications, architecture and technology
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 ~130 working groups in 7 areas 
general 

operations and management 
applications and real-time 

transport services 
security 
routing  

internetworking 

Open and volunteer-driven 
Publishes Internet standards RFCs 
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How to IETF?
• Identify a problem of relevance to the standards community 

• Check if the IETF is interested in your work 

• Develop your ideas in an IETF working group 

• … 

• Profit…?
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When to Bring Work to the IETF?
• Don’t start too early – IETF is not a place to do research 

• Once you think you’ve identified a problem that fits one of the 
IETF’s work areas, and built a prototype to demonstrate utility, 
only then bring the work to IETF 
• When the scope is well defined and the problem understood 

• When the research is largely complete, and engineering is needed 

• When you know your idea is sound, and want to see it used

10

Problem

Community

Working Group

Review

RFC Publication

http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
https://csperkins.org/
https://csperkins.org/


Colin Perkins | https://csperkins.org/ | Copyright © 2021 University of Glasgow

Find your home in the IETF community (1/3)
• Read Tao of IETF: https://www.ietf.org/tao.html 

• IETF is a large organisation, with its own rituals, 
culture, and process 

• Don’t worry about all the details, but it helps to 
have an idea
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Find your home in the IETF community (2/3)
• Does your idea fit into the charter of an existing group? 

• Do you want to extend, update, or improve an existing 
protocol?  

• Talk to the chairs of the working group developing that 
protocol 

• Not sure where the work fits? 
• Join the working group email lists, watch the meeting 

recordings, read the drafts – see how they work, then 
participate
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Find your home in the IETF community (3/3)
• If there is no suitable working group, does your idea fit in 

the scope of an existing IETF area? 
• e.g., you want to standardise a new protocol  

• Talk to the relevant Area Director – they’ll help you start a 
new working group, or direct you to an area working group 
that handles new work 

• No suitable IETF area?  
• Is the IETF the right standards organisation for you? 

• Is your idea maybe still research? ➝ talk to the IRTF
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The Working Group Process (1/2)

14

Iterative, multi-stage, review process until rough consensus and running code
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The Working Group Process (2/2)
• Consensus can be slow, with 

multiple rounds of review 

• Your idea will be developed, 
modified, changed beyond 
expectation as it progresses 
through the process 

• Few ideas survive contact with 
deployment reality unscathed
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How Long Does It Take?

• The consensus process is slow: standards take around 3 years, and 12 revisions, 
before publication 

• It’s getting slower over time – the network is becoming more complex, more 
interdependencies 

• Successful protocols are generally deployed as they’re being developed

16
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Figure 3: Days from �rst draft to RFC publication

Figure 4: Number of drafts per RFC

Figure 5: RFC page counts

RFC Length. One may conjecture that this slowdown is driven by
longer RFCs that contain more material. To explore this, Figure 5
shows the median page count of RFCs. This shows that the increase
in the duration of the standardisation process for RFCs cannot
be attributed to RFCs becoming longer: median page counts have
remained stable.
Relationships between RFCs. RFCs themselves may be becoming
more complex as a result of them needing to describe their relation-
ship with older standards. As the Internet has evolved and matured,
applications and protocols must be maintained, and new standards

Figure 6: RFCs that update or obsolete previous RFCs

Figure 7: Citations from RFCs to other Internet-Drafts and
RFCs per RFC

Figure 8: Keyword occurrences per page

need to interoperate with existing RFCs. Figure 6 highlights this,
showing the proportion of RFCs that are published each year that
update (i.e., extend or augment) or obsolete (i.e., replace) one or
more previously published RFCs. Intuitively, this percentage has
slowly increased as the IETF has matured: in 2020, more than 30%
of RFCs updated or made obsolete a previous RFC. Figure 7 expands
on this, showing the median number of citations from each RFC to
other Internet-Drafts and RFCs. This similarly shows that RFCs are
increasingly referring to prior work.
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need to interoperate with existing RFCs. Figure 6 highlights this,
showing the proportion of RFCs that are published each year that
update (i.e., extend or augment) or obsolete (i.e., replace) one or
more previously published RFCs. Intuitively, this percentage has
slowly increased as the IETF has matured: in 2020, more than 30%
of RFCs updated or made obsolete a previous RFC. Figure 7 expands
on this, showing the median number of citations from each RFC to
other Internet-Drafts and RFCs. This similarly shows that RFCs are
increasingly referring to prior work.
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lens of RFC deployment”, ACM IMC 
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RFC Publication
• Eventually, an RFC is published – your idea is now an 

Internet Standard
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RFC Publication
• Eventually, an RFC is published – your idea is now an 

Internet Standard 

• Was it worth it? 
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RFC Publication
• Eventually, an RFC is published – your idea is now an 

Internet Standard 

• Was it worth it?  
• If your goal was to improve the network, or better understand, 

the network – yes! 

• If your goal was develop a new protocol, build momentum for 
deployment, encourage multiple implementations – yes! 

• As a way to get industry contacts – yes! 

• As a research publication? No

19
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Who writes IETF standards? (1/3)
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Figure 13: Authorship a�liations (normalised)

North America, while still disproportionately over represented, is
becoming less dominant. 75% of authors were from North America
in 2001, and this has declined to 44% in 2020. At the same time,
representation of both Europe and Asia has grown, from 17% to 40%
and 6% to 14%, respectively. However, Africa and South America
remain heavily underrepresented, with only ⇡0.5% of authors com-
ing from either continent in 2020. This suggests that, if the IETF is
to become more geographically representative, further e�orts are
needed.
A�liations. Figure 13 shows the top 10 a�liations by proportion
of authors each year. A�liation data is gathered from the Data-
tracker, and processed to normalise a�liation names, removing
common variations in spelling, and amalgamating known subsidi-
aries and merged companies. For example, Huawei and Futurewei
are combined as Huawei, and Sun Microsystems is merged with
Oracle.

From Figure 13, we observe several interesting trends. First, Cisco
remains a consistent employer of IETF contributors, with around
12% of authors a�liated with the company in 2020, and having been
the single largest a�liation across all years in the dataset. We can
also see the rise of Huawei beginning in 2005, with 7.1% of authors
being a�liated with the company in 2020, having peaked at 9.7% in
2018. Google has a similar trajectory, �rst appearing in the dataset
in 2006, with 3.8% of authors being a�liated with it in 2020.

We also observe the decline of a number of a�liations. Microsoft
and Nokia, having peaked with 3.3% and 3.6% of authors, had 0.7%
and 1.7% of authors in 2020, respectively, with the absolute number
of authors from both companies also declining.

That we are able to observe changing trends in author a�liations,
and in particular, that participants from new companies contribute,
indicates that the IETF has broader relevance beyond a narrow set
of companies. While we do not demonstrate any causal link, it is
encouraging that commercially successful companies opt to enable
their employees to actively participate in the IETF. Care is needed to
ensure that this relevance is maintained, however: we observe that
the author pool has grown less diverse in terms of companies that
are represented. 35.4% of authors came from the top 10 a�liations
in the dataset in 2020, compared with 25.6% in 2001.
Academia and consultants. Academic a�liations are thosewhere
the a�liation name contains “University”, “Institute”, or “College”,
while consultancy a�liations are those that contain “Consultant“.

Figure 14: Academic a�liations (normalised)

Figure 15: Percentage of new authors per year.

A�liation data has been normalised to remove common abbre-
viations (e.g., “U.” for “University”) and to translate non-English
a�liations. As shown in Figure 13, we �nd that an increasing num-
ber of authors come from academic a�liations, growing from 8.1%
of authors in 2001, to 13.6% in 2020, having peaked at 16.5% in 2009.
The number of consultants, by our measure, has remained stable,
accounting for 2% of authors in 2020. The remaining authors are
largely from industrial a�liations.

Figure 14 shows the top 10 academic a�liations in the dataset,
and the percentage of academic authors that have those a�liations
over time. In general, academic a�liations are each typically held
by a small number of authors. We can see a number of trends in
academic authorship, with fewer authors from Columbia University,
MIT, and ISI in recent years, and the rise of Tsinghua University
and University Carlos III of Madrid.
Arrival of new authors. Finally, Figure 15 shows the percentage
of authors in each year that have not previously authored an RFC.
Given that the dataset used here begins in 2001, 100% of authors
are new in that year. The more stable trend in recent years likely
highlights the churn in RFC authorship, with around 30% of authors
each year having never previously authored an RFC.
Summary. The trends highlighted in this section indicate a pool of
authors that is diversifying and changing over time, with a growing
proportion of authors from outside of North America, contributions
from new companies and a�liations, and relatively high authorship

~15% of authors 
from academia
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Figure 13: Authorship a�liations (normalised)

North America, while still disproportionately over represented, is
becoming less dominant. 75% of authors were from North America
in 2001, and this has declined to 44% in 2020. At the same time,
representation of both Europe and Asia has grown, from 17% to 40%
and 6% to 14%, respectively. However, Africa and South America
remain heavily underrepresented, with only ⇡0.5% of authors com-
ing from either continent in 2020. This suggests that, if the IETF is
to become more geographically representative, further e�orts are
needed.
A�liations. Figure 13 shows the top 10 a�liations by proportion
of authors each year. A�liation data is gathered from the Data-
tracker, and processed to normalise a�liation names, removing
common variations in spelling, and amalgamating known subsidi-
aries and merged companies. For example, Huawei and Futurewei
are combined as Huawei, and Sun Microsystems is merged with
Oracle.

From Figure 13, we observe several interesting trends. First, Cisco
remains a consistent employer of IETF contributors, with around
12% of authors a�liated with the company in 2020, and having been
the single largest a�liation across all years in the dataset. We can
also see the rise of Huawei beginning in 2005, with 7.1% of authors
being a�liated with the company in 2020, having peaked at 9.7% in
2018. Google has a similar trajectory, �rst appearing in the dataset
in 2006, with 3.8% of authors being a�liated with it in 2020.

We also observe the decline of a number of a�liations. Microsoft
and Nokia, having peaked with 3.3% and 3.6% of authors, had 0.7%
and 1.7% of authors in 2020, respectively, with the absolute number
of authors from both companies also declining.

That we are able to observe changing trends in author a�liations,
and in particular, that participants from new companies contribute,
indicates that the IETF has broader relevance beyond a narrow set
of companies. While we do not demonstrate any causal link, it is
encouraging that commercially successful companies opt to enable
their employees to actively participate in the IETF. Care is needed to
ensure that this relevance is maintained, however: we observe that
the author pool has grown less diverse in terms of companies that
are represented. 35.4% of authors came from the top 10 a�liations
in the dataset in 2020, compared with 25.6% in 2001.
Academia and consultants. Academic a�liations are thosewhere
the a�liation name contains “University”, “Institute”, or “College”,
while consultancy a�liations are those that contain “Consultant“.
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Figure 14: Academic a�liations (normalised)

Figure 15: Percentage of new authors per year.

A�liation data has been normalised to remove common abbre-
viations (e.g., “U.” for “University”) and to translate non-English
a�liations. As shown in Figure 13, we �nd that an increasing num-
ber of authors come from academic a�liations, growing from 8.1%
of authors in 2001, to 13.6% in 2020, having peaked at 16.5% in 2009.
The number of consultants, by our measure, has remained stable,
accounting for 2% of authors in 2020. The remaining authors are
largely from industrial a�liations.

Figure 14 shows the top 10 academic a�liations in the dataset,
and the percentage of academic authors that have those a�liations
over time. In general, academic a�liations are each typically held
by a small number of authors. We can see a number of trends in
academic authorship, with fewer authors from Columbia University,
MIT, and ISI in recent years, and the rise of Tsinghua University
and University Carlos III of Madrid.
Arrival of new authors. Finally, Figure 15 shows the percentage
of authors in each year that have not previously authored an RFC.
Given that the dataset used here begins in 2001, 100% of authors
are new in that year. The more stable trend in recent years likely
highlights the churn in RFC authorship, with around 30% of authors
each year having never previously authored an RFC.
Summary. The trends highlighted in this section indicate a pool of
authors that is diversifying and changing over time, with a growing
proportion of authors from outside of North America, contributions
from new companies and a�liations, and relatively high authorship
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• Small, but determined, research groups can 
have outsized impact 

• Strong contributions from diverse range of 
institutions – not all standards are driven by 
large technology companies 

• The process rewards participants that can 
commit to long-term engagement

Who writes IETF standards? (3/3)
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Academic RFC authorship from IETF datatracker records; 
data mostly complete since early 2000s, preliminary analysis
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• What networking research topics might develop 
into the basis for future standards? 

• How might they affect the Internet we use?

23
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What About Pre-Standards Research?

24

The Internet Research Task Force (IRTF) 
can provide a link between research and 

standards communities
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IRTF Activities
• Organised around longer-term research groups, 

meeting co-located with IETF 

• Open discussion forums where researchers and 
industry standards makers can explore feasibility 
of research ideas 

• A venue where researchers can learn from the 
engineers who build and operate the Internet – 
and where the standards, implementation, and 
operations community can learn from research
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DINRG 
Decentralised Internet 

Infrastructure

ICCRG 
Congestion Control 

NMRG 
Network Management 

GAIA 
Global Access to the  

Internet for All

NWCRG 
Network Coding

QIRG 
Quantum Internet 

ICNRG 
Information-centric 

Networking

COINRG 
Computation in the  

Network

PEARG 
Privacy Enhancements 

and Assessments

CFRG 
Crypto Forum Research 

Group

HRPC 
Human Rights Protocol 

Considerations

MAPRG 
Measurement and 

Analysis for Protocols

PANRG 
Path Aware Networking 

T2TRG 
Thing-to-Thing 
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Security, Privacy, and Human Rights

• Begin to understand how Internet protocols and standards impact human rights and 
privacy – at the Internet infrastructure level 

• Discuss interplay between security mechanisms, privacy, and human rights; seek to 
raise awareness of broader societal and policy issues to the IETF community
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Cryptographic Primitives, 
Techniques, and Guidance

Privacy Enhancing Technologies, 
Guidance, and Implications

Human Rights  
Considerations

CFRG PEARG

HRPC
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Content-Aware Networking and Computation

• Alternative internet architectures that emphasise 
content-aware and programmable infrastructure 
• Programmable, content-aware, routing and forwarding 

• Pervasive in-network caching and computation 

• Focus on data and computation rather than devices 
• What does internetworking mean in a content-aware 

software-defined network? 

• Can we/should we re-structure the network around data and computation?
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ICNRG

Named Data

COINRG

Named Functions 

Current host-centric Internet
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Path Aware Networking

• Can we benefit from making applications and 
transport protocols aware of the network path 
taken – or by making the network path aware 
of the application or transport? 

• Introduces a new control point for operators; 
questions around trust, privacy, and network 
neutrality are poorly understood 

• But – potentially improves performance and 
gives precise control over routing/forwarding
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Anatomy of the Path Layer
• UDP encapsulation 

• userspace 
implementation 

• ports for NAT 
• ~95% deployable 

today 
• encoding for  

signaling mechanisms 
• crypto to protect 

transport headers and 
above

17

Internet Layer

ip4 ip6

Transport Layer

tcp+ sctp+

Path Layer

neo

UDP encapsulation

shim
DTLS (or other crypto)

path signaling

Source: Brian Trammell, presentation at IETF 96 PLUS BoF

PANRG
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Designing the Quantum Internet
• How to establish and control inter-domain paths that 

can distribute entangled quantum state? 
• Quantum key distribution for security 

• Distributed quantum computation 

• Quantum entanglement as a service – how can we build 
distributed quantum computers?
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Entanglement for everyone

Enabling quantum communication between local 
quantum processors anywhere on earth. 

Source: Axel Dahlberg, presentation at IETF 103 QIRG meeting

QIRG

http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
http://creativecommons.org/licenses/by-nd/4.0/
https://csperkins.org/
https://csperkins.org/


Colin Perkins | https://csperkins.org/ | Copyright © 2021 University of Glasgow

Global Access and Sustainability
• How to address the global digital divide? 

• Sharing expertise, raising awareness of global 
access challenges
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GAIA

1

Community Cellular Networks in the Philippines: 
Experiences from the VBTS Project

Commission on Higher Education
Philippine-California Advanced Research Institutes
Institute for Information Infrastructure Development - 2017-31

Source: Maria Theresa Perez, “Community Cellular Networks in the Philippines: 
Experiences from the VBTS project”, Presentation to IRTF GAIA RG, November 2019, 
https://www.ietf.org/proceedings/106/slides/slides-106-gaia-up-vbts-philippines-00
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Advanced Protocol Development
• Measuring and understanding network behaviour 

• Linking research and standards community to help: 
• Develop new congestion control and network coding 

algorithms; measure and understand performance 

• Develop intent-based and AI-based approaches to network 
management 

• Understand issues of trust- and identity- management, name 
resolution, resource/asset ownership, and resource discovery 
in decentralised infrastructure 

• Understand research challenges in IoT based on initial real-
world deployment experience 

• Fostering collaboration and interaction between industry 
and research
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Why should you care about protocol 
standards?

• The network is not finished – existing standards are evolving; many speculative 
new research ideas under discussion close to the standards world 

• The standards process is perhaps more open than you think – you can change 
the network to reflect your needs and your vision
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