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Defining Network Protocol standards

What is the process for defining Internet protocol standards?
What's happening in the research world that might affect Internet standards?
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'IVW  Why might you care about protocol standards?
® I ?
1 E T F How are Internet standards developed
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Why Should You Care About Internet Standards?

Because you might learn something

To improve the systems you o
use — help meet your needs \V

To make the network better,
improve interoperability, and
for the common good

To keep industry honest — a neutral point of view to
evaluate technology, with no business agenda? 1 ET F
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Internet Standards

 The Internet Engineering Task Force (IETF) is a large open
international community of protocol designers, network operators,

vendors, and researchers concerned with the evolution of the 'z\//\/\/\/\:
Internet architecture and the smooth operation of the Internet.
 The mission of the IETF is to make the Internet work better by 1 ETF

producing high quality, relevant technical documents ("RFCs") that
influence the way people design, use, and manage the Internet.
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Internet Standards

 The Internet Engineering Task Force (IETF) is a large open
international community of protocol designers, network operators,

vendors, and researchers concerned with the evolution of the W\/\/\/\:
Internet architecture and the smooth operation of the Internet.

 The mission of the IETF is to make the Internet work better by 1 ETF
producing high quality, relevant technical documents ("RFCs”) that
influence the way people design, use, and manage the Internet.

00 O08
 The Internet Research Task Force (IRTF) promotes the evolution .%AM
of the Internet through applied, longer-term, research on Internet LRI
protocols, applications, architecture and technology I R T F
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~130 working groups in 7 areas
general

operations and management

applications and real-time

transport services

security

routing

internetworking

Open and volunteer-driven
Publishes Internet standards RFCs
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How to IETF?

Problem * |dentify a problem of relevance to the standards community

Community e Check if the IETF is interested in your work
Working Group  Develop your ideas in an IETF working group

Review ° ..

RFC Publication e Profit. . ?
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When to Bring Work to the IETF?

Problem  Don't start too early — IETF is not a place to do research

Community * Once you think you've identified a problem that fits one of the
IETF’'s work areas, and built a prototype to demonstrate utility,

only then bring the work to IETF

Working Grou
J P  When the scope is well defined and the problem understood

_ * \When the research is largely complete, and engineering is needed
Review

* When you know your idea is sound, and want to see it used

RFC Publication
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Find your home in the IETF community (1/3)

i

@00 (< g o =T 0

 ermemarmaan——— B * Read Tao of IETF: https://www.ietf.org/tao.html

News & blog Contact Q Search Tools

ABOUT TOPICS OF INTEREST HOW WE WORK INTERNET STANDARDS

A About > Participate in the IETF -  |ETF is a large organisation, with its own rituals,
The Tao of IETF culture, and process

A Novice's Guide to the Internet Engineering Task Force

 Don’t worry about all the detalls, but it helps to
have an idea

In this section v

Niels ten Oever and Kathleen Moriarty, Editors
Copyright © 2019 IETF Trust. All rights reserved.

About This Document

The current version of this web page can always be found at
[https://www.ietf.org/tao.html]. To contribute to this document or to discuss its
content, please join the "tao-discuss" mailing list
[https://www.ietf.org/mailman/listinfo/tao-discuss]. A history of the major
versions of the Tao can be found here. This particular version was created on
2018-11-08.

This web page is in English. There is a list of translations of the Tao of the IETF.

Abstract
This document introduces you to the 'ways of the IETF" it will convey the might
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Find your home in the IETF community (2/3)

@ www.ietf.org/how/wgs/ ¢ I'ﬁ ]

* Does your idea fit into the charter of an existing group? - oanames

... IETF | Working groups +

News & blog Contact Q Search Tools

Do you want to extend, update, or improve an existing
protocol?

ABOUT TOPICS OF INTEREST HOW WE WORK INTERNET STANDARDS

A > How we work >

* Talk to the chairs of the working group developing that Working groups

t I Working Groups (WGs) are the primary mechanism for
pr'O OCO development of IETF specifications and guidelines, many of
which are intended to be standards or recommendations.

In this section v

e Not sure where the work fits?

Working Groups are typically created with a charter that describes the specific
problem or deliverables (a guideline, standards specification, etc.) it has been

[ JOln the WO rkl ng g rou p emall IlStS, WatCh the meetl ng formed to address. WG charters state the scope of work for group, and lay out

goals and milestones that show how this work will be completed.

reCOrdingS, read the drafts - See hOW they Work, then There are typically over 100 active Working Groups at any particular time, and

rt- . t each is part of an Area that is most relevant to its work. While Working Groups
pa ICI pa e are generally expected to be short-lived in nature, some provide ongoing

improvements of established protocols. Upon completion of its goals and
achievement of its objectives, a Working Group is concluded. The IETF
Datatracker provides a complete list of all active working groups.

If you are interested in contributing to a particular Working Group, the
information about participating in the IETF may be helpful.
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Find your home in the IETF community (3/3)

| NON BEEY & o =  ©

al

B

@ www.ietf.org/how/wgs/ &

 |f there is no suitable working group, does your idea fit in )
the scope of an existing IETF area? News 8biog  Contact Q SearchToo

ABOUT TOPICS OF INTEREST HOW WE WORK INTERNET STANDARDS

* e.g., you want to standardise a new protocol

A > How we work >

e Talk to the relevant Area Director — they’ll help you start a Working groups
Working Groups (WGs) are the primary mechanism for

new working group, or direct you to an area working group development of IETF specifications and guidelines, many of
that handles new WoO rk which are intended to be standards or recommendations.

In this section v

. Working Groups are typically created with a charter that describes the specific
® N O S u Ita b I e I ET F a rea? problem or deliverables (a guideline, standards specification, etc.) it has been
formed to address. WG charters state the scope of work for group, and lay out
goals and milestones that show how this work will be completed.

e |s the IETF the right standards organisation for you?

There are typically over 100 active Working Groups at any particular time, and
each is part of an Area that is most relevant to its work. While Working Groups
P IS you r idea maybe Sti II resea rCh? —) tal k to the I RTF fare generally expected t'o be short-lived in nature, somg prov?de ongoing

improvements of established protocols. Upon completion of its goals and
achievement of its objectives, a Working Group is concluded. The IETF
Datatracker provides a complete list of all active working groups.

If you are interested in contributing to a particular Working Group, the
information about participating in the IETF may be helpful.
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The Working Group Process (1/2)

A Call for Congestion Defense in Depth

* Stop depending on the kindness of
; stack developers

lvealways
depended on .

. : . * At network access
the kindness o Ak hottlenecks
'ofstung Y s € S Sicels o,
. r e * Think of AQM as enforcement,not
i | g - just signalling

" A Streetcar N.lmed‘. ’

* |solate users from each others

TRRWE e~

Iterative, multi-stage, review process until rough consensus and running code
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The Working Group Process (2/2)

Updating TCP to Support Rate-Limited Traffic e Consensus can be SlOW, with
RFC 7661 _ _
multiple rounds of review

Status = IESG evaluation record  IESG writeups  Email expansions = History

Versions 00 01 02 03 04 05 06 07 08 09 10 11 12 13 . Your idea WiII be developed,
j;it:fiiii‘:;ﬁ:f,‘;i‘:;zi‘““” e s modlfled_, Changed beyond
i oy - P expectation as it progresses

| | | | I | I | |
N N QY M & & » \ ) N
~ > >SS > > g "z " > >S5 O >
$ §  SE &S S5Es & Féd ¢ through the process
Document Type RFC - Experimental (October 2015; No errata)

szzoéf;?:—ilifc—tzci?i—newcwv (tcpm WG) ¢ FeW id eaS S U rVive CO nta Ct With
Authors Gorry Fairhurst &, Arjuna Sathiaseelan &, Raffaello Secchi & d e p I Oym e nt real ity u n Scath ed

Last updated 2018-12-20
Replaces draft-fairhurst-tcpm-newcwv
Stream Internet Engineering Task Force (IETF)
Formats [3) plain text html pdf [Qhtmlized [3bibtex
Reviews SECDIR Last Call Review (of -10): Has Nits

GENART Last Call Review (of -10): Ready with Nits
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How Long Does It Take?

4 —— Median
25th-75th percentile

N
o

| — Median
25th-75th percentile

=
o1
1

Days from first draft to RFC publication
ol ~ o N
o ol o o1
o o (@) o
Number of drafts before publication
o o

o
o

e The consensus process is slow: standards take around 3 years, and 12 revisions,
before publication

e |t's getting slower over time — the network is becoming more complex, more
iInterdependencies

e Successful protocols are generally deployed as they're being developed
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RFC Publication

 Eventually, an RFC is published — your idea is now an
Internet Standard

RFC: 8834
Category: Standards Track
Published: January 2021
ISSN: 2070-1721
Authors: C. Perkins M. Westerlund  J. Ott
University of Glasgow  Ericsson Technical University Munich

RFC 8834
Media Transport and Use of RTP in WebRTC

Abstract

The framework for Web Real-Time Communication (WebRTC) provides support for direct
interactive rich communication using audio, video, text, collaboration, games, etc. between two
peers' web browsers. This memo describes the media transport aspects of the WebRTC
framework. It specifies how the Real-time Transport Protocol (RTP) is used in the WebRTC
context and gives requirements for which RTP features, profiles, and extensions need to be
supported.

Status of This Memo

This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force (IETF). It represents the
consensus of the IETF community. It has received public review and has been approved for
publication by the Internet Engineering Steering Group (IESG). Further information on Internet
Standards is available in Section 2 of RFC 7841.

Information about the current status of this document, any errata, and how to provide feedback
on it may be obtained at https://www.rfc-editor.org/info/rfc8834.

Copyright Notice

Copyright (c) 2021 IETF Trust and the persons identified as the document authors. All rights
reserved.

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF
Documents (https://trustee.ietf.org/license-info) in effect on the date of publication of this
document. Please review these documents carefully, as they describe your rights and restrictions
with respect to this document. Code Components extracted from this document must include
Simplified BSD License text as described in Section 4.e of the Trust Legal Provisions and are
provided without warranty as described in the Simplified BSD License.

Perkins, et al. Standards Track Pagel
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RFC Publication

 Eventually, an RFC is published — your idea is now an
Internet Standard

RFC: 8834
Category: Standards Track
Published: January 2021
ISSN: 2070-1721
Authors: C. Perkins M. Westerlund  J. Ott
University of Glasgow  Ericsson Technical University Munich

RFC 8834

Media Transport and Use of RTP in WebRTC ° Wa S i t WO r t h i t?

Abstract

The framework for Web Real-Time Communication (WebRTC) provides support for direct
interactive rich communication using audio, video, text, collaboration, games, etc. between two
peers' web browsers. This memo describes the media transport aspects of the WebRTC
framework. It specifies how the Real-time Transport Protocol (RTP) is used in the WebRTC
context and gives requirements for which RTP features, profiles, and extensions need to be
supported.

Status of This Memo

This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force (IETF). It represents the
consensus of the IETF community. It has received public review and has been approved for
publication by the Internet Engineering Steering Group (IESG). Further information on Internet
Standards is available in Section 2 of RFC 7841.

Information about the current status of this document, any errata, and how to provide feedback
on it may be obtained at https://www.rfc-editor.org/info/rfc8834.

Copyright Notice

Copyright (c) 2021 IETF Trust and the persons identified as the document authors. All rights
reserved.

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF
Documents (https://trustee.ietf.org/license-info) in effect on the date of publication of this
document. Please review these documents carefully, as they describe your rights and restrictions
with respect to this document. Code Components extracted from this document must include
Simplified BSD License text as described in Section 4.e of the Trust Legal Provisions and are
provided without warranty as described in the Simplified BSD License.

Perkins, et al. Standards Track Page 1
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RFC Publication

 Eventually, an RFC is published — your idea is now an
Internet Standard

RFC: 8834
Category: Standards Track
Published: January 2021
ISSN: 2070-1721
Authors: C. Perkins M. Westerlund  J. Ott
University of Glasgow  Ericsson Technical University Munich
RFC 8834
Media Transport and Use of RTP in WebRTC ° W 't th . tf)
dsS It wortn It:
Abstract

The framework for Web Real-Time Communication (WebRTC) provides support for direct

[}
interactive rich communication using audio, video, text, collaboration, games, etc. between two ) I f O r O a I a S t O m ro e th e n et O rk O r b ette r n d e rSt a n d
peers' web browsers. This memo describes the media transport aspects of the WebRTC y u g W I p V W y u y
framework. It specifies how the Real-time Transport Protocol (RTP) is used in the WebRTC

context and gives requirements for which RTP features, profiles, and extensions need to be

the network — yes!

Status of This Memo

This is an Internet Standards Track document.

et ot e et i s e 7 s e |f your goal was develop a new protocol, build momentum for

consensus of the IETF community. It has received public review and has been approved for

e g e oup S0 e nformtion o e deployment, encourage multiple implementations — yes!

Information about the current status of this document, any errata, and how to provide feedback
on it may be obtained at https://www.rfc-editor.org/info/rfc8834.

Copyright Notice  As a way to get industry contacts — yes!

Copyright (c) 2021 IETF Trust and the persons identified as the document authors. All rights
reserved.

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF
Documents (https://trustee.ietf.org/license-info) in effect on the date of publication of this
document. Please review these documents carefully, as they describe your rights and restrictions
with respect to this document. Code Components extracted from this document must include
Simplified BSD License text as described in Section 4.e of the Trust Legal Provisions and are

provided without warranty as described in the Simplified BSD License. ® AS a re S e a rC h p u b I i Ca t i O n ? N O

Perkins, et al. Standards Track Page 1
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Who writes IETF standards? (1/3)
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~15% of authors

If from academia
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Who writes IETF standards? (2/3)
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Who writes IETF standards? (3/3)

Columbia University

Universitaet Bremen

UscCl/isl

National Institute of Standards and Technology
INRIA

UC3M

University of Aberdeen

University College London
Tsinghua University

University of Glasgow
Massachusetts Institute of Technology
Harvard University

Univ. of Auckland

UCLA

Muenster Univ. of Applied Sciences
University of Auckland

Jacobs University

University of California Berkeley
Aalto University

TU Braunschweig

Carnegie Mellon University
Johns Hopkins University
University of Washington
University of Southampton
University of Oslo

Stanford University

University of Cambridge

Keio University

University of St Andrews
University of Patras

Yale University

University of Stuttgart

Universite catholique de Louvain
Technische Universitaet Muenchen
Johns Hopkins University
Helsinki University of Technology
Lulea University of Technology
University of Twente

University of Napoli

University of Helsinki

Purdue University

International University Bremen
Georgetown University

 Small, but determined, research groups can
have outsized impact

e Strong contributions from diverse range of
institutions — not all standards are driven by
large technology companies

 The process rewards participants that can
commit to long-term engagement
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e \WWhat networking research topics might develop
into the basis for future standards?

e How might they affect the Internet we use?
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What About Pre-Standards Research?

The Internet Research Task Force (IRTF)

can provide a link between research and
v — . standards communities
<><><><> <><><<>><>
é; usenix .:Q\A%M
L o rens D5 0060
I R T F
\ ':\\A/\/\\/\/\:'
1 ETF
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IRTF Activities

 Organised around longer-term research groups, CFRG COINRG DINRG
meeting co-located with IETF AT T et

e Open discussion forums where researchers and
iIndustry standards makers can explore feasibility G,OS@@!f;the HmthFg. C'?(t:%cf"l
Of researCh |deaS Internet for All Considerations

e A venue where researchers can learn from the ICNRG MAPRG NMRG
engineers who build and operate the Internet — T Networking Analysis for Protocols ot anagemen
and where the standards, implementation, and
operations community can learn from research NWCRG PANRG PEARG

Path Aware Networking Privacy Enhancements

Network Coding and Assessments

QIRG T2TRG
Quantum Internet Thing-to-Thing
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Security, Privacy, and Human Rights

Cryptographic Primitives, Privacy Enhancing Technologies,
Guidance, and Implications

Techniques, and Guidance

\ HRPC

Human Rights
Considerations

e Begin to understand how Internet protocols and standards impact human rights and
privacy — at the Internet infrastructure level

e Discuss interplay between security mechanisms, privacy, and human rights; seek to
raise awareness of broader societal and policy issues to the IETF community
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Content-Aware Networking and Computation

» Alternative internet architectures that emphasise Current host-centric Internet

content-aware and programmable infrastructure
* Programmable, content-aware, routing and forwarding
 Pervasive in-network caching and computation

e Focus on data and computation rather than devices
 What does internetworking mean in a content-aware ICNRG B e dll COINRG

software-defined network? Named Data Named Functions

e Can we/should we re-structure the network around data and computation?
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Path Aware Networking

Transport Layer m

tcp+ | | sctp+ neo —

DTLS (or other crypto) Path Layer
shim
path signaling
UDP encapsulation
] ip4 Ip6 @i A\
Internet Layer

‘@ @ @ \ Colin Perkins | https://csperkins.org/ | Copyright © 2021 University of Glasgow

e Can we benefit from making applications and
transport protocols aware of the network path
taken — or by making the network path aware
of the application or transport?

e |ntroduces a new control point for operators;
guestions around trust, privacy, and network
neutrality are poorly understood

e But — potentially improves performance and
gives precise control over routing/forwarding
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Designing the Quantum Internet

* How to establish and control inter-domain paths that Entanglement for everyone
can distribute entangled quantum state? —

 Quantum key distribution for security

e Distributed quantum computation

e Quantum entanglement as a service — how can we build

distributed quantum computers?

Enabling quantum communication between local
quantum processors anywhere on earth.
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Global Access and Sustainability

* How to address the global digital divide?

e Sharing expertise, raising awareness of global
access challenges

Source: Maria Theresa Perez, “Community Cellular Networks in the Philippines:
Experiences from the VBTS project”, Presentation to IRTF GAIA RG, November 2019,
https://www.ietf.org/proceedings/106/slides/slides-106-gaia-up-vbts-philippines-00

| Colin Perkins | https://csperkins.org/ | Copyright © 2021 University of Glasgow
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Advanced Protocol Development

* Measuring and understanding network behaviour
* Linking research and standards community to help:

 Develop new congestion control and network coding
algorithms; measure and understand performance

e Develop intent-based and Al-based approaches to network
management

 Understand issues of trust- and identity- management, name
resolution, resource/asset ownership, and resource discovery
iIn decentralised infrastructure

 Understand research challenges in loT based on initial real-
world deployment experience

* Fostering collaboration and interaction between industry
and research
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oy OO
Why should you care about protocol %/\Q%V\;
standards? N
1 R T F

 The network is not finished — existing standards are evolving; many speculative
new research ideas under discussion close to the standards world

 The standards process Is perhaps more open than you think — you can change
the network to reflect your needs and your vision
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