Atmospheric-like neutrons at the Chiplr beamline
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A Single Event Effect (SEE) is when a highly energetic particle present in the environment, strikes
sensitive regions of an electronic device disrupting its correct operation
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Sources of Radiation Causing SEE
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How alien invaders can change government
Schaerbeek, Belgium

“worried about the influence of Martians on these elections....
unless the cosmic rays affect our lists in a positive way!”

4096 (2'%) votes added to an electronic voting machine
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7th October 2008 at 04:40:26
Flight Qantus QF72 ‘

Singapore to Perth - /

plane off

¥ . have hit Qantas
'Cosmic rays may have hxtt(‘)‘
4 Aus < northwest coas
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Oak Ridge National Laboratory’s TITAN Supercomputer

18,000 NVIDIA Teska K20 GPU
working together with AMD 16-core Opteron CPU

Most powerful in November 2012 at 17.79 petaFLOPS

et

Work at ISIS reported at RADECS 2013 (Oxford)
“we have 1 error every 10 minutes”
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Super Mario impossible jump in 2021

A speedrunner was streaming Super Mario 64,
and experienced an unknown glitch which
instantly warped him to a higher point in the
level. To this day, no bugs have been
discovered that could cause this effect (with
an unclaimed $1,000 bounty for whoever
finds one) and the leading hypothesis is that a
stray cosmic ray happened to hit the streamer's
N64 in the part that was currently storing
Mario's Y coordinate, toggling a single bit
which resulted in the observed effect.

SEE have been linked to an impossibly fast Super

Mario 64 speedrun




The ISIS spallation neutron source at RAL e
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SEE test facilities require spallation sources as they produce fast-
neutron spectrum that go up to the proton energy (of 800MeV
at ISIS); a much broader, higher energy spectrum than can be
obtained from fission reactors sources
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Fast Neutron Beam

State-of-the-Art Instrument Neutron measurements
Optimised flux and spectrum Flux and spectrum
Collimators and filters Profiles and maps
Two irradiation position Different configuration of the

beamline (eg. 800 MeV and 700MeV)
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Maps and Profiles
of a 70 x 70 mm? beam
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Map is measured with a diamond detector with 2 mm
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Characterization of the spectrum with activation foils
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Industry Standards fonc
ICATIO]V :
JEDECS: JESD89A: Measurement and Reporting of Alpha Particle and Terrestrial Cosmic JEDEC
Ray-Induced Soft Errors in Semiconductor Devices STANDARD

JEDECS: JEP151: Test Procedure for the Measurement of Terrestrial Cosmic Ray Induced
Destructive Effects in Power Semiconductor Devices

Measurement and Reporting of Alpha
Particle and Terrestrial Cosmic
Ray-Induced Soft Errors in
Semiconductor Devices

oo == || Chiplr now named in JESD89A and —
REPORT ISNT'I;\E'\IIQEI)\IAQ;'BONAL p JEDEC SOLID STATE TECHNOLOGY ASSOCIATION
IEC TR 62396 latest standards JEDEC.
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IEC TR 62396 - Process management for avionics Atmospheric radiation effects
e Part 1: Atmospheric radiation (2016)

503 10050; 31 020: 42,000 IseNoTe 2832230787

— Part 5: Thermal Neutrons neutron (2014)
Part 6: Extreme space weather (2017)

Science and Part 8: Protons, electron, pion, muon fluxes (due 2019)
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SEE Testing Facilities — Across the World
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Major areas of current commercial research

Driverless cars Autonomous systems

Internet: Device and system level for communication infrastructures

High power devices for renewable energy applications and automotive
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Aerospace applications
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Error criticality across the stack
Goal: quantify and qualify

System Level

Algorithm Level

Architecture Level

Circuit Level

Component level

Technology level

1. Understand "critical” errors
Science and 2. ldentify “critical” errors causes

;gg:};ﬂ:%iun cil 3. Design efficient hardening solutions

Intel 14nm (+++) AMD (TSMC) 7nm




Use of Chiplr for accelerator applications
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Fig. 5. Differential hadron flux of different spectra from ground level, accel-
erator, mixed field, and spallation environments. R10, RR, and GO include
neutrons, protons, and pions. Fluxes are normalized above 10 MeV to the
JEDEC reference.

Thanks R2E group at CERN
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The approach of calibrating neutron environments through well-
known Single Event Upset (SEU)-based SRAM memories is
applied to a neutron spallation and mixed-field facility.
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Fig. 9. Alliance SEL cross sections as a function of the hardness factor Hyg,
retrieved through the FLUKA model and measurements. UJ and GO values

are almost overlaid.
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Fig. 10. Samsung SEL cross sections as a function of the hardness factor
Hjyog, retrieved through the FLUKA model and measurements.

Cecchetto, Matteo, et al. "SEE flux and spectral hardness
calibration of neutron spallation and mixed-field facilities." IEEE
Transactions on Nuclear Science 66.7 (2019): 1532-1540.



Neutron Test Facilities — Compact Sources

NEW Facility in 2021: NILE — Neutron Irradiation of Electronics
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Testing electronics with thermal neutrons
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Thermal neutrons are known to induce SEE in the electronics when Boron is present.

Enrichment of !B is a too expensive solutions, in particular for commercial electronics.

Recent studies have found probabilities of SEE induced by thermal neutrons to be of the same order as fast
neutrons, for commercial devices (COTS) to be used for safety-critical applications.
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Muons

- Muons are the largest component of the
atmospheric flux on the ground

- Muons cross sections are much smaller than
neutrons. At the moment they are not a problem for
industry, but more an academic interest.

- Facilities need to be ready if the problem increases
with scaling down of microelectronics.
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Fig. 5.

Ground-level SEU rate induced by cosmic-ray neutron, negative muon, and positive muon

on the 65-nm SOTB SRAM.

Source: Manabe et al. 2019
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Access to the facilities at RAL

Industrial Access
* Beam time is paid by industry
e Results are proprietary

Academic Access

* Two “direct access” calls per year + “rapid access”
* A proposal is evaluated through peer-review

* Beam time is awarded

* Results need to be published

Check the RADNEXT project for additional calls and
transnational access funding
https://radnext.web.cern.ch/

Thank You for your attention
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