
Pre-GDB Report:

AuthZ and IAM Workshop

Tom Dack



AuthZ & IAM Workshop



IAM Status



• Lots of topics covered here!

• Considerations around Admin Tokens (privileges granted independent of 

scopes) and Service Accounts

• User Suspension flows and VOMs importer

• Refresh token flows

• Automatic import and activation of accounts from CERN HR-DB

• Group Management responsibility delegation

• Progress with MFA integration

• … and more

IAM Open Discussion



• Short presentations from CERN (Hannah Short) , IJCLab (Michel Jouvin) 

and IRIS/STFC (Tom Dack) to facilitate discussion

• Decided to trial use of INDIGO IAM GitHub discussions page as a 

community forum, using this as a permanent home for discussion and 

knowledge sharing: https://github.com/indigo-iam/iam/discussions

Experience Sharing Session

https://github.com/indigo-iam/iam/discussions


• Slides by Stefano Dal Pra

• More work to be done to review compute scopes so as to contain required 

levels of information

• compute scopes working document:

https://docs.google.com/document/d/1J85iNV1gIn4HX3owVrP4DdhTZK

H7dzq11nv7Qv0Wj3U/edit?usp=sharing

• Further work within the AuthZ WG to understand and produce guidelines 

for when it makes sense for authorization logic to live within IAM and when 

it should be client side

Submission Tokens

https://docs.google.com/document/d/1J85iNV1gIn4HX3owVrP4DdhTZKH7dzq11nv7Qv0Wj3U/edit?usp=sharing


• Publish 22/08/22 on Zenodo: 

https://zenodo.org/record/7014668#.Y0

VhWlJBzVE

Latest Version of Token 

Transition Timeline

…

https://zenodo.org/record/7014668#.Y0VhWlJBzVE


• Shutdown of VOMs server – need to ensure that IAM can cope with the 

request rate

• In particular, understand how High Availability IAM could affect request 

rates

• Plans to update test suites for use with different token issuers (for example 

CILogon) and service types

• Need for a small group to form a plan for migration for services. Francesco 

G. will lead this, with a subset from the AuthZ WG

Token Migration Discussion



• We should work out how to discover other communities beyond the “usual 

suspects” – CERN, INFN, IJCLab, IRIS - who are using IAM

• Implement a feature like Indico, to register instances into a "community 

platform" that allows to track production instances and the version they run, 

and include community links in deployment guidance

Wider Community Support



• 1-week Hackathon, likely CERN based, at the end of the winter

• Timeframe intended to suit CERN’s ongoing recruitment for IAM team

• This should include a workshop day to engage with user communities as 

well

Future Plans



• A productive meeting with lots of varied discussions – thank you to all who 

attended, both in person and remote

• Aim to publish minutes (that aren’t my janky notes) next week

• Recordings will be available on the agenda page also

• IAM has a range of established deployments, and building the community 

aspects here will be important!

Summary
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