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Introduction
•Why do we need this? 
• there are complete solutions out there as gocryptfs, dm-crypt/fscrypt !! 
• encrypted filesystem target offline protection! gocryptfs only works as a mounted 
filesystem and has to run on each client. 

•What do we want to provide? 
• hide file contents on the disk server from curious eyes! 
• hide file contents on backups from curious eyes! 
• give the flexibility to have keys for single files or directories or trees 
• allow access with all available protocols and high performance 
• allow users to define the security level by choosing keys and key length (and maybe 
cipher) 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Obfuscation
• Obfuscation is a simple xor based technique to mask human-readable contents with a 
per-file obfuscation key. Obfuscation keys are generated on the MGM for remote 
protocols or inside the FUSE client for filesystem access. The default key length is 256bit. 
They are stored as meta-data but can not be displayed.  

• for remote access an obfuscation key is forwarded as part of the encrypted capability 
from the MGM to the FST and applied during the IO process on the FST 

• for filesystem access the obfuscation key is applied during the IO process on client 
side

Hello World! ^\be|c<CE><C0><FA>#xX<FC><BC>Obfuscation

Client Disk Replica
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Encryption
• Encryption uses an obfuscation key (start vector) which is transformed into an encryption 
key using a client secret to compute an HMAC value of the obfuscation key. Data are then 
encrypted with a simple block cipher algorithm (ECB). This is the fastest way of  encryption 
for random access without read-write-ampflication - but not extremely safe. 

• for FUSE access the client secret is never leaving the client. For remote protocol access 
the MGM supports to compute the encryption key inside the MGM. This requires to forward 
the secret but could be avoided easily for eoscp - would not easily work for xrdcp and 
https access! 

• the length of the client secret is flexible - theoretical limit is 1GB key length

Hello World! ^\be|c<CE><C0><FA>#xX<FC><BC>Encryption

Client Disk Replica
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Encryption

Disadvantage of a simple block cipher is lack of diffusion. Famous example of a bitmap with large 
uniform colour areas. 

Hello World! ^\be|c<CE><C0><FA>#xX<FC><BC>Encryption

Client Disk Replica
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Obfuscation at work
[root@host ~]# eos attr get sys.file.obfuscate /eos/encryption 
sys.file.obfuscate="1" 
[root@host ~]# cat /tmp/hw 
Hello World! 
[root@host ~]# eoscp -s /tmp/hw root://localhost//eos/encryption/obfuscated 
[eoscp]                          Total 0.00 MB |====================| 100.00 % [0.0 MB/s] 

[root@host ~]# eos file info /eos/encryption/obfuscated --fullpath 
  File: '/eos/encryption/obfuscated'  Flags: 0640 
  Size: 13 
… 
  #Rep: 1 
 Crypt: obfuscated 

┌───┬──────┬────────────────────────┬────────────────┬────────────────┬──────────┬──────────────┬────────────┬────────┬────────────────────────┬──────────────────────────┐ 
│no.│ fs-id│                    host│      schedgroup│            path│      boot│  configstatus│       drain│  active│                  geotag│         physical location│ 
└───┴──────┴────────────────────────┴────────────────┴────────────────┴──────────┴──────────────┴────────────┴────────┴────────────────────────┴──────────────────────────┘ 
 0        2              ajp.cern.ch        default.0         /data/02     booted             rw      nodrain   online                      ajp /data/02/000000b5/001ba28c  
 

[root@host ~]# cat /data/02/000000b5/001ba28c 
y堜:jj??[ 
[root@host ~]# eoscp -s -n root://localhost//eos/encryption/obfuscated -  
Hello World! 
[root@host ~]# cat /eos/ajp/encryption/obfuscated  
Hello World!
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Encryption at work
[root@host ~]# export EOS_FUSE_SECRET=8ae6e775-300a-440d-9555-f05786622bdd 
[root@host ~]# eos cp /tmp/hw root://localhost//eos/encryption/encrypted 
[root@host ~]# eos file info /eos/encryption/encrypted --fullpath 
  File: '/eos/encryption/encrypted'  Flags: 0640 
  Size: 13 
… 
  #Rep: 1 
 Crypt: encrypted 

┌───┬──────┬────────────────────────┬────────────────┬────────────────┬──────────┬──────────────┬────────────┬────────┬────────────────────────┬──────────────────────────┐ 
│no.│ fs-id│                    host│      schedgroup│            path│      boot│  configstatus│       drain│  active│                  geotag│         physical location│ 
└───┴──────┴────────────────────────┴────────────────┴────────────────┴──────────┴──────────────┴────────────┴────────┴────────────────────────┴──────────────────────────┘ 
 0        2              ajp.cern.ch        default.0         /data/02     booted             rw      nodrain   online                      ajp /data/06/000000b5/001ba29c 

[root@host ~]# cat /data/06/000000b5/001ba29c 
#u ެ(o4c 
[root@host ~]# eoscp -s -n root://localhost//eos/encryption/encrypted -  
Hello World! 
[root@host ~]# cat /eos/ajp/encryption/encrypted  
Hello World! 
[root@host ~]# env EOS_FUSE_SECRET=wrong eoscp -s -n root://localhost//eos/encryption/
encrypted - 
?CD??>Ŷ?? 
[root@host ~]# env EOS_FUSE_SECRET=wrong cat /eos/encryption/encrypted - 
?CD??>Ŷ?? 
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[root@host ~]# env EOS_FUSE_SECRET=8ae6e775-300a-440d-9555-f05786622bdd eos cp -S root://localhost//
eos/ajp/encryption/encrypted.1 /var/tmp/128M.1 
[eoscp] encrypted.1              Total 122.07 MB |====================| 100.00 % [423.8 MB/s] 
[eoscp] ################################################################# 
[eoscp] # Date                     : ( 1646311354 ) Thu Mar  3 13:42:34 2022 
[eoscp] # auth forced=<none> krb5=FILE:/tmp/krb5cc_0_mN5SPEj0n9 gsi=<none> 
[eoscp] # Source Name [00]         : root://localhost//eos/ajp/encryption/encrypted.1 
[eoscp] # Destination Name [00]    : /var/tmp/128M.1 
[eoscp] # Data Copied [bytes]      : 128000000 
[eoscp] # Realtime [s]             : 0.302000 
[eoscp] # Eff.Copy. Rate[MB/s]     : 423.841063 
[eoscp] # INGRESS [MB/s]           : 694.433142 
[eoscp] # EGRESS [MB/s]            : 1478.948098 
[eoscp] # Write Start Position     : 0 
[eoscp] # Write Stop  Position     : 128000000 
[eos-cp] copied 1/1 files and 128.00 MB in 0.36 seconds with 354.46 MB/s

Encryption at work

* eoscp measures now also the speed on input and output of a copy operation
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Summary
• Encryption/Obfuscation can be used even for compiling software on FUSE mounts - 
works with high performance! 

• Encryption/Obfuscation performance is very fast - XOR performance of the CPU - 
nearly invisible 

• Integration into CERNBOX would be a nice feature for data privacy 

• Files encrypted with FUSE mounts throw ENOKEY when encrypted files are read 
with the wrong key - could be added also to eoscp (requires an “intelligent” client) 
todo: allow a mount option to disable this feature for backup purposes 

• might add configurable cipher mode (e.g. using openssl) for higher security
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eos.web.cern.ch

Thank you! 

Question or Comments?

http://eos.web.cern.ch

