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• What are tokens? Why use them?

• EOS design and support for tokens
• Storage Element tokens

• EOS tokens
• Macaroons

• SciTokens tokens (WLCG JWT tokens)

• WLCG JWT compliance test-suite
• Plans for the future
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What are tokens? Why use them?
• Bearer Token: "a string representing an access authorization issued to the client"
• Types of (bearer) tokens:

• ID tokens (Open ID Connect)
• Contain info who someone is
• Must not be used to make requests to the resource server

• Access tokens (OAuth 2.0)
• Contain info about what someone is allowed to do
• Should be used only to make requests to the resource server
• Different formats from simple hex string to JSON Web Tokens (JWT)
• JWT - way to encode claims in a JSON document that is then signed

• Advantages
• Simple to use for API requests
• Don't require cryptographic signing of each request

• Disadvantages
• Communication channel needs to be encrypted
• Anyone getting access to a token can use it
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EOS tokens plug-in support
• In EOS everything is a plug-in including tokens support
• Configuration changes are only required at the MGM level
• All new authz plug-ins must implement the XrdAccAuthorize interface
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• Generic EOS specific mechanism to delegate permissions to bearer token
• Support needs to be enabled at instance level:

• Tokens are signed, zlib compressed and base64url encoded
• The token can include owner and group info or not, in which case vid mapping rules apply
• All operations are done through the eos token CLI

EOS token™
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EOS token™ creation
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EOS token™ inspection
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EOS token™ usage
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• Direct usage embedded as opaque (CGI) info for transfers

• Direct usage of the token itself as a filename



EOS token™ usage with SSS
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• Use SSS (Simple Shared Secret) endorsement field to forward tokens in a secure way
• Client and server need to share an SSS key

• not authorized to use the instance
• acts as a secure carrier for the token



• Macaroon tokens supported by libXrdMacaroons.so that comes by default with XRootD
• Type of Storage Element token

• issued to the client by the MGM
• used by the client at the MGM to gain access to the data
• no dependency on any external service

• Configuration directives at the MGM
• Required packages
• x509-scitokens-issuer
• x509-scitokens-issuer-client - include macaroon-init tool for obtaining macaroons using X509
• python2-macaroons – for inspecting the contents of macaroons

XrdMacaroons configuration and use
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XrdMacaroons inspect token
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XrdSciTokens configuration and use
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• SciTokens supported by libXrdSciTokens.so that comes by default with XRootD
• EOS uses a repackaged version of the code but will soon switch to the default XRootD

• The various authz libraries are chained
• Once one of the libraries can handle a token the rest are not invoked anymore
• Configuration file for SciTokens: /etc/xrootd/scitokens.cfg

• Requires direct interaction with a IAM (Identity & Access Management) Provider



XrdSciTokens example basic configuration
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• Several ways of doing authorization:
• scope-based - when a certain path is authorized
• group-based - group info is copied to the XRootD internal credentials object (XrdSecEntity)



XrdSciTokens name-map functionality
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• Storage systems need to associate a local username with any incoming request
• SciTokens provide a "gridmap-like" functionality to perform identity mapping

• can be enabled by specifying the namemap-file directive
• allows fine-grained control over the identity mapping



XrdSciTokens interactions
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oidc clienttoken request

MGM
<token>

IAM public key refresh

transfer using <token>

libXrdSciTokens



WLCG JWT compliance test-suite
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• Effort within the WLCG DOMA Bulk Data Transfers meeting
• Testing framework to ensure compliance and interoperability of different Storage Systems
• Ongoing activities to standardize and adjust the tests
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Plans for the future
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• Code restructuring and simplification
• Drop eos repackaging of the XrdSciTokens library
• Rely on the XrdSciTokens library provided by the XRootD 5 framework

• Have EOS comply with all the WLGC JWT tests

• Decide on the operational procedures and configuration requirements for providing local usermapping

• Gain operational experience with the newly introduced failure scenarios and ways to mitigatethem
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