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tCSC on security 2022: Student lightning talks

Bjorn Leder (Humboldt University of Berlin, Germany)
"Why to hack your vacuum cleaner?"

Jack Henschel (CERN)
"Pulumi: Infrastrucutre-As-Actual-Code"

Jeny Teheran (Fermi National Accelerator Laboratory, US)
"Compute node scanning tool for Open Science Grid"

Brice Copy (CERN)
"Software supply chain security"

Luca Giommi (University of Bologna and INFN, Italy)
"Machine Learning as a Service for High Energy Physics"

Pau Cutrina Vilalta (CERN)
"Cyber threat vectors in the space industry"

Andrei Dumitru (CERN)
"Dark Patterns"

CERN @

School of Computing



OSG-SEC-2022 G STERMICREBIATAML parser arbitrary code execution vu
# OSG-SEC-2022-03-31 CRITICAL Expat XML parser arbitrary code execution vulnerability
Dear 0SG Securny Contacts

Vulnerabilties have been found conceming the expat XML parser, including two which may lead to arbitra
parse s a bbrary, written in C. which is a dependency for vanous other software, including VOMS server a

WHAT AND.|  + wacreo versions
WH Y) xmitok_impl.c In Expat (aka Lbexpat) before 245
## WHAT ARE THE VULNERABILITIES:

xmitok_impl ¢ in Expat (aka libexpat) before 245 lacks certain validation of encoding, such as checks for w
context xmiparse.c in Expat (aka libexpat) belare 2.4.5 allows attackers to insert namespace-separator cha

WHAT TO Of principal concern are VOMS client and server packages, as well as HTCondor which also utilizes the VO

DO? =) #4 WHAT YOU SHOULD 00, Does that

Sites running software which is dependent on expat should update rgently, including those running a VC mean our Sites
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How does it work ?

* querystring vs query-string
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An international jury of volunteer photography
appreciators will award prizes in different categories.
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MEDILS: Room cleaning Wednesday afternoors

(floor vacuumed, bins emptied and new towels)

Sebastian Lopienski — The 15



Tuesday, 21 June 2022
|- Vulnerability management -
Sven Gabriel

Monday, 20 June 2022
U+ -] Opening Session - Sebastian
Lopienski

Security in research and Virtualization security - Barbara

scientific computing - Stefan KraSovec
Lueders
W Coffee break W Coffee break
TEETS Announcements [IET] Announcements
Security operations - lecture 1 - Logging and traceability - David
Sven Gabriel Crooks
Lunch Lunch

Study time and/or daily sports

Study time and/or daily sports

{['1' 1] school photo

Security operations - lecture 2 -
Sven Gabriel

(T Coffee break
111 Identity, authen

W Dinner at MEDILS

Sebastian Lopienski — Thematic CSC on Security 2022

Thursday, 23 June 2022
Introduction to forensics -
lecture 1 - Daniel Koufil

Wednesday, 22 June 2022
08 Container security - Daniel Koufil -

Incident response - lecture 1 -
Romain Wartel

W Coffee break

[FEET] Announcements
Introduction to forensics -
lecture 2 - Daniel Kouril

Container security - exercises - -
Daniel Koufil

W Coffee break

[IET Announcements
Intrusion detection with SOC -

lecture 2 - David Crooks

Outdoor excursion | <] Study time and/or daily sports

| ! Incident response - lecture 2 -
Romain Wartel

||-1..-] Coffee break
|~ Intrusion detection with SOC -
exercises - David Crooks

|11 1] Dinner at MEDILS

11111 Special evening talk:
Ransomware - and much more!

Friday, 24 June 2022
(:H LT Introduction to forensics -
exercises - Daniel Koufil

[[ZF] Coffee break
Introduction to forensics -
exercises

IIEE Announcements
W Penetration testing - ex...

Lunch

W Study time
W
{0 Coffee break

Incident response - exercise -
Romain Wartel

Closing Session - Sebastian
Lopienski
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