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Smart Home

Consumer:

Convenience! 

Cooperation:

Data!



Xiaomi Roborock (2018)

Robotic Vacuum Cleaner
• three processors, Ubuntu OS


• log files, maps, geo location uploaded to cloud


• OTA updates, but firmware not signed


• https, but no verification


• good: can be modified by user


• bad: attacker as well


• credit: Dennis Giese, https://github.com/
dgiese/dustcloud

I’m here



custom firmware



use with private cloud

or with no cloud at all



Plug-in Solar Power Plant

• micro inverter: invert power from DC to AC (<1kWp)

• use power locally or feed in to grid

• cloud used for monitoring

• access point for setup, password is 12345678



Security?





My Home Server

• Home Assistant

• MQTT

• Nextcloud, Bitwarden

• …

• IoT devices not 

connected to the 
internet



But I don’t want to run a private cloud!

What can I do?

• Don’t use smart devices.


• Don’t use cloud, i.e. do without some functionality / convenience.


• Choose a vendor which you trust: transparency, cloud in your country, …

Problem: what if devices can’t be used w/o cloud and no alternatives?


