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Introduction to the Big Data service @ CERN
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Hadoop service @CERN

e 3 production clusters (+ 2QA & multiple DEV)

e Hardware: Intel based servers, continuous capacity expansion,
hyper-threading enabled

e Users: 600+ (general purpose), ~1000 (nxcals) and growing

e Service exists since 2013

B - ' ~APACHE @
% = - : N
CentOS puppet % - @’"adaap —_ = '~::~ Tape Archive
Primary Usage

analytix 47+2 nodes General Purpose federated with
(Cores — 2176, Mem — 28.5TB, Storage used — 7.5PB/16PB) another cluster - Ixhadoop

Cloud 12 nodes General Purpose - compute only

containers (k8s) (Cores—224, Mem — 1.6TB, Storage — EOS)

nxcals 38+2 nodes Accelerator logging (NXCALS) project
(Cores 1792, Mem - 22.5TB, Storage — 4.2PB/11.6PB) dedicated cluster, part of LHC
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CERN Analytics platform outlook
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A brief introduction to Apache Zookeeper
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Apache ZooKeeper (ZK)

e ZK Tree: Shared hierarchical name space of data registers (znodes), like a filesystem

e Service: Provides coordination and metadata storage to services like HDFS, Yarn, HBase, Kafka, ...
e Ensemble: Cluster of replicated ZK instances for reliability

e Access Control Lists (ACL): Define who and how can access a znode

e Distributed services create znodes in subtrees to store metadata

ZooKeeper Service
Leader

Server | |Server | |Server| |Server| |Server
A A A A ¢

(J( T

Client | | Client | | Client | | Client | | Client | | Client
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ZooKeeper storage tree

znode Q
/
e /nodes are data objects that clients can manipulate
e Services use the same ZK cluster, thus the same namespace znode( )

e Access to the ZK ensemble can be restricted to specific
services, users and admins

/service_1

/service_1/child_1

e \What about access to stored metadata?

/service_1/child_N

znodeC
/service_2

/service_2/child_1

s

/service_2/child_N

s
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Security concerns

e A service with access to other services’ znodes can alter their data or access internal service information
e znodes with no existing or improper access restrictions are subject to modifications by any user:
o  Since ZK 3.6, rejecting anonymous clients is available

e Today, we cannot disable anonymous access because ZK is also used as a discovery mechanism for
some services

e Nevertheless, we should constrain access to the znodes with ACLs & permissions even when
anonymous users are allowed
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Project objectives, core functionalities
and implementation
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Objectives/Motivation Q:fq

Metadata security is essential: ®
o need monitoring of the permissions for each znode

e Test ZK instances for security vulnerabilities in a systematic manner

e Lay out a tool for external auditing of ZK instances

e Provide a useful tool for CERN teams

o IT-MONIT, NXCALS, IT Security, etc. that depend on ZK

e Help Open Source community - no similar proprietary or open source solution existing
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What can it be used for?

e Generate security audit reports
o Verify metadata storage permissions for each service using ZK

o Reports can be reviewed by security teams to detect potential vulnerabilities

e [Execute security checks

o  Monitor ZK installation security and service behaviour by executing policy
alignment tests configured by users

e Enforce security policies

o  Assure security and isolation of services by periodically enforcing best
practice policies
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Architecture .

" ZooKeeper Service
e Main concepts: -

a. Query: Find znodes satisfying a specific ACL Kerberos authenticated

lient
b. Check: Test specific znodes for exact ACL match : e
zkpolicy
c. Audit configuration: queries and checks to be executed — Export
apicocli tree
d. Policy configuration: Find znodes on which
specific ACLs are applied Visualize
tree
e CLI and automatic documentation generation (Picocli)
T . _ © Queries
e Zookeeper Authentication: JAAS authentication using E EF N
Kerberos Login Module
Policy Audit scenario —\/ Checks
definition definition
| |
Enfqrce Audit report
policy
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Usage: zkpolicy query [[[--colorDescription]] | [[-11]1]1 [-DhV]
[-c=<configFile>] -p=<rootPath> [-a=<queryACLs>]..

ST :
[QUERY_NAME

Executing queries R

* duplicateACL,
* exactACL,

* globMatchACL,
* globMatchPath,
* noACL,

* noSatisfyACL,
*

*

*

e 10 default queries provided

e Useful for fetching information and
debugging before configuring auditing

parentYesChildNo,
regexMatchACL,
regexMatchPath,
* satisfyACL
-a, --args=<queryACLs> Query arguments
-c, --config=<configFile>
YAML configuration file to use (default:
/opt/zkpolicy/conf/config.yml)
Include color description in output (default:

zkpolicy query satisfyACL --root-path /hbase --args world:anyone:r --description --color-description | less —rl

Description: Znodes under /hbase that satisfy the satisfyACL query

* satisfyACL: Match znodes accessible by clients with the passed authentication info arguments (logical match) ; , dlsabled) . X .
-D, descriptior Include query description in output (default:
* GREEN: znodes matching the query disabled)

»*

: znodes not matching the query h, --help Show this help message and exit.

-1, --list Return list with query matching znode paths
(default: disabled)
D, ot-path=<rootPath>
Query execution root path
Print version information and exit.

[E[TTT

Showcase

T 11T T T8
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https://asciinema.org/a/AAoo0RTFzFjJUiFGYdjlbe2Xr?theme=asciinema&autoplay=1

Executing checks

e Useful for fetching information and debugging before configuring audit report generation

zkpolicy check --root-path /hbase --path-pattern "/hbase/tokenauth.*" --acls sasl:hbase:cdrwa --description
Description: Check if znodes under /hbase with path that matches the /hbase/tokenauth.* pattern have the following ACL definition s

et:
- sasl:hbase:cdrwa

Check Result:

/hbase/tokenauth : PASS
/hbase/tokenauth/keymaster : PASS
/hbase/tokenauth/keys : PASS
/hbase/tokenauth/keys/10009 : PASS
/hbase/tokenauth/keys/10813 PASS
/hbase/tokenauth/keys/12424 : PASS
/hbase/tokenauth/keys/1308 : PASS
/hbase/tokenauth/keys/13143 : PASS
/hbase/tokenauth/keys/14902 : PASS
/hbase/tokenauth/keys/16879 : PASS
/hbase/tokenauth/keys/16880 : PASS
/hbase/tokenauth/keys/16881 : PASS
/hbase/tokenauth/keys/16882 : PASS
/hbase/tokenauth/keys/16883 : PASS
/hbase/tokenauth/keys/16884 : PASS
/hbase/tokenauth/keys/16885 : PASS
/hbase/tokenauth/keys/16886 : PASS
/hbase/tokenauth/keys/2120 : PASS
/hbase/tokenauth/keys/4376 : PASS
/hbase/tokenauth/keys/7649 : PASS
/hbase/tokenauth/keys/7692 : PASS
/hbase/tokenauth/keys/8668 : PASS
/hbase/tokenauth/keys/8671 : PASS
/hbase/tokenauth/keys/9664 : PASS

)
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https://asciinema.org/a/CDaz34rT4O6zNtJkpvDZOS6Vc?theme=asciinema&autoplay=1

Enforcing policies ——
o—3
. . . N 7 3| S—
e Configure policies to enforce ACLs that failed in \ o] —
the previous checks
Query ACL
e We can test it first by executing enforce in a | |
dry-run mode
D E
Policy
> Input Definition
| y
zkpolicy enforce --input enforce.yml --dry-run
HDFS/WebHDFS, No global read, r/w protected
/hadoop-ha
/hadoop-ha/ekleszcz
/hadoop-ha/ekleszcz/ActiveBreadCrumb M

/hadoop-ha/ekleszcz/ActiveStandbyElectorLock
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Generating audit reports Queries %\ \|/ Cheoks

e Auditing is configured through YAML files

e zkpolicy ships with default audit configuration (can be overridden)
Audit scenario

e Audit executes queries and checks and creates a report based on results definition

zkpolicy audit --output audit.out

ZKPolicy v1.8.1-5 Audit report
DateTime: 22/06/2020 20:35:02 +0260

Report results for file: /opt/zkpolicy/conf/audit.yml Audit report

Connected to ZooKeeper server: 137.138.44.184:2181 r O—O aud|t
Four Letter Words overview for Zookeeper Server ZooKeeper server connection details
Enabled: srvr

Disabled: conf, cons, crst, dirs, dump, envi, gtmk, hash, isro, mntr, ruok, srst, stat, stmk, wchc, wchp, wchs
Unknown:

Enabled Four Letter Words

Query: duplicateACL

Root Path: /hbase

Description: Znodes under /hbase that satisfy the duplicateACL query

* duplicateACL: Match znodes with duplicate ACL entries

Result:

/hbase/balancer Query results
/hbase/flush-table-proc
/hbase/flush-table-proc/abort

/hbase/flush-table-proc/acquired
/hbase/flush-table-proc/reached

..................................................................... Check results

Query: parentYesChildNo
Root Path: /

Description: Znodes under / that satisfy the parentYesChildNo query
* parentYesChildNo: Match znodes with ACL not equal to their parent's ACL

Result: Complete list of znode ACLs
e Showcase
/hbase/acl

/hbase/backup-masters
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Implementation overview

e Implemented in Java (JDK 8+ support)
e Provides:

o ZooKeeper 3.4+ support

o Authentication using Kerberos

o Command Line Interface (CLI)

o  Configuration via YAML files

e Quality metrics: 12 months project (learning, coding, deploying), LOC: 5k+,
source code test coverage 80%

e Security tests for: HBase, HDFS, Kafka, Yarn, Hive,... and extendable
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Use cases: integration with the CERN IT
infrastructure
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List of CERN projects using Zookeeper

IT Security

IT Monitoring with a dedicated Kafka cluster
Experiments (CMS, Atlas Event Index)

LHC Monitoring (NXCALS) with a dedicated Kafka cluster

ATLAS

EXPERIMENT
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Example: WLCG & CERN Data Center monitoring

Critical for CC operations and WLCG

Data Sources Storage & Data
e ™~ Transport Search  Access
gg;:a.vmo ( Kafka cluster ﬁﬁ
buffering) E  Kibana
( 8
o4 e
ucio g Y HOES]
Prometheus Flume Kafka @ | |
sink Flume Gréfand
HTTP, JMS 4 N sinks Flastic
Jobs ) , =
# JDBC, AVRO Processing Search
Collectd Data eanChm?nt € Elasticsearch mm
Tobk. Data aggregation N
= Batch processing "Y Ay N 4
st : | SpQr K R cLl, AP
. { / Others
\ / \ (influxdb) ) \
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Open Source approach
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Open Source

e Open Source project available in Github
o  https://github.com/cerndb/zkpolicy M
e Uses Zookeeper Java API Open Source
e MVN dependency:
o https://search.maven.org/artifact/ch.cern/cerndb-sw-zkpolicy
o https://mvnrepository.com/artifact/ch.cern/cerndb-sw-zkpolicy
e MIT Licence
e More to read about the tool: IT-DB@CERN blog post

<dependency>
<groupId>ch.cern</groupId>
<artifactId>cerndb-sw-zRpolicy</artifactId>
<version>1.0.1-18</version>

</dependency>
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https://github.com/cerndb/zkpolicy
https://search.maven.org/artifact/ch.cern/cerndb-sw-zkpolicy
https://mvnrepository.com/artifact/ch.cern/cerndb-sw-zkpolicy
https://db-blog.web.cern.ch/blog/emil-kleszcz/2020-07-hardening-apache-zookeeper-security-using-zkpolicy
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2nd example of data streaming (similar to NXCALS)

Recent data

§8 A “:”, Real time ‘AZ
v t APACHE
kafka S Spark”

Staging area

Flush Flush
periodically immediately
= F'I C

HE[®
OLAP SE (| oLTp
HDFS In exed data L’
Batch Fast data
processing access
PGk G < lava presto

REST API
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Development environment = Troecn

Test

e Maven: build automation

e Gitlab CI/CD: Static code analysis, vl i f——> v < >V Maven

unit and integration test execution

|
Cl/CD
e JaCoCo: Per class test coverage (D)~ )~)—() v v v
reports e e W W e JAR [ i] < />1 %

([ ] ApaChe Curator: integration testing Artifacts Manpages AUto:;riEf'ete Javadocs
on constrained ZooKeeper servers

e Javadoc: documentation from code

comments Package
v
e Picocli: Auto generated manpages C\{RW
and autocompletion script for CLI Ko;;:M

e Packaged in RPM:
yum install cerndb-sw-zkpolicy
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Integration with existing infrastructure

e Default configuration for audit reports and policies based on Cloudera/Hortonworks best practices
e Running on ZK 3.6 supporting new security features

e Using the tool, we detected ACL misconfigurations and enforced policies, hardening the security of
ZK dependent services in our infrastructure

e Puppetized zkpolicy installation and configuration management across different hosts
e ZK monitoring using JMX (collectd custom plugin), ZK and zkpolicy logs on Kibana (ElasticSearch)

e All ZK use cases besides: HDFS, HBase, Yarn, Zookeeper Failover Controller, Kafka, (All use cases)
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https://zookeeper.apache.org/doc/current/zookeeperUseCases.html

