ﬁ HELMHOLTZ

| GEMEINSCHAFT

Christine Apfel
Patrick Ihle
Lusine Yakovleva

Hamburg, 28.04.2022



HEPIX — Databases at DESY

* Introduction

« History

* New opportunities thanks to the ULA

» The dissatisfaction remains — away from Oracle
* The new database strategy

 MariaDB as a service

» PostgreSQL as a service
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History



A long tradition

* in 1992, decision of the DESY directorial board for a central database service
— based on Oracle

* many different databases in research groups around the campus
— lack of backup and recovery strategies

e from now on (in 1992)
e agrowing service

« Popularity of in-house application development
— starting with Perl and Forms/Report
— later Java, Python and APEX (Application Express)

« In 2011 starting with Oracle Application Server Cluster (3 nodes)

 building a RAC cluster (just one for all — for all applications and stages)
— status quo in 2018 — one RAC, 6 Databases, max. count of schemas in a database = 1000
— 7 year old hardware at this time
— a grown system — new strategy required
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Oracle at DESY —the main cluster (hardware) SN

SUN Enterprise 3000 SUN Cluster RAC 4 SUN FRE 4270
SGi Chalienge 4 CPUs 1GB RAM 2 £450, 4 GB RAM, 12x16 GB disc space 3x E 4808 GB RAM 2 CPUs(a 4 Cores)
Supply 1993 Upgrading 2002 2008
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Data Guard 2 DELL PowerEdge R740

Y RAC 0L PowerEdge 740,

Application Server Switch Virtualization

Transformation of the D8 CPU Licensesin a
inventory: 12 CPU Licenses, 1 Bi Publisher CPU License, 1 CPU Data Modeler License ULA End of contract - License comm Rment
Term of 2 years
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A long tradition

Oracle Usage in 30 years

1200

close to 80 Enterprise Applications
250 APEX Inhouse Apps

600

400

1992 1993 1o94 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022
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Application business

* Importance growing significantly N one Qatabage
« Up to 80 enterprise Applications in 20 years

* Inhouse Software Development
— 2005 Perl / Forms/Reports (Oracle Tool)
— 2003 - 2010 Java Web Application Development
— 2007 until now APEX Application (Oracle Tool) close so 250 Applications in production
— 2018 python usage in research groups

perl‘m .
/. a'péks
ORACLE s> Ja val | APex

FORMS AND REPORTS

@ python’
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New requirements



New requirements

Guidelines for handling personal data — EU General Data Protection Regulation

Encryption of data Orace Database S
Transparent Data Encryption :
Replication '—u; *

it will be necessary to secure the possible failure of our data center

Data Guard — an extension of the database management 'i: i*
Switchover and Failover

Disk
https://srivasu.com/2018/12/25/transparent-data-encryption/

Applications: Splitting external and internal requests for
security reasons

Application developers want ORDS for REST Webservices

Primary Site Active Standby Site

— hard to realize! .l.l .l o .l .l

— Implies new hardware — not only for the database cluster! s g

Physical

or Logical
Standby
Database

— Implies new licenses! '

https://www.oracle.com/technetwork/database/features/
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How to expand

* OlId hardware became a problem
— new hardware
— increasing costs due to licensing

« Solution: ULA (unlimited license agreement)
for an agreed product bundle; started April 2019
— 2 years of work to use the ULA
— to renew the infrastructure
— to implement new requirements

* End of term/end of ULA
« 3 Hardware RACs
« 3 Data Guard Installations for Replication

» Using of virtualization in XEN, VMWare and
OpenStack for the databases

System (VM)

Single Instances on XEN

Single Instances on OpenStack

VMWare RAC

R
Data Guard 2 DELL PowerEdge R740
2 CPU’s (a 24 Cores) 1500 GB RAM, EOL 7.7

V RAC 4 DELL PowerEdge R740 1 Server switch to DataGuard

2 CPUs a 18 Cores, 760 GB RAM, OEL 7.7, DB 19c

s
3 PowerEdge R 610 Application Server Switch Virtualization

Database  SUN FIRE 42702 CPUs (a 4 Cores) 98 CB RAM
EOL 5.6 - DB 11.2 Neta Storage

T T e 2 CPUs (a 6 Cores) 96 GB RAM, EOL 6.6, Weblogic 11.3

V RAC 4 DELL PowerEdge R740
2 2 1 B EL DB 1

Licenses

Transformation of the DB CPU Licenses in a

ULA End of contract — License commitment

Term of 2 years

2019

5 5654 20892
020 021 022

2022

Christine Apfel, Harald Falkenberg 04.2022

« Using of virtualization in XEN for the application server cluster

« Structural thematic distribution of the databases
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Software provider in trouble

trend of popularity
* now we have a strengthened infrastructure, but....

* increasing License costs w
« Switch vendors and drop oracle
« LMS (llias) not longer available for oracle
« SAP — HANA

not longer available for Oracle

- kommerzielle Lizenz
=+ Open Source Lizenz

Ranking scores %

n 2013 May 2013 Sep 2013 in 2014 May 2014 Sep 2014 n 2015 May 2015

« atool for Process Management Design
W||| SWitCh to POStgreSQL https://schwarze-consulting.de/technologie/2015/06/02/Uebersicht-relationale-Datenbanken.html

* much rejection from research groups

* anew strategy needed - not exclusively Oracle
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Decision for other database management systems

DB-Engines Ranking of Relational DBMS

-+ MySQL

PostgreSQL

Main default:

» Should be open Source

4““‘,*“«“

- : - § et
Decision for MariaDB: - L

. . ,{-"‘A
» widely used on campus o ‘T A

_ | Bundle existing systems 2 |
« known alternative to Oracle in a service s e
. https://stackshare.io/stackups/mariadb-vs-mysql-vs-postgresql

» Used but not supported by IT until then 2 . YEAE-RasTEst

—

Decision for PostgreSQL —

« Which databases do software providers use?

«  Which databases have other IT services relied on? [ A real alternative to oracle - accepted and in demand
E.g. dCache, Atlassian Tools
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MariaDB as a service



,2Advantages* of MariaDB

« Open source — one big requirement
— no license costs
— free use and further development

« Support for Big Data Operations
— supports TokuDB for handling Big Data

* NoSQL support — provided by Cassandra

* more and better storage engines
— MyISAM/InnoDB -> Aria and XtraDB

Pointed features:
- Query optimization

MariaDB

MariaDB Features

A

XtraDB f@ gy’ @ Galera
& L / Cluster
T —
“e O
MyRocks/ | i Sequence
RocksDB Y Storage
! Engine
InnoDB

https://www.arkasoftwares.com/blog/mariadb-database-complete-quide/

- useful support of JISON -> solution for scaling NoSQL workloads
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| MariaDB Galera Cluster basic architecture ]

A growing Service

* a quick solution for llias (no longer available for Oracle) J 0 0
« the knowledge of many installations also at IT MariaDB . ' . '
MariaDB

Client

MariaDB

» Decision for a Galera Cluster architecture (best effort)

« continuous operation Galera replication
https://computingforgeeks.com/install-mariadb-galera-cluster-on-ubuntu-with-proxysql/

* High availability
 flexible scaling operations
* Multi-Master Cluster solution

* Now it works for 3 years
* Rethink
» (different stuff makes a lot of work

» useful experiences with PostgreSQL
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PostgreSQL as a service



Advantages of PostgreSQL

open source
well known and broad community
free use and further development
numerous interfaces

runs on any hardware and almost any OS

[ | DG T TTIaC

pointed enterprise features

nested transactions

async replication

point in time recovery

native JSON — Types

DESY. HEPiX - CERN | Christine Apfel, Patrick Ihle and Lusine Yakovleva, April 2022

PostgreSQL
DB-Engines Ranking of Relational DBEMS Oracle
— MySOL
Nicroealt ‘]QL Sarger
Posipesn)
1851 D2
L Lw"'m
— _.-"-'u"_"""'\-. - .'-L.h' — —
I_l"'\\_."' - I - _ — S
6%

https://db-engines.com/en/ranking trend/relational+dbms
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Our Service

We take care of

use case gathering and analysis
Installation and maintenance
Configuration and optimization
Replication, backup and recovery
Performance and health monitoring

Scalability

Our user/costumer get

a connection string to their on demand database
predefined read-write and read only users

DESY. HEPiX - CERN | Christine Apfel, Patrick Ihle and Lusine Yakovleva, April 2022

IT-DADS

88

Here is your database:
Hostname
User + Password

a

Seite 18



Possible solutions

Solution Pros Cons

* longest deployment time

bare metal servers €St native performance * buy, deliver, install, configure
good for heavy workloads » additional database needs new
hardware

VM overhead for small databases
« faster deployment for new clusters than  + takes more resources than the

Virtual machines bare metal database itself
* more HA solutions through virtualization  « maintain many VM’s when the service
grows
» Dbetter resource management for multiple
databases with generic workload * most dependencies to other services
: * independent microservices * no production experience
Containers )
» fastest deployment for new clusters * highly shared resources

» development and running environment * no backend performance guarantee
are the same
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Setup for PostgreSQL

Offered IT-Services we use

DESY. HEPiX - CERN | Christine Apfel, Patrick Ihle and Lusine Yakovleva, April 2022

Openstack

spawn and manage instances based on images

Rancher

create and maintain Kubernetes clusters

Openstack Cinder

create volumes for persistent data

Ceph

used by Cinder as storage backend

888 psql -h INSTANCE -u USER -d DATABASE

User

@ Ceph ope;Tsitack

.

Openstack

-

N

Rancher

.

.

-~

Kubernetes

ot

Pod

;

*

Instance J

F 9

H—{ cinder )

Service ]
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Zalando PostgreSQL Operator

apiVersion: "acid.zalan.do/v1"

« Installation via Helm kind: postgresql

metadata:
» create clusters with multiple replicas name: "myproject-dev"
* autoheal if a cluster member is removed spec: |
_ _ teamId: "myproject"
* Point-In-Time-Recovery postgresql:
- optionally logical backup support version: "14"
volume:
* clone and upgrade clusters storageClass: "csi-cinder-sc-retain®
« connection pooling with PGBouncer size: 261
numberOfInstances: 2
USers:
zalando:
~ superuser
databases:
foo: foo_owner
preparedDatabases:
foo:

defaultUsers: true
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Supported setups of Postgres and Applications

. Lm.?l Ba|aﬁ€je.l‘
e = — —=—— i . | ____________ A - ——— - = = =

Your Appl]cwl-icn

F‘o'.s.-fgre_s :{)E_FIOYMW

C lone From External S-!-omf‘,g_

Moster Service

pod-C ool
s.p‘.]n-role_:lmsi‘gr

pod-| pod-3. J/
spilo-roleareplica  spile-rele=replica

External Storage: S3, LS \

https..//raw.githubusercontent.comv/zalando/postqres-operator/master/docs/diagrams/neutral operator.png (cropped)
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Future plans

« Openstack Octavia as loadbalancer in Kubernetes
» Openstack Ironic to minimize the virtualization stack
* Install Kubernetes on Bare Metal

» Consolidate the PostgreSQL related knowledge
* moving our MariaDB databases to Kubernetes

» currently VM’s combined to a Galera cluster
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Keep In touch

We look forward to an exchange

» Christine Apfel - christine.apfel@desy.de
» Patrick Ihle — patrick.ihle@desy.de
e Lusine Yakovleva — lusine.yakovleva@desy.de
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Questions?



Thanks to you!
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1000 schemas Iin one database

* Inhouse Application development became a trend (a lot of APEX)

« DESY User Registry

« Contract Management

» Dosimetry Management System

* Recruitment System

« Identity and Access Management (IAM)

« DESY Access Control System for security relevant areas

« DESY Online Office for Research with Photons (DOOR)

« And also for Enterprise applications e.g. Cable documentation System or Facility Management
« Special Oracle Databases for Enterprise Application

* Business Process Management

» |AM (Identity and Access Management) Inhouse Development

« Document Management System

« Learn Management System (llias)

- SAP

DESY HEP%\- C&RN [ Ch{istine Atpfel, Patrick Ihle and Lusine Yakovleva, April 2022 Seite 28
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ULA — Product list

* Oracle Database Enterprise

» Oracle Real Application Clusters
* Oracle Partitioning

» Oracle Spatial and Graph

» Oracle Advanced Security

» Oracle Diagnostics Pack

* Oracle Tuning Pack

» Oracle Advanced Compression
* Oracle Database In-Memory

* Oracle Multitenant

« Oracle Database Lifecycle Management Pack

« Oracle WebLogic

DESY. HEPiX - CERN | Christine Apfel, Patrick Ihle and Lusine Yakovleva, April 2022
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The ,,0ld* Setup

The only cluster

Private Switch
Voltaire
Grid Director 4036

active

Start 2011

-

Interconnect
Infiniband Fabric

Private Switch e

Voltaire B1
Grid Director 4036 BO

o
w'w standby

SUN FIRE x4270
2 CPUs (a 4 Cores)
96 GB RAM
OEL 5.6
Oracle DB 11.2. 0 X

Oracle CS 11.2.0.X

SUN FIRE x4270
2 CPUs (a 4 Cores)
96 GB RAM
OEL 5.8
Oracle DB.11.2.0.X

Or xC'G‘Cu11 2.0.X

SUN FIRE x4270
2 CPUs (a 4 Cores)
96 GB RAM
OEL 5.6
Oracle DB.11.2.0. X

Ola(,le CS 11.2:0.X

SUN FIRE x4270
2 CPUs (a4 4 Cores)
96 GB RAM
OEL 5.6
Oracle DB 11.2.0.X

Oracle CS 11.2.0.X

FC1
FCo

Fibre Ch

nel

BOND 0
ETH O
ETH1

Public Switch

etwork
with Storage Systems
(Netapp)

Public Network |
Oracle Client
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The ,,new* Setup

The main cluster
Start 2020

Core Router Core Router

Public Network
Oracle Client

Private Switch ’ Private Switch

———————
=l
Ethernet V LAN

| plpl

100 Gb

BOND 0

EM1

EM2

100 Gb pip2

Arista 7050CX3 ‘ 4 ’ Arista 7050CX3

Power Edge R740
2 CPUs (a 24 Cores)
1500 GB RAM
oL 7.7
Oracle DB 19c
Oracle ASM 19c
Oracle CS 19c

Power Edge R740
2 CPUs (a 24 Cores)
1500 GB RAM
oL 7.7
.Oracle DB 19c
Oracle ASM 19c

Power Edge R740
2 CPUs (a 24 Cores)
1500 GB RAM
oL 7.7
Oracle.DB 19c
Oracle ASM 19c

Power Edge R740
2 CPUs (a 24 Cores)
1500 GB RAM
OL 7.7
Oracle DB 19c
Oracle ASM 19c

Oracle CS 19c Oracle CS19c¢ Oracle CS 19c

Fibre Channel
Network

\ with Storage Systems
(Netapp)

Harald Falkenberg 05.02.2020
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Operator

____________________

https://postgres-operator.readthedocs.io/en/latest/diagrams/operator.png
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