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AgendaAgenda

• Threat landscape updates

• General prevention

• Software library security
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• Supply Chain

• Social Engineering

• Denial of Service
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• Strong authentication (multi-factor

authentication)

• Awareness and training

• Supply chain security
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Supply Chain SecuritySupply Chain Security
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PreventionPrevention

• Monitor security advisories

• Pull updates from peer reviewed repositories

(e.g. official CentOS repository)

• Use dependency security softwares (e.g.

Whitesources or Snyk)
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PreventionPrevention

• Have a update process to quickly install

critical patches

• Check, validate and update libraries regularly
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PreventionPrevention

• Check which libraries should be installed

▪ Is it the correct one?

▪ Is it the one from the original author?

▪ Does it look malicious (amount of

downloads, release date)?

• Use libraries from peer reviewed repositories

(e.g. official CentOS repository)
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General questions you should askGeneral questions you should ask

for your softwarefor your software

• What are my dependencies (Do I know

them)?

• Are all my dependencies up-to-date?

• Do I trust the update repositories?
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Daniel Fischer

daniel.fischer@cern.ch
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