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Agenda

e Threat landscape updates
e General prevention
o Software library security
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Threat landscape
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e Supply Chain
e Social Engineering
e Denial of Service
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Supply Chain
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25 Malicious JavaScript Libraries Distributed via Official NPM Package
Repository

£3 February 22,2022 & Ravie Lakshmanan
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{* DEVOPS *}

JavasScript library updated to wipe files from
Russian computers

Package used by big apps now drops anti-war text files on desktops
Liam Proven in Prague Fri 18 Mar 2022 // 01:08 UTC
56 (J The developer of JavaScript library node-ipc, which is used by the popular

vue.js framework, deliberately introduced a critical security vulnerability that,
for some netizens, would destroy their computers' files.
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Apache Log4j Security Vulnerabilities

This page lists all the security vulnerabilities fixed in released versions of Apache Log4j 2. Each vulnerability is given a security impact rating by the
Apache Logging security team [&). Note that this rating may vary from platform to platform. We also list the versions of Apache Log4j the flaw is known to
affect, and where a flaw has not been verified list the version with a question mark.

Log4] 1.x @ has reached End of Life @ in 2015 and is no longer supported. Vulnerabilities reported after August 2015 against Log4j 1.x were not checked
and will not be fixed. Users should upgrade to Log4j 2 to obtain security fixes.
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JKCVE-2021-22205 Detail

Current Description

An issue has been discovered in GitLab CE/EE affecting all versions starting from 11.9. GitLab was not properly validating image files that were
passed to a file parser which resulted in a remote command execution.

<+View Analysis Description

Seve rity QA ERS  CVSS Version 2.0

CVSS 3.x Severity and Metrics:

‘ﬁ CNA: GitLab Inc. Base Score: TR R Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H
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UEFI firmware vulnerabilities affect at least 25 computer vendors

By Bill Toulas February 2, 2022 06:17 AM 3

Researchers from firmware protection company Binarly have discovered critical vulnerabilities in the UEFI
firmware from InsydeH20O used by multiple computer vendors such as Fujitsu, Intel, AMD, Lenovo, Dell, ASUS,
HP, Siemens, Microsoft, and Acer.
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Social Engineering
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Weekly review 9: Events in Ukraine®
are being abused for fraudulent
emails

08.03.2022 - The number of reports received by the NCSC fell last week.
Fake extortion emails purportedly sent in the name of prosecution
authorities are still the most frequently reported. Moreover, events in
Ukraine are increasingly being used for fraudulent emails.
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Google ads the latest avenue for
scammers

JANICE TAN / 19 JANUARY 2022

Google

All

¢ G
B cd Deposit

I Offer Finance In Singapore. Most

Competitive Package & Rate. Call, Chat or Emaill Us

or Apply Online Now. Quick, Easy and Simple
Flexible Terms. Trusted By Thousands. No Hassle

Process. Hurry Up & Call Us Now
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FBI Las Vegas
Public Affairs Specialist Sandra Breault

(702) 385-1281

April 15, 2022

FBI Las Vegas Federal Fact Friday: Business Email

Compromise (BEC)

A Business Email Compromise (BEC) is a type of cyber scam
which targets businesses that regularly conduct wire transfers.
The scammer gains access to an email account belonging to an
employee (often from the finance department) to learn about
the business’ vendors. The scammer then sends a fraudulent
request for a wire transfer payment to the vendors. The vendor
is tricked into sending money to an account controlled by the
scammer.

BEC is also known as CEO fraud, as scammers also target CEOs
and other individuals in the C-Suite of businesses. Why? Often,
these are the faces of the company who have information
posted about them on the company website. This allows the
scammer to research before sending a phishing email to gain
access to an email account the victim may not otherwise be
wary of.

Do » [l W X @ L =,
-~ Request from CEO

Subject: Immediate Wire Transfer

»

! Financia

O High In

Please process a wire transfer payment in the

v}" f},, t‘l

amount of $250.000 and code 1o “admin expenses’

by COB today. Wiring instructions below
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Bank coordinates CAJAMAR BANK

Beneficlary: Européenne pour la Recherche
Nucléare E RN

IBAN ES02

BIC (SWIFT) CCH
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Denial of Service
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‘= README.md

NoRussian

Volunteer DoS tool via HTML + JS
Made to be user friendly and simple to use - as to maximize the amount of people able to help.

Running the HTML locally on your device will run a DoS attack on Russian and Belarussian websites (gov, mil,
banks, propaganda sites), through complete volunteering.
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= README.md

StopPropaganda

downloads m docker pulls 67k go report '

Russia has invaded Ukraine and committed various war crimes. Russian media denies any of its attacks on civilian
as well as any Russian troops casualties. According to them, they are doing this "special operation" to protect
Ukrainians from...Ukraine. On top of that, some foreign media and even countries (e.g. Belarus) publicly support
Russian aggression, therefore | created this simple DOS application that targets those websites/endpoints in order to
take them down or significantly disrupt their services.
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General prevention


https://codimd.web.cern.ch/p/meqf8N_Lh?print-pdf#/7
https://codimd.web.cern.ch/p/meqf8N_Lh?print-pdf#/7
https://codimd.web.cern.ch/p/meqf8N_Lh?print-pdf#/7

e Strong authentication (multi-factor
authentication)

e Awareness and training
e Supply chain security
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Supply Chain Security
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Scenario 1

= Malicious change —J»

Software Library

Author

Software Library

Developed / used
Software

Compromised
software
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Prevention

e Monitor security advisories

e Pull updates from peer reviewed repositories
(e.g. official CentOS repository)

e Use dependency security softwares (e.qg.
Whitesources or Snyk)
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Scenario 2

Software Library

Aﬁor
Compromise Malicious
Account/Change

Software Library

Attacker

Developed / used
Software

Compromised
software
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Prevention

e Monitor security advisories

e Pull updates from peer reviewed repositories
(e.g. official CentOS repository)

e Use dependency security softwares (e.qg.
Whitesources or Snyk)
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Author

»

Software Library
Vulnerability

Software Library

Developed / used
Software

Scenario 3

Vulnerable
software
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Prevention

e Have a update process to quickly install
critical patches

e Check, validate and update libraries regularly
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Scenario 4

Software Library

Malicious library with
similar name

Developed / used

Software

Compromised
software


https://codimd.web.cern.ch/p/meqf8N_Lh?print-pdf#/13
https://codimd.web.cern.ch/p/meqf8N_Lh?print-pdf#/13
https://codimd.web.cern.ch/p/meqf8N_Lh?print-pdf#/13
https://codimd.web.cern.ch/p/meqf8N_Lh?print-pdf#/13
https://codimd.web.cern.ch/p/meqf8N_Lh?print-pdf#/13
https://codimd.web.cern.ch/p/meqf8N_Lh?print-pdf#/13
https://codimd.web.cern.ch/p/meqf8N_Lh?print-pdf#/13

Prevention

e Check which libraries should be installed
= |s it the correct one?
= |s it the one from the original author?

= Does it look malicious (amount of
downloads, release date)?

e Use libraries from peer reviewed repositories
(e.g. official CentOS repository)
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General questions you should ask
for your software

e What are my dependencies (Do | know
them)?

e Are all my dependencies up-to-date?
e Do | trust the update repositories?
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