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* Introduction and SOC Working Group update
* Plans for a pDNS based SOC deployment
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» The world has changed ;
 In the past, biggest risk for academic security = -~ o
- Relatively simple, untargeted attacks “
- Belief that research computing was major risk @ @ @
- This is no longer thecase B =
- Determined, well-resourced attackers
» 9-5 jobs working on malware services @@@ @@@
- Phishing and identity theft are major risk
« Research computing security can be major asset
* Big business: we are targets
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 Over last year seen very high profile attacks
o Particularly ransomware
e Many in the press

 For an organisation an attack can be catastrophic
« Months of complete organisational shutdown

» It is essential that we work together to defend our community
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* Active use of threat intelligence is a cornerstone of the WLCG
Security strategy for the next 5 years

* This requires parallel activity in several related areas
 Source of threat intelligence
 Technical collaboration
 High-level coordination (work with other initiatives)
* Global operational security



Complete set of initiatives Ginr WIRE wiee

 Source of threat intelligence available to entire sector
- Central R&E MISP instance (hosted at CERN)

e Technical collaboration
« SOCWG

» High level coordination
« WISE IR-TI

» Global operational security
« EGI CSIRT, OSG Security, SAFER
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Recent SOC WG progress

« EGI CSIRT building MISP into IR procedures

« Important step in integration into our current procedures
« Driver for adoption of threat intelligence sharing

« See later this session

» Early stages of Kubernetes-based SOC
 Training, demonstration and small site deployments
 Broader context of cloud-based sites
« Laying foundations for long term development
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« Zeek, OpenSearch, MISP...
* Design principle: every component can be chosen independently
« Aims at production quality configuration
* Full control to configure the systems according to needs
- ...but providing sane defaults for testing and training
« Goal: same base OS for all images, similar design — ease of use
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 Creating images which adhere to the design principles.

 Currently working on MISP

« Usually several ready made images available, but they're using different
operating systems, different logic, usually not meant for production.

« Zeek and Opensearch (Opensearch + OpenSearch Dashboards) images
on CentOS 8

« Kubernetes deployments
 Following the design principles

* A lot of focus in security as SOC is a vital asset in battle against cyber
threats — applying best practices
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kihef

Jouke Roorda

Monitoring 100Gbit in 2U* TP ERETs

+ Nikhef SOC, 100Gbit in 2U, ISGC 2021



https://indico4.twgrid.org/event/14/contributions/311/attachments/178/223/Monitoring_100Gbit_in_2U.pdf
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 Continued development of Nikhef SOC

« SOC 'services', i.e. ELK/Visualization/etc have moved to new hardware
and became highly available

« Working with CERN and SURF's MISP instances to gain a number of
intel feeds,

« Focussed on incorporating that in a sensible way

* Like to migrate away from Zeek Intel and towards ElastAlert
« more fine grained
 require a custom Zeek export



STFC SOC Project

» Monitor all STFC-RAL traffic and
correlate it with threat intelligence
« R&E MISP instance

 Monitoring will include
« 2x100Gb/s Janet anc
« 1x100Gb/s LHCOPN links

 Couple to existing STFC procedures

* Following initial pilot phase, natural
progression to other STFC sites

 Design in discussion

iliti ouncil
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 All hardware installed

» Network taps in place and ready for use
o Start with LHCOPN link first

« Internal networking prepared for deployment

 Deployment config in testing
 Plan to deploy Zeek node very soon
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 Seek participation in SOC working group
« Aim for next WG meeting before summer
« Hope to find a way to meet face to face later in the year

 Help to steer direction of working group
« Community led with specific goals for different infrastructures (inc WLCG)

 After work earlier this year, identify work strands for 2022

« Large facility updates (for WLCG: Tier1s)
« High bandwidth networks (>=100G)
« Experienced deployments developing use of threat intelligence

« Kubernetes SOC deployment
« pDNS SOC...
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Plans for a pDNS based SOC
deployment
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e Building a SOC is hard
o Setting up a fully-fledged threat intelligence platform is extremely
difficult for most sites
o Deploying network monitoring + threat intelligence infrastructure is an
unrealistic scenario for many sites
o Only a very small fraction of WLCG sites have a production SOC

We have to lower the entry barrier
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Currently

Direct SOC deployment &
threat intelligence support for
large/mature institutions

Minimal SOC deployment
solution for smaller/less
mature institutions




Passive DNS(pDNS) based SOC ST WISE

Currently

Direct SOC deployment &
threat intelligence support for
large/mature institutions

Minimal SOC deployment
solution for smaller/less
mature institutions
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PDNSSOC

Focus on pDNS data

Deploy minimal pDNS
probes to institutions

Correlate pDNS-MISP data in
central infrastructure

Generate alerts
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Worldwide LHC Computing Grid
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« What is passive DNS?
 Historical DNS records originating from DNS server probes

« Only DNS record - domain associations stored
« DNS client information is stripped out, preserving privacy

« How can passive DNS data be useful?
« Detect traffic to well-known malicious websites

« Used in incident response lifecycle
 Historical details beyond standard DNS



SN segdcL &
ES|
DeplOyment CSIRT coWMN!USNE( wWLos

m @
Central Security Team 1
5. pDNS data

1 (opt-in)

Alert management
Alert filtering and
follow up

3. alerts

Infrastructure service
Storage-Correlation ~

2. oDNS - MISP correlation

1. pDNS data 4. cient alerts

Institutions
passive DNS probing
Alert processing
Client follow up

Central SOC, multiple institutions
with pDNS probes
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Alert management
Alert filtering and
follow up

Central Security Team 1

Infrastructure service
Storage-Correlation

Central Security

Team 2

Institutions
passive DNS probing
Alert processing
Client follow up

Central SOC, multiple institutions

with pDNS probes

Central SOC + pDNS probe
at the same organization

Institution 4

Institution operating
the full stack
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Central Security

Team 1

= = X Scopetoggle v W Deleted I~ Decay score  #4 Sighti

Date * Org Category Type Value Alert “www.bu3helo.com
Source: sitel
Timestamp: 2022-03-11

2022-03-11 Network activity hostname www.bu3helo.com

First Seen Last Seen TYPE TTL Query Answer

2022-03-11 2022-03-12 A 60 www.bu3helo.com 71.51.115.11
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« pDNS Sensor data ingestion design

« pDNS data - MISP threat intelligence correlation engine
design

 Interface for searching queries



Next steps S WISE oo

« pDNS sensor packaging for a turn-key and lightweight solution
 Select sites for pilot pDNS sensor deployment

« Establishing a community around pDNSSOC

If you want to participate:
. Declare interest to deploy a pDNS sensor and send data at


https://github.com/CERN-CERT/pDNSSOC
mailto:pdnssoc-contact@cern.ch
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The SAFER operational
security trust group
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InCommon Security Incident Handling Framework EGI Incident Response Procedure
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Example of how ad hoc trust groups provide “Central coordination” for most global intrusions affecting the R&E sector

4K
Iincident spj); oced
N e
11

s

eduGAIN + Local Federation

K

x




% é \K‘i;\;,.' . ﬁ,
. =1 4
An Nou nCIng SAFER CSIRT c‘cﬁn’w!uSNE( WWLCGS

@ www.safer-trust.org

;;@; Why? Mission Corevalues Memberrules Governance Steeringgroup CSIRT FAQ About

Security Assistance For Education & Research Trust Group

The Global R&E Threat and Incident Response Coordination Group

SAFER is an operational security trust group focused on fighting computer misuse and defending the academic, research, and
education mission as a global community.

It intends not to replace but rather complement and augment the capabilities of the national trust groups already protecting R&E
organisations by providing a persistent structure ready for a call to action when the next major international incident occurs.

It aims to overcome existing obstacles in order to provide a systematic, comprehensive, enduring, and truly global incident response
and threat intelligence sharing capabilities for the R&E sector as a whole.

L—)
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« Why?
« Defending R&E services and people as a global community
 Concerted and global effort to connect existing groups

* What?

« Systematic, comprehensive, enduring, and truly global incident response and threat
intelligence sharing capabilities for the R&E sector as a whole.

 Help to other organisations (e.g. WLCG sites) could take the form of:
 Sharing threat intelligence to support daily security operations
 Providing informal emergency incident response assistance
« Offering members’ unique or rare security expertise to support an investigation



SAFER: a huge step forward  csie7 comam wese
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...+ more founding members supporting anonymously

We expect many security experts to join!



Contacts

 David Crooks (david.crooks [at] stfc.ac.uk)

e Liviu Valsan (liviu.valsan [at] cern.ch)

« Romain Wartel (romain.wartel [at] cern.ch)

» Christos Arvanitis (christos.arvanitis [at] cern.ch)
* Pinja Koskinen (pinja.koskinen [at] cern.ch)

* SOC WG

» Website: wlcg-soc-wg.web.cern.ch
« Documentation: wlcg-soc-wg-docs.web.cern.ch
 Mailing list: wlcg-soc-wg [at] cern [dot] ch
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https://wlcg-soc-wg.web.cern.ch/
https://wlcg-soc-wg-docs.web.cern.ch/
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Full SOC Workflow

Liviu Valsan



- esi J ‘«_\",!:. . "‘
MISP Threat Intelligence csinr MR wioe
— » Starting point is the

Add Event Events

WLCG MISP
REST client evioL 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 next »
I = L]
List Attributes n My Events  Org Events ﬂ Enter value 1o se: . I reat I I Itel I Ig el l Ce

Search Attributes Published Source org Member org 1D Clusters Tags

v WLCG 226075 Sector Q Flubot () Android

= [
latform providin
Events with proposals
v woa v [ [tpigreen] @ |cheincidentclassitcston=*scam? ] & == === V=Y

) access to Indicators
“ B B e of Compromise (IoCs)

 ToCs are
v wica  viome -] @ veris:attributointogityvariety="Frauduent transaction’
) TLP: Green TLP: white

 ——— contextualised and

v WLCG ¥ 30023 (S EIENLIN & osint:source-type="block-or-filter-list*

. actionable

< lit
Q@ veris:action:malware:vector="Email link" § & veris:action:social:vector="Email"

@ phishing:distribution="bulk-phishing"

Q@ misp-galaxy:mitre-attack-pattern="Phishing - T1566" tlp:whi(e (<] PAP:WHITE
Q@ estimative-language:confidence-in-analytic-judgment="high"

@ misp:confidence-level="completely-confident"

v WLCG ¥ 30021 Q circlincident-classification="scam"
v WLCG 226621 Threat Actor Q Q@ misp-galaxy:mitre-intrusion-set="APT29 - G0016"

SAPT20Q = Q@ misp-galaxy:mitre-enterprise-attack-intrusion-set="APT29 - G0016"
@ misp-galaxy:mitre-attack-pattern="Authentication Package - T1547.002"




Access

CERN Single Sign-On

Sign in with a CERN account, a Federation account or a public service account

Sign in with your CERN account

Reminder: you have agreed to comply with the CERN computing rules, in particular OC5. CERN implements the measures
necessary to ensure compliance.

Use credentials

Username or Email address Password

Sign in

Need password help ?

Use one-click authentication

Sign in using your current Windows/Kerberos credentials [autologon]
-

Use your current authentication token. You need Internet Explorer on CERN Windows or Firefox on
SLC (Firefox help here).

Sign in using your CERN Certificate [autologon]

You can get a CERN certificate on the CERN Certification Authority website.

Use strong two factor authentication [show]

Sign in with a public service account

Some social account providers, e.g. Facebook, may use knowledge about your access to CERN for
purposes such as profiling.

n_‘ Facebook, Google, Live, etc.

Authenticate using an external account provider such as Facebook, Google, Live, Yahoo, Orange.

Sign in with your organization or institution account

ledu { EduGain_https://edugain-proxy.igtf.net/simplesaml/salelidp] v | Go
Why is my organisation not listed?

“,,o
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Access to the central instance behind
the CERN SSO

Federated identities supported

Requires the IdP to assert SIRTFI
IGTF proxy available

Select a certificate
Select a certificate to which you want to authenticate edugain-proxy.igtf.net:443
Subject Issuer Serial

GEANT eScience Per.. 00A9CASF53CB305...

/7

[ Certificate Information )




Creating a test MISP eve Ginr WIBE wieo

Events - MISP

@ misp.cern.ch/event O I'“ N  vv private =

nt Actions re Galaxies nput Filters Global Actions Act B  Logout

D I - . M I S I t
The event created will be visible to the organisations having an account on this platform, but not synchronised to other MISP instances until it is published. g

metadata including:
Add Event
;MEZO:C:::: D:;; -12-03 Di\s(:Li::L:ri::n:ation only v ° D e SC rl ptl O n

List Attributes Threat Level @ Analysis @

V e Distribution

View Proposals Event Info

Events with proposals CMS exercise 2019 . I I l reat I eve I

Extends Event

Export

Automation

Could not locate the PGP public key
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Event #30031 - MISP

U % v Private

« MISP comes with
support for a plethora

View Correlation Graph CMs exercise 201 9
[

View Event History

Oor diireren
Edit Event uuip 1788d275-1ceB-4a38-a2e2-fabb7d5f8717
Delete Event Source Organisation EGI CSIRT -
Add Attribute Member Organisation EGI CSIRT a XO n O m I e S
Add Object Creator user | Add atag

=

Add Attachment Tags S+ : °
Add Event Report ‘ Tag Collections ‘ Custom Tags All Tags H Taxonomy Library:tip

Date 2021-12

Populate from...

L
Threat Level A High ‘ | - -
Enrich Event

Distribution tip:amber o
' Your organisa
Publish Event e
Pub ) Info CMS exercise e
ublish (no email tip:white
P T L
Contact Reporter )

Download as... #Attributes 0 (0 Objects)

First recorded change

List Events Last change 2021-12-03 14:22:28

Add Event L .
Modification map _—

Sightings 0 (0) - restricted to own organisation only. /&

h 4 ATT&CK matrix + Event report:

Galaxies




Objects - MISP

Add Url Object

Object Template
Description
Requirements
Meta category
Distribution

Comment

First seen date i

First seen time @

Save Name :: type

@ ud

url

Fragment
text

Tid
text

Scheme

text

ding IoCs

0 & misp.cemn.ch
nput Filters € Actions  Sync Actions
Create Sync Config
Urlv?
url object describes an url along with its normalized field (ike extracted using faup parsing library) and its metadata.

Required one of: url, resource_path
Network

Inherit event v

Last seen date i

Last seen time @

- Expected format: HH:MM:SS.ssssss+TT:TT - Expected format: HH:MM:SS ssssss+TT:TT

Description Category Value IDS Disable Distribution
Correlation

Full URL Network activity v hitp://s524732349.onlinehome. fr/autocad.exe 'm0 Inherit event

Fragment Other v 0O 0o Inherit event

identifier is a 4

short string of
characters
that refers to a
resource that

is subordinate

to another,

primary

resource.

Top-Level Other v 00 Inherit event
Domain ’

Port number Network activity v 0O o Inherit event
Scheme Other v --Select an option - v O DO Inherit event

C * v pivate =

Comment

Payload URL for miner

. Sl
SS| WISE |, -
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« JoCs can be added as
stand alone attributes

« Or as objects (set of
related attributes)

« JoC data:

Value

Type

Categor

IDS use

Comment
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Once ready publish the event  &7r IBE weee

EGI CSIRT
CMS exercise 2019 Related Events
EventID 30031 ... DigitalSide Malware report: MD5: 7c398429fa0547108626c3a531a8ef71
% 2020-07-22 1
uuip 17880275-1ce8-4a38-a2e2-fabb7d518717 (3 BB
. Test simulated mock-up incident for training purposes -- do not use for pr...
Source Organisation EGI CSIRT M| 2019-10-22
Member Organisation EGI CSIRT e |OSINT report: MoAfee - Operation GhostSecret (enriched)
Creator user 2018-0424 1
D wamver B (st B B
Date 2021-12-03
Threat Level AHigh
Analysis Initial
Distribution “This community only I
o<
Info CMS exercise 2019
Published Yes (2021-12-03 17:40:55)
C & vwopivate =
#Attributes 5 (2 Objects)
=
First recorded change ~ 2021-12-03 14:34:00 -
Last change 2021-12-03 17:24:02
Modification map
Sightings 0(0) - restricted to own organisation only. &

—Pivots —Galaxy +Eventgraph <+ Event timeline +Correlation graph +ATT&CK matrix +Event reports — Attributes —Discussion

Publish Event

Galaxies Are you sure this event is complete and everyone

should be informed?

oxt view all
. Scopetoggle v W Deleted I Decayscore i SightingDB @ Context ;" Related Tags Y Filtering tool Enter value to s m
Date t org Category Type Value Tags Galaxies Comment Correlate  Related Events Feed hits DS Distribution Sightings Activity Actions

2021-12-03 Object name: file {3
References: 0 03

MD5 Hash of the miner 10675 Inherit 00/ oF W

2021-12-03 Payload delivery mdS5: 31aa23416a87d84b20bb66f42f4e383a
md§

2021-12-03 Payload delivery filename: autocad.exe File name of the miner Inherit 00/, [ 2 NcA |

filename

SHAT1 Hash of the miner 10675 Inherit 00 F oF W

2021-12-03 Payload delivery shat: e64a4d87ce8499169354f38ceedfbcac6cb00S0f
shat

2021-12-03 Other size-in-bytes: 4096 File size of the miner 5178 14671 Inherit 00 F [ 2 JNcA |
size-in-bytes (0/0/0)

2021-12-03 Object name: uri {3
References: 03

2021-12-03 Network activity url: 32349, fr/autocad.exe Payload URL for miner 10675 Inherit 00, o ZW
ur (0/0/0)




Alerting

< [EGI CSIRT] CMS exercise 2019 [d7746a6d]
To: Liviu Valsan,
Reply-To: Liviu Valsan

Summary

MISP event CERN devices

Basic connection details

loC triggering alert

2021- 2021-
12-03 ] 524732349.onl me.fr/e ad.exe | 12-03
14:45:36 14:34:00

2021-
12-03 hitp:
14:46:35

bro_http additional details

Time Source Destination

2021-12-03 14:46:56  188.185.125.210:40752 | 217.160.0.113:80

2021-12-03 14:46:35  188.185.125.210:40750 | 217.160.0.113:80 $524732349.0

loCs detected

loC
comment

Payload
URL for
miner

Payload
URL for
miner

Total # of loCs  Publication

c Remove from IDS | 1

2021-12-03

Source Source Source

host country

188.185.125.210:40752

188.185.125.210:40750

URI Referrer Method Status code

/autocad.exe GET 200
/autocad.exe GET 200

CERN

EGI CSIRT

organisation

Organisation

Destination

217.160.0.113:80 IONOS-

AS This is the joint
network for IONOS,
Fasthosts, Arsys, 1&1
Mail and Media and 1&1
Telecom. Formerly known
as 1&1 Internet SE., DE

217.160.0.113:80 IONOS-

AS This is the joint
network for IONOS,
Fasthosts, Arsys, 1&1
Mail and Media and 1&1
Telecom. Formerly known
as 1&1 Internet SE., DE

Status message

(01,4 4096
OK 4096

Destination

Resp body len

Destination
country

Destination

Protocol
organisation

1&1 Internet http

1&1 Internet http

Other actions

Search VirusTotal
Search VirusTotal

Other
actions
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Opsgenie

Intel::Notice: Intel hit on
31aa234f6a87d84b20bb66f42f4e383a at
Files::IN_HASH
(31aa234f6a87d84b20bb66f42f4383a), ...

4m ago

Opsgenie

Intel::Notice: Intel hit on
€64a4d87ce8499169354f38ceedfbcdcbe
b0050f at Files::IN_HASH
(e64a4d87ce8499169354f38cee4dfbc4c...

4m ago

Opsgenie

Intel::Notice: Intel hit on
s524732349.onlinehome.fr/autocad.exe at
HTTP:IN_URL (s524732349.onlinehome.fr/
autocad.exe), Connectio

4m ago

STFC



