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Overview
• Introduction and SOC Working Group update
• Plans for a pDNS based SOC deployment



SOC WG Update
David Crooks



Landscape
• The world has changed
• In the past, biggest risk for academic security
• Relatively simple, untargeted attacks

• Belief that research computing was major risk

• This is no longer the case
• Determined, well-resourced attackers

• 9-5 jobs working on malware services
• Phishing and identity theft are major risk

• Research computing security can be major asset

• Big business: we are targets

https://securelist.com/russian-speaking-cybercrime-evolution-2016-2021/104656/



Landscape
• Over last year seen very high profile attacks
• Particularly ransomware
• Many in the press

• For an organisation an attack can be catastrophic
• Months of complete organisational shutdown

• It is essential that we work together to defend our community



WLCG Security
• Active use of threat intelligence is a cornerstone of the WLCG 

Security strategy for the next 5 years

• This requires parallel activity in several related areas
• Source of threat intelligence
• Technical collaboration
• High-level coordination (work with other initiatives)
• Global operational security



Complete set of initiatives
• Source of threat intelligence available to entire sector

• Central R&E MISP instance (hosted at CERN)

• Technical collaboration
• SOC WG

• High level coordination
• WISE IR-TI

• Global operational security
• EGI CSIRT, OSG Security, SAFER



Recent SOC WG progress
• EGI CSIRT building MISP into IR procedures
• Important step in integration into our current procedures

• Driver for adoption of threat intelligence sharing
• See later this session

• Early stages of Kubernetes-based SOC
• Training, demonstration and small site deployments
• Broader context of cloud-based sites
• Laying foundations for long term development



Kubernetes SOC
• Zeek, OpenSearch, MISP...
• Design principle: every component can be chosen independently
• Aims at production quality configuration
• Full control to configure the systems according to needs
• ...but providing sane defaults for testing and training

• Goal: same base OS for all images, similar design → ease of use



Kubernetes SOC
• Creating images which adhere to the design principles. 
• Currently working on MISP
• Usually several ready made images available, but they’re using different 

operating systems, different logic, usually not meant for production.
• Zeek and Opensearch (Opensearch + OpenSearch Dashboards) images 

on CentOS 8
• Kubernetes deployments
• Following the design principles

• A lot of focus in security as SOC is a vital asset in battle against cyber 
threats → applying best practices



Nikhef SOC

• Nikhef SOC, 100Gbit in 2U, ISGC 2021

https://indico4.twgrid.org/event/14/contributions/311/attachments/178/223/Monitoring_100Gbit_in_2U.pdf


Nikhef SOC
• Continued development of Nikhef SOC
• SOC 'services', i.e. ELK/Visualization/etc have moved to new hardware 

and became highly available
• Working with CERN and SURF's MISP instances to gain a number of 

intel feeds,
• Focussed on incorporating that in a sensible way

• Like to migrate away from Zeek Intel and towards ElastAlert
• more fine grained
• require a custom Zeek export



STFC SOC Project
• Monitor all STFC-RAL traffic and 

correlate it with threat intelligence
• R&E MISP instance

• Monitoring will include 
• 2x100Gb/s Janet and 
• 1x100Gb/s LHCOPN links

• Couple to existing STFC procedures
• Following initial pilot phase, natural 

progression to other STFC sites
• Design in discussion



Current status
• All hardware installed

• Network taps in place and ready for use
• Start with LHCOPN link first

• Internal networking prepared for deployment

• Deployment config in testing 
• Plan to deploy Zeek node very soon 



SOC WG next steps
• Seek participation in SOC working group

• Aim for next WG meeting before summer
• Hope to find a way to meet face to face later in the year

• Help to steer direction of working group
• Community led with specific goals for different infrastructures (inc WLCG)

• After work earlier this year, identify work strands for 2022
• Large facility updates (for WLCG: Tier1s)

• High bandwidth networks (>=100G)
• Experienced deployments developing use of threat intelligence

• Kubernetes SOC deployment
• pDNS SOC…



Plans for a pDNS based SOC 
deployment
Christos Arvanitis



Motivation

● Building a SOC is hard
○ Setting up a fully-fledged threat intelligence platform is extremely 

difficult for most sites
○ Deploying network monitoring + threat intelligence infrastructure is an 

unrealistic scenario for many sites
○ Only a very small fraction of WLCG sites have a production SOC

We have to lower the entry barrier



Direct SOC deployment & 
threat intelligence support for 

large/mature institutions

Minimal SOC deployment 
solution for smaller/less 

mature institutions

Currently

Current approach



Direct SOC deployment & 
threat intelligence support for 

large/mature institutions

Minimal SOC deployment 
solution for smaller/less 

mature institutions

Currently

Deploy minimal pDNS 
probes to institutions

Correlate pDNS-MISP data in 
central infrastructure

pDNSSOC

Generate alerts

Focus on pDNS data

Passive DNS(pDNS) based SOC



Passive DNS
• What is passive DNS?

• Historical DNS records originating from DNS server probes
• Only DNS record - domain associations stored
• DNS client information is stripped out, preserving privacy

• How can passive DNS data be useful?
• Detect traffic to well-known malicious websites
• Used in incident response lifecycle
• Historical details beyond standard DNS



Deployment

Central Security Team 1

pDNS 1

Infrastructure service
Storage-Correlation

2. pDNS - MISP correlation

Institution 1 Institution 2

Central SOC, multiple institutions 
with pDNS probes

1. pDNS data 4. client alerts

3. alerts

MISP

Alert management
Alert filtering and

follow up

Institutions
passive DNS probing

Alert processing
Client follow up

Other 
project(s)

5. pDNS data 
(opt-in)



Deployment

Central Security Team 1

pDNS 1Infrastructure service
Storage-Correlation

Institution 1 Institution 2

SIEM

Central Security 
Team 2

Institution 4

Central SOC, multiple institutions 
with pDNS probes

Institutions
passive DNS probing

Alert processing
Client follow up

MISP

Alert management
Alert filtering and

follow up
SIEM

pDNS 2

Institution 3

Central SOC + pDNS probe 
at the same organization

Institution operating 
the full stack



pDNSSOC - Alerting

pDNS 1

Institution 1

Central Security 
Team 1

Alert “www.bu3helo.com “
Source: site1
Timestamp: 2022-03-11

First Seen Last Seen TYPE TTL Query Answer

2022-03-11 2022-03-12 A 60 www.bu3helo.com 71.51.115.11



Current state

• pDNS Sensor data ingestion design
• pDNS data - MISP threat intelligence correlation engine 

design
• Interface for searching queries



Next steps

• pDNS sensor packaging for a turn-key and lightweight solution
• Select sites for pilot pDNS sensor deployment
• Establishing a community around pDNSSOC
• https://github.com/CERN-CERT/pDNSSOC

If you want to participate:
● Declare interest to deploy a pDNS sensor and send data at pdnssoc-

contact@cern.ch

https://github.com/CERN-CERT/pDNSSOC
mailto:pdnssoc-contact@cern.ch


The SAFER operational 
security trust group
Romain Wartel



Central coordination is 
nobody’s job



Announcing SAFER



Announcing SAFER
• Why?
• Defending R&E services and people as a global community
• Concerted and global effort to connect existing groups

• What?
• Systematic, comprehensive, enduring, and truly global incident response and threat 

intelligence sharing capabilities for the R&E sector as a whole. 
• Help to other organisations (e.g. WLCG sites) could take the form of:
• Sharing threat intelligence to support daily security operations
• Providing informal emergency incident response assistance
• Offering members’ unique or rare security expertise to support an investigation



SAFER: a huge step forward

…+ more founding members supporting anonymously

We expect many security experts to join!



Contacts
• David Crooks (david.crooks [at] stfc.ac.uk)
• Liviu Vâlsan (liviu.valsan [at] cern.ch)
• Romain Wartel (romain.wartel [at] cern.ch)
• Christos Arvanitis (christos.arvanitis [at] cern.ch)
• Pinja Koskinen (pinja.koskinen [at] cern.ch)

• SOC WG
• Website: wlcg-soc-wg.web.cern.ch
• Documentation: wlcg-soc-wg-docs.web.cern.ch
• Mailing list: wlcg-soc-wg [at] cern [dot] ch

https://wlcg-soc-wg.web.cern.ch/
https://wlcg-soc-wg-docs.web.cern.ch/


Backup slides



Full SOC Workflow
Liviu Vâlsan



MISP Threat Intelligence
• Starting point is the 

WLCG MISP
• Threat intelligence 

platform providing 
access to Indicators 
of Compromise (IoCs)

• IoCs are 
contextualised and 
actionable



Access
• Access to the central instance behind 

the CERN SSO
• Federated identities supported
• Requires the IdP to assert SIRTFI
• IGTF proxy available



Creating a test MISP event
• Defining MISP event 

metadata including:
• Description
• Distribution
• Threat level



Tagging
• MISP comes with 

support for a plethora 
of different 
taxonomies

• At least TLP tagging 
is highly 
recommended



Adding IoCs
• IoCs can be added as 

stand alone attributes
• Or as objects (set of 

related attributes)
• IoC data:
• Value
• Type
• Category
• IDS use
• Comment



Once ready publish the event



Alerting

CERN STFC


