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A wow-effect simulation to promote privacy awareness



We will talk about…

§ iBuddy and the MAPAW project

§ iBuddy storytelling walkthough
The simulation
The debriefing

§ Does it work? 
Some feedback data

§ And so what? 
What you can bring home



iBuddy 
& the                   project



About MAPAW

§ Making a Privacy-Aware World
FNS Agorà Project 2020-2022

§ Enhancing young people’s (16-20) privacy awareness
Coupled with a Jugend+Medien Projekt for Sek I.

§ A great team!
Silvia Giordano, Davide Andreoletti, Felipe Cardoso, Alessandro Ferrari (SUPSI-DTI)
Luca Botturi, Tiffany Fioroni e Chiara Beretta (SUPSI-DFA)
Anna Picco Schwendener e Suzanna Marazza (USI-CCDigitalLaw)



The privacy paradox

§ A gap between users knowledge of privacy risks and his/her 
behaviours

We are  worried 
about our privacy

We do not take 
action to protect our 

data?



Insights from research

§ How to make the issue relevant?

§ Connect with personal issues
it’s not «somebody else’s problem»

§ Some data are felt «more personal» than others
Locations, financial data, pictures – vary with age and culture



The idea

§ A game-based simulation for generating a «wow effect»

§ Why a game?
Make it real & keep it safe
Have people think without being (too) scared



iBuddy walkthough
the simulation



Benvenuti!
Welcome!



iBuddy
§ È un programma di ricerca avanzata volto a

migliorare la scuola e la vita sociale in classe.
§ Grazie ai risultati della ricerca in biotecnologia,

intelligenza artificiale e nanotecnologie, il
sistema iBuddy è in grado di creare il
miglior compagno sintetico per ogni gruppo e
situazione.



Un 
compagno 
sintetico
§ Le interazioni umane non sono lineari: un solo

individuo può fare la differenza.
§ Il compagno sintetico iBuddy sarà in grado di

portare equilibrio e serenità nel vostro team,
nella vostra scuola, nella vostra classe o nella
vostra squadra.



Sessione di 
configurazione
§ Per potersi integrare al meglio nel vostro 

contesto, il compagno sintetico dovrà essere 
adeguatamente configurato.

§ Il vostro compito è fornire informazioni per 
questo, attraverso la app di iBuddy!

















How many students are in your class?

Send

STANDARD



Are you a friendly and collaborative class?

Send

- Yes
- No

STANDARD



Many of you have Instagram. In the last month, 
Marco C. used it for 39 hours! Will your new 

buddy also be an Instagrammer?

Send

- Yes
- No

CUSTOM



Denise S. saved Achille’s phone number as 
AChiHIlLoToTToLO. Will your new buddy also 

use such fancy nicknames?

Send

- Yes
- No

CUSTOM



How many of you regularly practice a sport?

Send

STANDARD



What is the most common sport in your class?

Send

STANDARD



Will your new buddy also love wildlife like 
Clarissa B.?

Send

- Yes
- No

CUSTOM



Marika has 275 contacts. Will your new buddy 
also be that popular?

Send

- Yes
- No

CUSTOM



How many of you have a pet at home?

Send

STANDARD





Jody

Uses her phone 2.67 hours a day
Plays soccer

Loves Mexican food



iBuddy walkthough
the debriefing



Debriefing #1
§ What has happened?  
§ How did you feel?
§ Is it right?





Debriefing #2
§ 4 topics with examples, 

exercises and videos
How personal data are used
Customized advertising
How data travel online
Legal aspects







Available in ITA, FRA, DEU, RUM



Does it work?
Some feedback data



Assessment design

§ End-of-session survey
§ Follow-up survey (2 months)

Secondary school High school University TOTAL
11-12y 13-14y 15-19y 20+

Classes/Groups 16 11 10 4 41

Students 275 219 208 72 774

Schools 9 4 1 14



Post session survey
How do you rate the iBuddy session on a 0-10 scale?



Follow-up survey
After the iBuddy session, are you more aware or do you pay more attention in the following situations?

(N=60, only middle school) 
MUCH MORE

SOMEWHAT MORE

MORE OR LESS THE SAME



And so what?
What you can bring home



Take home #1

§ We would be glad to bring iBuddy to you!
The iBuddy system is available
We are looking for third-party testers

§ We set up a session with you
§ We train you to use the system and run sessions yourselves



Take home #2

§ We collected privacy-
related materials on 
our platform

www.protectyourdata.ch

http://www.protectyourdata.ch/


Take home #3

§ The 4-video set Emma and Momentum is freely available
ITA, DEU, FRA ,RUM

https://vimeo.com/showcase/8537011

https://vimeo.com/showcase/8537011


Thank you for your attention!


