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Scope

This audit is supposed to verify design and implementation of the BIS:
« fundamental design decisions

 PCB schematics and layouts & VHDL programming

* mechanics

* Interfaces to other systems

Particular focus put on safety relevant aspects:

« safe and efficient operation of LHC

 sufficiently high reliability and availability

« single points of failures AND failure modes leading to blind faults

This audit does not cover
« system software running on PowerPC
« control aspects & methods for remote diagnostics
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One slide on the “Why”
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The BIS Architecture
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Auditor’'s Recommendations

Recommendations have been

distributed to all parties involved.

Focus on major points.

Numbers refer to Audit Report.
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Executive Summary

Ths Bezm Interlock Sysiem (BI3) bas bese audiced by 2 team of exparts exteemal to e BIE

ssam. Gensczlly, the awdiors found thee the desiam amd implemantation of the BI: 5 woumd,
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berul of sefety, mlishilioe a=d avalabilite. Howeer, geite o mumber of substandal
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the BIS team to fzalize documentation.
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svetemn 2=d tha kicker sysiem of the LHC Beam Due=p so, oz wiich two the BIS Largsly
Sapsmds. A separate systemetic audic | meviso sicredd be conducted on tham.
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General Impression

Design and implementation of the BIS is
e sound,

« complete,

« straight-forward, and,

« conform to requirement on high inherent level of
safety, reliability and availability (SIL4) .

BIS as such makes a mature and solid impression.

Requirements have been adequately defined.
The present implementation fulfils completely the requirements.
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Documentation

Quite complete set of documentation on EDMS:
* Incl. drawings for PCB schematics, PCB layout and VHDL code

« Additional documents on Bit-Error-Rate of optical link, resistance under
EMC, detailed FMECA

1. Consistent set of up-to-date and finalized documents should be
provided.

One of the main actors finishing his thesis soon:
2. Ensure that all information relevant for the project is properly retrieved.
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Optical Loop |

Severe denial-of-service due to spurious signals on optical fiber link:

« ELED driver amplified power supply ripples on the “high” state after the
signal inversion, transmitted by the ELED, and amplified and shaped by
the PIN diode receiver circuit.

13. A solution should be found to avoid this behavior.

14. The availability of the “old-fashioned” ELED seems to present a potential
problem.
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Optical Loop I

Two optical loops at 8.000 and 8.192 MHz:
4. More separated frequencies like 8.750 and 9.375 MHz should be used.

For hardwired CCC interlock signals, a CIBU is too distant:

15. Consistent and safe solution should be found for mitigation.
The auditors prefer an additional BIC in the CCC.
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Testing & Environment

Careful functional testing is essential:

16. Electrical tests of all PCBs

17.Power soak test duration should be justified and adjusted
17.Accelerated thermal aging test of one system
18.“Walkie-Talkie™-type or RF susceptibility test

BIS depends highly on proper electrical grounding:

19. Conductivity of unit’s enclosure and earth connection of rack should be
tested after installation.

CIBUs have never been specified to be radiation tolerant:
27.Radiation tolerance should be defined and verified.

27.Persons responsible for BIS users must be made aware of the situation
concerning radiation tolerance.
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Components, Xilinx & VHDL

Recommendations have been made on choice of components:
5. Extra power filters for the 230V mains

9. Choice of ceramic capacitors

10. Choice of bi-directional transil suppressor

Xilinx chip will block once the external clock is missing:
21.Failure modes and corresponding mitigations should be checked.

A number of questions came up during reviewing the VHDL code:

22.VHDL code review should be conducted when the final CIBM design is
ready.

23.Storage of VHDL code inside a software repository (e.g. CVS)
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Interfaces |

Substantial amount of effort has been put in high reliability and
availability of the BIS:

» Dependence on quite a long list of user systems and on proper
functioning of the LDBS
LHC safety is only as good as its weakest element:

35. Clear procedures for testing the full BEAM_PERMIT-signal chain should
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Interfaces Il (Users)

LBDS kicker magnet system is essential for LHC safety:

29. Similar audit should be conducted for LBDS kicker magnets and their
trigger mechanism.

LHC safety relies largely on a small set of monitoring and control
systems, e.g. Beam Lifetime Monitors, BLM, FMCM, Powering
Interlock, Transverse Feedback System:

31.Dependencies analysis with regard to LHC safety and of an audit of the
major dependencies should be conducted.

32.Procedures are mandatory to guarantee that BIS user systems obey
standard safety rules.

32. Awareness discussions & training
33.“Walkie-Talkie-type or RF susceptibility test on (critical) BIS users

34.Can SOFTWARE_PERMIT sustain high level of reliability and
availability of the overall BIS ? Alternatives should be evaluated.
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Safe Beam I\/Iode

SAFE_BEAM_FLAG allows masking half
of the user inputs to the BIC:

36.No protection mechanism to prevent the
exchange of the cables

37.Safe solutions for the implementation of
the SLBR board should be investigated.

37.No documentation for the
implementation and the SLBR.

The SAFE_BEAM_FLAG is distributed by the SMP / GMT:

38. The distribution of the SAFE_ BEAM _FLAG should be consistent with
reliability / availability / safety of BIS.
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Summary

Design and implementation of the BIS is sound, complete, straight-

forward, and, conform to requirement on high inherent level of
safety, reliability and availability (SIL4) .

However:

To keep reliability high, functional testing on regular basis is vital.

Worried about the behavior of the optical link electronics
(esp. the ELED and ELED driver circuit).

VHDL code should be reviewed separately.
Further electrical and RF susceptibility tests should be conducted.

Concern about the safety/reliability/availability of BLM and kicker system
of the LBDS (separate systematic audit / review should be conducted on
them).

Finalize documentation.
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