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LHC Powering Interlock System

System Architecture

28 independent subsectors

36 Interlock Controllers

33 racks in LHC underground areas
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Aims

● Help operations & experts to

– Avoid inversion of configuration data between PLC’s

– Assure version integrity between all the software components (PLC, 

PVSS, Matrix)

– Assure integrity of configuration data between all the system 

components (PLC, PVSS, Matrix)

– Assure the trust of the files downloaded from the DB server

– Safely change operational parameters without changing hardware 

configuration

● Does not protect against

– Manual post-editing of configuration data  
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Implementation
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PLC config file

It is divided into two parts

•Hardware addresses 

•32bit CRC

•Critical parameters → static data after completion of HWC

•Contains: input/output addresses, circuit types, …

•Operational parameters

•32bit CRC

•Less critical → not static → operators can change it

•Contains operational parameters

•Powering subsector off

•Essential/Auxiliary circuit definition for beam operation

Matrix file

•VHDL code for the CPLD providing the BIC interface (matrix).

•It contains

•The 8bit CRC of the file.

•The version of the code.

•96bits for the ‘mask’.

Supervision application config file

•The PVSS application is responsible for the consistency of all the 

configuration data as well as the coherency of the program versions for 

the CPLD-PLC-PVSS

•It contain 

•Version number of the config file.

•The CRC’s for the PLC and CPLD

•The versions of the PLC and CPLD code.

•The overall coherency will depend on the correctness of the PVSS 

configuration file.
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Actions

● Enable/Disable ‘Give Permit’ command at PVSS level.



LHC Powering Interlock System

Checking Parameters

● Every time a Faceplate of a PIC is opened in the SCADA systems all 5 
parameters are verified. 

● Before a ‘give permit’’ command is sent, the 3 PLC related parameters 
(HW CRC, SW CRC, Version) are checked. The 2 CPLD parameters 
(CRC, Version) are verified only if the last verification is older than a 
maximum of 1 hour.

● Every time a ‘give permit all’’ is sent all the parameters are verified.
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CVS repository

● After download from database, all configuration data will be 

archived in CVS

● Validation during hardware commissioning
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Failure cases and maintenance procedures

● Adding equipment or electrical circuits

– Probability very low.

– Imply changes in the PC, QPS and PIC. 

– Imply changes in the Hardware part of the config data → re-commissioning 

must be done.

● Removing equipment or electrical circuits defined as Auxiliary (corrector 

circuits)

– High probability.

– PC powering that circuit should be switched off and the interlock cable 

should be disconnected.

– No config file modifications needed.

● Removing equipment or electrical circuits defined as Essential (main 

circuits)

– Low probability.

– Should be redefined as auxiliary → SW part of PLC config file needs to be 

modified as well as the MATRIX mask.
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Changes of operational parameters

● Change the ‘POWERING SUBSECTOR OFF’ flag 

– Low probability.

– Update the Software part of the PLC config file. 

– Quick functional test of the modification from the CCC sufficient

● Change the ‘BEAM DUMP’ FLAG

– Medium-low probability.

– Update the Software part of the PLC config file. 

– Change the MATRIX mask of the CPLD.

– Quick functional test of the modification from the CCC sufficient
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Conclusions

● ES summarizing the design 

issues finalized and will soon 

be distributed for engineering 

check

● Similar ideas implemented for 

PLC systems as MCS for VME 

front-ends to  

– Later integration into MCS?

● Assist operations with 

configuration management and 

changes of operational 

parameters
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