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Quick Reminder – Critical Settings (1)

o Critical settings are special LSA settings stored with a digital signature in the LSA DB.

o Signing of critical settings is done through the LSA trim client

o RBAC provides MCS-roles and key storage

o FESA is MCS aware – MCS configuration files
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RBAC provides MCS roles. Each MCS roles 
is connected to 
a public-private key pair. RBAC signs for 

MCS.

MCS howTo:
http://wikis/display/LSA/MCS+-
+Management+of+Critical+Settings

http://wikis/display/LSA/MCS+-+Management+of+Critical+Settings
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Quick Reminder – Critical Settings (2)

o Key features:

o Only expert can change the value. In principle anybody can load (1)

o Continuous comparison of what is in the DB with what is in the hardware: DB true source (2)
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Critical setting

LSA

Check done by SIS or sequencer

(1)

(2)
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Generic MCS tests – system 

o Did a very long list of tests to verify the main features:

o E.g. Signatures are not kept for trim history

All the tests we did will be described in the specification – to be published.

4



V. Kain, 20th of  March. 09

LHC

Generic MCS tests – system 

o Regular tests: only started last year

o Test after each RBAC release and each major LSA release

o Have test FESA server MCS-Test2 with several devices

o To test all data possible types of FESA

o Multiplexed and non-multiplexed

o All collected in web pages:

http://vkain.web.cern.ch/vkain/MCSTests.htm

Example:

http://vkain.web.cern.ch/vkain/MCS-Tests/MCS-Test-10Feb09.xls
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Example of one MCS-Test2 
property with different field 
types 

http://vkain.web.cern.ch/vkain/MCSTests.htm
http://vkain.web.cern.ch/vkain/MCS-Tests/MCS-Test-10Feb09.xls


V. Kain, 20th of  March. 09

LHC

MCS tests – individual settings

o Decided this year: every new critical setting has to go through a set of pre-defined tests

o Verify expected behaviour of make rules,...in operational applications with critical setting

o Generation

o Trim

o Drive

o Copy

o Specific applications (e.g. BLMs: Fabio’s threshold editor)

o Collected on the web

o Example:

http://vkain.web.cern.ch/vkain/MCS-Tests/BLMChecks-9March09.xls
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http://vkain.web.cern.ch/vkain/MCS-Tests/BLMChecks-9March09.xls
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Tests of the BLM critical settings

o Tests were carried out on

3rd of March

9th of March

o 3 crates out of the 24 were tested:

o HC.BLM.SR8.L, HC.BLM.SR8.C, HC.BLM.SR8.R → critical property BLETCFlash

o Properties were set critical + MCS configuration files were put on the front-ends
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BLM critical settings - Trim

o Only MONITOR_FACTOR can be trimmed: this is not the real critical setting

o ...the critical setting (the threshold table) depends on it
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The BLM critical property
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BLM critical settings - Trim

o Fabio’s application: trimming by drag & drop

o Goes through trim client
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BLM critical settings - Trim

o Results: 

o Had to stop first test – not conform ‘setting aware device’: all settings rejected at front-end

o Initially field “bletcLastFlashModification” was only updated during sending, not through trim

o This field was then moved to another property

o Trim history: security works, but...

o A bug somewhere in trim history in general...

o Fabio’s application: as above. Everything fine
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Parameter Configuration – online checks

o Online checks:

o Three types: 

o Config file exists and is correct: only once a while

o DB check: signature vs. DB data: every fill

o Full online check: DB check + DB data vs. HW data: every fill

o BLMs: go into test mode, test their internal consistency of settings + need result of online checks to 

give user permit back 

o DB online check and configuration file check successful.

o Full online check: not successful

o Missing cards filled by front-end with default values (independent of what LSA sends) for monitor 

factors: resolved: use same default value

o One field contains the time stamp of the last master table update: default value is used by the front-

end for missing cards. LSA used to set the same date as for all the others. Makerule being updated

o Special online check for BLMs: TEST mode.......that needs some testing and clarification still. 
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Generation

o Worked – security as it should be

o However: Need to make sure that for BLMs can only generate with dependant settings!!!
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Acquire

o Should not be possible:

o No backwards compatible make rules

o Solutions still needs to be implemented

14



V. Kain, 20th of  March. 09

LHC

Conclusions

o Looking good...

o RBAC can deal with these quantities of data and sign them

o Trimming and generating is protected

o One key functionality of MCS not fully functional yet for BLMs: online checks

o Need to test again for consistency check: makerule has been updated.

o Need to sort out test mode issue, such that we can start online check again in case!!!
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