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What’s in a Secret

A core resource in Kubernetes

Values are base64 encoded

Multiple types: opaque, service accounts, basic-auth, tls, token, …

Available through volumes or environment variables
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A word of caution…

Least kept secret…

By default stored unencrypted in etcd

By default accessible by any Pod in a namespace



A word of caution…

Least kept secret…

By default stored unencrypted in etcd - Encryption at Rest

By default accessible by any Pod in a namespace - RBAC Rules



Secrets and GitOps



It’s not (only) about the Secrets

GitOps main goal is to version control everything

Ideally this should also include secrets

An update of a secret, token, … should also trigger reconciliation

Options

1. Sensitive data in Git just like all other configuration data (but encrypted)

2. Sensitive data in an external, secure store. Git keeps placeholders



1. Sensitive data in Git

Requires a mechanism to encrypt and decrypt the values data

By the user / client pushing data to the repository

By the tool or application handling the deployment



1. Sensitive data in Git

Example: Helm Barbican Plugin

Early attempt of handling secrets at CERN for helm deployments

https://gitlab.cern.ch/helm/plugins/barbican
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1. Sensitive data in Git

Example: Mozilla SOPS, supported by Flux, ArgoCD, …

Second attempt at using Barbican as a backend, with a standard tool

https://github.com/mozilla/sops

Support for PGP, age, Azure KeyVault, HC Vault, GCP KMS, AWS KMS, …

https://github.com/mozilla/sops/pull/683 Barbican PR, Stale
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Example: Sealed Secrets

Custom resource, custom controller, compatibility issues
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2. Git Placeholders, External Store

Requires a mechanism to trigger reconciliation on secret update

Git hooks no longer enough

Hook integration inexistent for some backends



2. Git Placeholders, External Store

Example: ArgoCD Vault Plugin

Started but not only about HC Vault: GCP KMS, Azure KeyVault, etc
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Annotation based injection with a sidecar or CSI driver
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Other Tools

CSI Secrets Store, HC Vault, Azure, GCP, AWS

https://secrets-store-csi-driver.sigs.k8s.io/

Teller, similar to SOPS

https://github.com/spectralops/teller

…

https://secrets-store-csi-driver.sigs.k8s.io/
https://github.com/spectralops/teller


Conclusion

Not an area where free choice and experimentation brings great results

Strong motivation for consolidation

Best practices on handling sensitive data

Centralized, hardened, properly audited storage for sensitive data

Hopefully we can kickstart an activity to improve this 



Questions?


