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Overview and Motivation

* Provenance Project developed a tool called Verification
Indicator that helps people to better identify disinformation

* |dea how to apply this concept on web search



Disinformation

* Using dimensions of falseness and harm, the concept of
misinformation, disinformation, and malinformation can be
established (Wardle & Derakhshan, 2017)
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Disinformation

* Disinformation is not new, but reinforced through digital
platforms

* Understanding Disinformation as a Process

create and push facilitate targeted, respond to cognitive
online low-cost distribution and emotional
disinformation triggers




Provenance Approach to Combat Disinformation

Key Objective:
discourage sharing of low-quality content

Assess Support
textual and evaluation and
visual content media literacy
N 4 N\ 4

Change the dynamics of social sharing



Verification Indicator Tool

A record number of illegal immigrants have crossed into the UK in 24 hours - Chromium
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A record number of more than 430 illegal immigrants have crossed the Channel in the past 24 hours in a bid to

settle in Britain
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Verification Indicator Tool
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Media Literacy Tip: Ask yourself ‘are reliable news sources reporting the
same information?’



Verification Indicator Tool

* Seven information categories are related to particular aspects
of online news articles

Information categories Article
* date, location, source, o E E
reported elsewhere, writing, 7 How Hong Kong protects people
tone, image & video from dangerous landslides

- »Posted Mon 29 Jul 2021 at 4:16pm
e by BBC, London

-

The new system z'ﬁms to increase the forecast
lead time from three to six hours, by using artificial
v intelligence and-machine learning technology to

study whieh rainfall patterns most seriously affect
‘."' Hong Kong, and where these occur.

Article
v

Pruvene{ince
Tool '

Indicators

* warning or no warning
* information available
or not available



Verification Indicator Tool

User feedback

* very positive feedback regarding usability, user acceptances,
and user experience

* several ideas that have not been implemented
Experimental studies

* users better identify disinformation

* Increase competence related to identifying disinformation?
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Disinformation and Web Search

climate change hoax Q

@web [E News Blimages [Videos [ Shopping @ Maps dd Music  Settings

Great Britain ~  Any freshness ~

7 Climate Change online kaufen. - Erschienen am 2018-07-01.
ad thalia.at/Bicher/Climate Change
Aktuelle und zeitlose Buchklassiker in englischer Sprache bei Thalia finden.

Kochbicher bis zu -70% Englische Bestseller 2020
Mur fir kurze Zeit sparen! Beguem Buch-Highlights des Jahres 2020 Jetzt
online bestellen beguem nach Hause bestellen.

Ads by Microsoft (D

10 Reasons To Prove That Climate Change is a Hoax
eartheclipse.com/environment/climate-change/10-reasons-climate-change-...

10 Reasons To Prove That Climate Change is a Hoax It was Al Gore he began the fuss
over climate change and global warming a few years ago. In 2014, it was predicted that w...

™ “Climate Change” Is A Hoax - Townhall
townhall.com/columnists/kurtschlichter/2019/09/09/climate-change-is-a-hoa. ..

“Climate change” is a hoax. Come arrest me for felony denial. Understand that the term
“climate change” does not refer to actual meteorological phenomena but, rather, to the...

@ Why Climate Change is a Hoax - Medium
medium.com/@markwhitemaui/why-climate-change-is-a-hoax-56bf3f510b11

Climate change Is a hoax promoted by the liberal left Climate change believers have liberal
social values and beliefs. These people are primarily socialists who believe government...
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Conceptual Integration

Search Engine

Process Integration
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Verification Indicator

based on media literacy
competence

* based on preferences

* only news outlets
* only suspicious sources
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Ethical Perspective

* Trust and search engines
* Ethical value "trustful information"

e Trust bias — humans tend to believe in what computers do
* Trust in search results — numerous aspects (e.g. accuracy)
* Result documents are reliable and contain trustworthy information

e Solution to ethical dilemma?
* show only reliable documents in results
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Ethical Perspective

* Ethics-by-design

* Integration of ethical aspects in Search Engine Verification Indicator
the research and development Process Integration
process - . .

User Interface

* Analysing each component how Search Result

Integration can be facilitated - i g
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Conclusion and Outlook

* Verification Indicator approach successfully evaluated
* very high usabillity, user acceptance, and user experience

* performance, competence, and behaviour change
* Implementation of presented concept rather unrealistic
* Provenance project is over
* Analysis of huge amount of documents
* Possible way forward:
e Selecting other (lightweight) attributes
* Using heuristics for judegement
e Comparision if same result is possible
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Contact and Discussion
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Any Questions?

Contact

Alexander Nussbaumer

Cognitve and Digital Science Lab (CoDiS Lab)

Institute of Interactive Systems and Data Science (ISDS)
Graz University of Technology, Graz, Austria

alexander.nussbhaumer@tugraz.at
http://AlexanderNussbaumer.net/
http://[provenanceh2020.eu/
http://OpenWebSearch.eu/
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