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GGG Outline

Enabling Grids for E-sciencE

General AuthZ solutions overview
— Abstraction

— Models and Frameworks

— Initiatives and activities

gJAF Overview (current design and current works)

Proposed/suggested gJAF development/extensions
— AuthZ session management and AuthZ ticket format

Discussion




e Abstraction - AuthZ Components and

Mechanisms

Enabling Grids for E-sciencE

AuthZ service interoperation and compatibility

Components: Subject (ID, Attrs), Policy (Locality/Environment),
Resource (State)

The same AuthZ decision on the same set of Subject attributes
based on the same Resource state

May contain Conditions/Obligations

Example 1: The same tour booked via different tourist offices
(even if in different countries)

Example 2: Diplomatic passport (or “Bourn Identity”)

Basic Mechanisms for interoperability
Credentials/Attributes validation/mapping

AuthZ decision assertions or tickets (usually bound to AuthZ
session)

Authority binding (to convey trust relations)
All credentials and policy should match authority/issuer
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AuthZ Models and Frameworks

Enabling Grids for E-sciencE

AuthZ service component models

User/AuthZ session and attributes management - RBAC, PMI,
Shibboleth

Application integration — Interceptor/Axis model (gJAF, GT4-AuthZ,
Acegi), GAAA-API

Policy type — BlackList, ACL, gridmap, XACML, PERMIS

Credentials/Attributes — X.509 AC/VOMS , SAML, Shibboleth
Existing AuthZ frameworks

gLite Java AuthZ Framework and GT4-AuthZ

LCAS/LCMAPS

PERMIS

GAAA-AuthZ

COPS (Common Open Policy Service ) — RFC2748, RFC2753,
RFC3761)

Aceqi (for J2EE/Spring)
Shibboleth based?
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AuthZ Coordination Initiatives

Enabling Grids for E-sciencE

OGSA-AUTHZ (https://forge.gridforum.org/projects/ogsa-authz)
and other (OGF) initiatives

Functional Components of Grid Service Provider Authorisation
Service Middleware

Credential Validation Service (CVS)
Implements one of mechanism for interoperability

WS-TRUST and SAML to access a CVS and Request Context to
access a PDP

CVS Requirements — not formal
Interoperation and integration with campuses

Accepting Shibboleth attributes
VOMS-Shibboleth integration — GridShib, GridAAI ( by SWITCH )
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gJAF Overview — Current Design

Enabling Grids for E-sciencE

Provided as org.glite.security.authz Java package
Uses actively org.glite.security.utils
Has inherited (architectural) compatibility with GT4-AuthZ

Called from applications via an interceptor/gateway
{MessageContext, Subject, operation}

Contains a configured chain of PIP and PDP modules

PIP collects/extracts information to be sent to PDP
Each PDP evaluates its relevant attributes against its own Policy
Chain is configured to apply PDP decisions combination

Problems
Requires application specific manual chain configuration
Limited use up to now in gLite by CREAM
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gJAF Overview — Current works

Enabling Grids for E-sciencE

Fixing bugs
Bug #18244 and #21544 fixed so far (with significant help from
CREAM group)
Creating test setup/installation and specific test suites
for future development
First of all, to quickly test possible bugs
Prepare for integration with the Shibboleth and add SAML

attributes support
Add XACML PDP and external calls to G-PBox
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gJAF components and connection

—mel@.LDe Grid Service (current design)

Grid Service
StV Request Service Gateway
(SOAP Msg Interceptor)
< » | e
i PEP i
' A
' |
v k
Call from T et - s :
SrvGw or Msg | PIP chain (extracts attributes) | ! PDP chain (makes decision) | _AuthZ
Interceptor | : : i Decision
i h h |
v L pl PIP lepl PIP lepl PIP «—»| AuthZ Decision Combination |1 ¥
| . I |
AuthZ Attr/Data : A : : i i i :
. |
! User/Local VO Attr i : :
i Attr . PDP PDP Ext PDP | |
e i D 2] @ Callout | |
External : i
arcal | e _._._t._._ ............ i ......... i
——————— y———————-| I—————— —_—————
| Ext AttrAuth | PAP | 1 Ext.PDP
i (e.g. Shibboleth) i ' (e.9. G-PBoX) !
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Cy gJAF — Proposed Extensions

Enabling Grids for E-sciencE

Grid Service/Resource

Srv Request .

(SOAP Mg Inercapion Config Ticket Cache

—» | . Manager Authority {&—{ (AZTick)
. PEP i

‘ | SecurityCtx (MsgCtx, Subj (SecCreds), A, R, PDecisn(Oblig), AzTick (_A;S_eTsrT&B)_i ‘
-

call from e [ DAUFh.Z
SrvGw or Ms ; ! i PDP chain ecision
Interceptor ’ PIP chain ! ! (Obligations)
. | Bootstrap Lo — —— !
4+_@_> PIP (¢» PIP |¢» PIP l¢—> AuthZ Decision Combination :4|_>
AuthZ : A : : :
Attr/Data ! | I i i i i i
| User/Local VO Attr Lo : i
i Attr : ! Triage PDP PDP Ext PDP | i
T 1 i | | PDP (BL) XACML Callout | |
External : :
atrcall | e i._._._._._._._._._._._. ._._._._._._._._._I ________
r====== y _______ i | === == = | B = |- ------------
i Ext AtrAuth 1 | Ticket: i Cache: ' Ext.PDP
i (e.g. Shibboleth) 1 i Authr E‘"i ] ' (e.g. G-PBOX) !
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Suggested further development (1)

Enabling Grids for E-sciencE

SAML/Shib Credentials support

To be provided as internal gJAF package or part of
org.glite.security.utils and supported by SAML/Shib PIP

Need to clarify SAML Assertions format and supporting libraries
Will rely on effective cooperation with SWITCH

Also expected to be available in GT4-AuthZ with GridShib
Using XACML for policy expression

Motivation - Standard, Context aware, can be mapped to different
formats

Used in G-PBox
Can be added as XACML PDP plugin to gJAF or GT4-AuthZ
Need policy management tool (simple or complex)
Other issues found important
Enable PDP chain to respond with Obligated decision

PDP answer with AuthZ ticket to provide extended/full decision context
In response to gJAF/PDP and AuthZ session management
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Suggested further development (2)

Enabling Grids for E-sciencE

Compatibility and integration with other gLite/EGEE
and 3rd party solutions
Integration with the G-PBox
Needs gJAF AuthZ chain extension to process Obligated decisions
Compatibility and integration with the GT4-AuthZ

Possibility to reuse available set of PDP’s and PIP’s

Common interest in cooperate and compatibility with the GT4-
AuthZ team

AuthZ Policy compatibility and coordination

Common or mapped attributes semantics — needs wider
discussions

Policy formats mapping — XACML, GACL, ACL, gridmap,
BlackList

Q: Are all they compatible and convertible (e.g. to XACML)?
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e AuthZ session management and

AuthZ ticket format

Enabling Grids for E-sciencE

* AuthZ session management is required for such cases
like
— Multidomain domain AuthZ scenarios

— Complex Resource Provisioning including reservation and
deployment stages

— Accounting
« AuthZ ticket is a standard way to solve most of above
problems




G AuthZ ticket - Top elements (1)

Enabling Grids for E-sciencE

AAA:AuthzTicketType

[ attributes |_

Issuer

TicketlD

AAADecisions

AuthzTicket E}—

AAA:Conditions
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G AuthZ ticket - Top elements (2)

Enabling Grids for E-sciencE

<Deci si ons>/ <Deci si on> - hold the PDP AuthZ decision bound to the requested
resource or service expressed as the ResourcelD attribute and related {S, R, A}
<Condi ti ons> - specifies the validity constrains for the ticket, including validity time
and AuthZ session identification and additionally context
<ConditionAuthzSession> (extendable) - holds AuthZ session context
<Subj ect > complex element - contains all information related to the authenticated
Subject who obtained permission to do the actions
<Role> - holds subject’s capbilities
<SubjectConfirmationData> - typically holds AuthN context
<SubjectContext> (extendable) - provides additional security or session related
information, e.g. Subject’'s VO, project, or federation.

<Resour ces>/ <Resour ce> - contains resources list access to which is granted by the
ticket

<Acti ons>/ <Act i on> complex element - contains actions which are permitted for the
Subject or its delegates
<Del egat i on> element — defines who the permission and/or capability are delegated to:
another Subjects or community

attributes define restriction on type and depth of delegation
<bl i gations>/ <Cbl i gati on> - holds obligations that PEP/Resource should perform
in conjunction with the current PDP decision.
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AuthZ ticket — Example Version 0.0

oroprietary format

<AAA: Aut hzTi cket xm ns: AAA="ht t p: / / ww. aaaut hr each. or g/ ns/ #AAA" | ssuer="urn:cnl :trust:tickaut h: pep"
Ti cket | D="cba06d1a9df 148cf 4200ef 8f 3e4f d2b3" >
<AAA: Deci si on Resourcel D="http://resources. col | aboratory.nl/Philips_XPS1">Perm t </ AAA: Deci si on>

Enabling Grids for E-sciencE

<l-- SAM. mappi ng: <Authori zationDeci sionStatenent Decision="*" Resource="*"> -->
<AAA: Act i ons>
<AAA: Acti on>cnl :actions: Ctrllnstr</AAA Action> <l-- SAML nmpping: <Action> -->

<AAA: Acti on>cnl : actions: Ctrl Exper </ AAA: Acti on>
</ AAA: Acti ons>

<AAA: Subj ect | d="subject">
<AAA: Subj ect | D>WHO740@iser s. col | abor at ory. nl </ AAA: Subj ect | D> <! -- SAM. mappi ng: <Subj ect >/ <Nanel dentifier> -->

<AAA: Subj ect Confi rmati onDat a>l GhALl1vwa8YQomrgB9Ege9JRNnl d84AggaDk Cb5WM U=</ AAA: Subj ect Confi r mat i onDat a>
<l-- SAML mapping: EXTENDED <Subj ect ConfirnmationbDatal/> -->
<AAA: Rol e>anal yst </ AAA: Rol e>

<l-- SAM. mappi ng: <Evidence>/<Assertion>/<AttributeStatenent>/<Assertion>/<Attribute>/<AttributeVvalue> -->
<AAA: Subj ect Cont ext >CNL2- XPS1- 2005- 02- 02</ AAA: Subj ect Cont ext >
<l-- SAM. mappi ng: <Evi dence>/ <Assertion>/<AttributeStatenent>/ <Assertion>/<Attribute>/<AttributeVal ue> -->

</ AAA: Subj ect >
<AAA: Del egati on MaxDel egati onDept h="3" restriction="subjects">
(<ISAI\/L§A(I¥;_ mappi ng: LI M TED <Audi enceRestrictionCondition> (SAM.1.1), or <ProxyRestriction>/<Audi ence>
. -->
<AAA: Del egat i onSubj ect s> <AAA: Subj ect | D>t eam nenber - 2</ AAA: Subj ect | D> </ AAA: Del egat i onSubj ect s>
</ AAA: Del egati on>
<AAA: Condi ti ons Not Bef or e="2006- 06- 08T12: 59: 29. 912Z" Not OnOr Af t er =" 2006- 06- 09T12: 59: 29. 912Z" renewal =" no" >
<l-- SAM. mappi ng: <Conditions NotBefore="*" NotOnOrAfter="*"> -->
<AAA: Condi ti onAut hzSessi on Pol i cyRef =" Pol i cyRef - GAAA- RBAC-t est 001" Sessi onl D="JobXPS1-2006- 001" >
<l-- SAML mappi ng: EXTENDED <SAM.Condi ti onAut hzSessi on PolicyRef="*" SessionlD="*"> -->
<AAA: Sessi onDat a>put - sessi on- dat a- Ct x- her e</ AAA: Sessi onData> <!-- SAM. EXTENDED: <SessionbDatal/> -->
</ AAA: Condi t i onAut hzSessi on>
</ AAA: Condi ti ons>
<AAA: bl i gati ons>
<AAA: bl i gati on>put - pol i cy-obligation(2)-here</AAA: Qbligation> <!-- SAML EXTENDED:
<Advi ce>/ <Pol i cyOnl i gati on> -->
<AAA: ol i gati on>put - pol i cy-obligation(l)-here</AAA: Obligation>
</ AAA: Obl i gati ons>
</ AAA: Aut hzTi cket >

<ds: Si ghat ure> <ds: Si gnedl nf o/ >
<ds: Si ghat ur eVal ue>e4E27kNwEXoVdnXI BpGVj paBGVY71Nypos. .. </ ds: Si ghat ur eVal ue></ ds: Si gnat ur e>



CIEICJC) AuthzToken example — 293 bytes

Enabling Grids for E-sciencE

«  <AAA: Aut hzToken Tokenl D="c24d2c7dba476041b7853e63689193ad" >
«  <AAA: TokenVal ue>

o OlzZt owsJT6an+t | xhhTPti zt DpZ+i ynx7K7X2Cxd2i BWCUTQON61Szv81DKI | Weq751 s
Hf usnnb6

« zT3f hKUlzEUsob7p60oM_M7hb42+vj f vNeJu2r oknhl Dzr uM r 6hNMDs| f aot URepu7QCT
OsADmOI f

¢ X89Et 55EKSE90E9qBD8=
« </ AAA: TokenVal ue>
« </ AAA: Aut hzToken>

AuthzToken is constructed of the AuthzTicket TicketlD and SignatureValue
AuthzToken use suggests caching AuthzTicket's




Enabling Grids for E-sciencE

Tickets/Tokens handling in AuthZ

system

( \ (
SrvReq (AzTick/AzTok) =] ReqPolicyDecision J-
Requestor FEP FDP
afp—SrvDeliv (AzTickiAzTok) ReturnDecision
L

\ J ~ - . v,

'Y S |
RirTick  SvTick "."E:nFteq Eﬂnﬂﬂ!al S

Cachekaet

. S

Requestor
t?ache Request ReqTicklfToken —j- Cached
(tickets/ Tr
cookie) Lt ReturnTicket Tickets

AuthzTicket is issued by PDP and may be issued by PEP
AuthzTicket must be signed

AuthzTicket contains all necessary information to make local PEP-Triage
Request verification

When using AuthzTokens, AuthzTickets must be cached; Resolution
mechanism from token to ticket must be provided
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Cy gJAF — Proposed Extensions

Enabling Grids for E-sciencE

Grid Service/Resource

Srv Request .
(SOAP Msg Itercepton Config Ticket Cache
Manager Authority [«—{ (AzTick)

T e

‘ | | SecurityCtx (MsgCtx, Subj (SecCreds), A, R, PDecisn(Oblig), AzTick (_A_z§e_s,rTc:_t>5)_i ‘

Call from PP [T T T T T e DAU_th,Z
SrvG M in | i PDP chai ecision
Interceptor PIPchain chaim— obligations)
i | Bootstrap : ! ! ’
_+_@_> PIP |e»| PIP || PIP 4.,_;_> AuthZ Decision Combination : >
| i ; :
Authz | 7'y o :
Attr/Data ! ! [ I t I I i
1 User/Local VO Attr b : i
| Attr : | Triage PDP PDP Ext PDP | i
b 1___ i | | PDP (BL) XACML Callout | i
External : :
arcal | e i ....................... i_._._._._._._._._l ________
y ———————————— o T Sttt =

| r

| Ext AtrAuth | | Ticket| |Cache| | PAP i i
i (e.g. Shibboleth) 1 1 Authr E‘"i ! ' (e.g. G-PBoOX) !
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G Other related activities

Enabling Grids for E-sciencE

gJAF promotion in EGEE and for wider Grid community

Time to update gJAF Developer’s guide -
https://edms.cern.ch/document/501718

HOWTO and usage examples
EGEE AuthZ Policy Coordination
EGEE2 AuthZ Policy Coordination (this) meeting
EGEE1 meeting was in Bologna on June 6-7, 2005
Outcome of this meeting should produce both
(1) some practical decisions/suggestions for further gJAF development
(2) plans for pushing EGEE AuthZ through OGF AuthZ WG, and
OGF OGSA-AuthZ Working Group
EGEE interest — bring EGEE reality to GGF standardisation

(Prospective) Submit document on AuthZ session management, in
particular, AuthZ ticket format

Solution potentially compatible with the CVS (Credentials Validation
Service)
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- Discussion

Enabling Grids for E-sciencE

* AuthZ Session support and AuthZ Ticket format
« Contribution to OGSA-AUTHZ

* Interaction with other packages and developers
— Promoting gJAF to wider

 Coordination with GT4-AuthZ
* Any other issues?




Cy Additional information

Enabling Grids for E-sciencE

Complex AuthZ scenarios — Use cases

— Hierarchical Domain based Resource management in GCE

— Complex Resource Provisioning (on-demand) — OLPP example
— User Controlled Virtual Workspace Service (VWSS-UC)

AuthZ Ticket format (details)
— GAAAPI design to support AuthZ Session

GT4 Authorisation Framework
COPS (Common Open Policy Service) Protocol RFC’s




e Hierarchical Domain based Resource

Enabling Grids for E-sciencE man agement In GCE
Instrument |—p!  Instrument :_>:- Ingrument | Instrument
o : L ! > Session
Facility Virtual Experiment Experiment
—» Laboratory [—» (Project) > Session
(TAO) (TAL) TA2 (Security
- A - f—————- - Context)
: Admin if === - -p Admin i— ..... - -pi Admin 1
\ Users i___y| Users 5| User/Delegate
| (attrg/roles) (attrs/roles) Session
| I i ______ 4
/’ ,’ e ettt
S ! | Collab/AuthZ !
' Policy/Restr. - - -ps Policy/Restr. '- - - p| Policy/Restr. + ---- Lpi  Session i
Immmmmmmmm e ' Iemmmmmmmm e !  (AuthzTicket)
————— —E_I;;S_o_u;ge_l;’r_o:/i_si_o;li_n_g_s_e_s;i_o;-':. _____ —> T
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Complex Resource Provisioning
Enabling Grids for E-sciencE (On-demand) — OLPP example

! Sequence '
4
A
Control
Plane
(RAM)
4
A
Domain 1 Domain 2 P Resource
+—Pp
NetworkEIm/WSE NetworkEIm/WSE Plane
v
| m o m e e
< : Application/AuthZ Session
e e e e e e e e e e e e e e e ——————
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e User Controlled Virtual Workspace

Service (VWSS-UC)

Enabling Grids for E-sciencE

i PCPlatform i Grid Virtual WSS i User Applic Env :

1 1 | :

1 1 | I

1 1 I

TPM a0 | ! TAL [ TR i TA#

! aPw) [T VM/VWSS | (UC Appl) ! (UserClient)
| i | i

1 | 1

t| |[CPU 0S l VM ! |

! : Ware || VM1 I » Applic | | Applic| -Li_-_,| User Client
! Hosting| | ! | Lucsy) [T | AnAz | iSvReq:

: ! ! | Rrialalel

' platfrm| | | > (Xen) | \}\ Gteway 47

I vMn | | ! Applic | | ' TPM |
! i | LUCsw) i -
1 1 | I | :

[ ‘ N frenee

t[ | mo i i ! E‘_ § | IS >

1 r I| _______ A, T T T T TTT T

LY i Security | | 'WSSReq ! AuthZ Session

| I Gateway |- ===" : i

: ! | [mmm——————— 1

| Lo ] ) | LwssTicket i

| : < . : >

: | ! WSS Session !

o e e oo e e e e e e e e -
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G AuthZ ticket - Top elements (1)

Enabling Grids for E-sciencE

AAA:AuthzTicketType

[ attributes |_

Issuer

TicketlD

AAADecisions

AuthzTicket E}—

AAA:Conditions
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G AuthZ ticket - Top elements (2)

Enabling Grids for E-sciencE

<Deci si ons>/ <Deci si on> - hold the PDP AuthZ decision bound to the
requested resource or service expressed as the ResourcelD attribute and

related {S, R, A}
<Condi ti ons> - specifies the validity constrains for the ticket, including
validity time and AuthZ session identification and additionally context
<ConditionAuthzSession> (extendable) - holds AuthZ session context
<Subj ect > complex element - contains all information related to the
authenticated Subject who obtained permission to do the actions
<Role> - holds subject’s capbilities
<SubjectConfirmationData> - typically holds AuthN context
<SubjectContext> (extendable) - provides additional security or session
related information, e.g. Subject’s VO, project, or federation.

<Resour ces>/ <Resour ce> - contains resources list access to which is
granted by the ticket

<Acti ons>/ <Acti on>complex element - contains actions which are
permitted for the Subject or its delegates

<Del egat i on> element — defines who the permission and/or capability are
delegated to: another Subjects or community
attributes define restriction on type and depth of delegation

<Obl i gati ons>/ <Cbl i gati on> - holds obligations that PEP/Resource
should perform in conjunction with the current PDP decision.
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AuthZ ticket — Example Version 0.0

oroprietary format

<AAA: Aut hzTi cket xm ns: AAA="ht t p: / / ww. aaaut hr each. or g/ ns/ #AAA" | ssuer="urn:cnl :trust:tickaut h: pep"
Ti cket | D="cba06d1a9df 148cf 4200ef 8f 3e4f d2b3" >
<AAA: Deci si on Resourcel D="http://resources. col | aboratory.nl/Philips_XPS1">Perm t </ AAA: Deci si on>

Enabling Grids for E-sciencE

<l-- SAM. mappi ng: <Authori zationDeci sionStatenent Decision="*" Resource="*"> -->
<AAA: Act i ons>
<AAA: Acti on>cnl :actions: Ctrllnstr</AAA Action> <l-- SAML nmpping: <Action> -->

<AAA: Acti on>cnl : actions: Ctrl Exper </ AAA: Acti on>
</ AAA: Acti ons>

<AAA: Subj ect | d="subject">
<AAA: Subj ect | D>WHO740@iser s. col | abor at ory. nl </ AAA: Subj ect | D> <! -- SAM. mappi ng: <Subj ect >/ <Nanel dentifier> -->

<AAA: Subj ect Confi rmati onDat a>l GhALl1vwa8YQomrgB9Ege9JRNnl d84AggaDk Cb5WM U=</ AAA: Subj ect Confi r mat i onDat a>
<l-- SAML mapping: EXTENDED <Subj ect ConfirnmationbDatal/> -->
<AAA: Rol e>anal yst </ AAA: Rol e>

<l-- SAM. mappi ng: <Evidence>/<Assertion>/<AttributeStatenent>/<Assertion>/<Attribute>/<AttributeVvalue> -->
<AAA: Subj ect Cont ext >CNL2- XPS1- 2005- 02- 02</ AAA: Subj ect Cont ext >
<l-- SAM. mappi ng: <Evi dence>/ <Assertion>/<AttributeStatenent>/ <Assertion>/<Attribute>/<AttributeVal ue> -->

</ AAA: Subj ect >
<AAA: Del egati on MaxDel egati onDept h="3" restriction="subjects">
(<ISAI\/L§A(I¥;_ mappi ng: LI M TED <Audi enceRestrictionCondition> (SAM.1.1), or <ProxyRestriction>/<Audi ence>
. -->
<AAA: Del egat i onSubj ect s> <AAA: Subj ect | D>t eam nenber - 2</ AAA: Subj ect | D> </ AAA: Del egat i onSubj ect s>
</ AAA: Del egati on>
<AAA: Condi ti ons Not Bef or e="2006- 06- 08T12: 59: 29. 912Z" Not OnOr Af t er =" 2006- 06- 09T12: 59: 29. 912Z" renewal =" no" >
<l-- SAM. mappi ng: <Conditions NotBefore="*" NotOnOrAfter="*"> -->
<AAA: Condi ti onAut hzSessi on Pol i cyRef =" Pol i cyRef - GAAA- RBAC-t est 001" Sessi onl D="JobXPS1-2006- 001" >
<l-- SAML mappi ng: EXTENDED <SAM.Condi ti onAut hzSessi on PolicyRef="*" SessionlD="*"> -->
<AAA: Sessi onDat a>put - sessi on- dat a- Ct x- her e</ AAA: Sessi onData> <!-- SAM. EXTENDED: <SessionbDatal/> -->
</ AAA: Condi t i onAut hzSessi on>
</ AAA: Condi ti ons>
<AAA: bl i gati ons>
<AAA: bl i gati on>put - pol i cy-obligation(2)-here</AAA: Qbligation> <!-- SAML EXTENDED:
<Advi ce>/ <Pol i cyOnl i gati on> -->
<AAA: ol i gati on>put - pol i cy-obligation(l)-here</AAA: Obligation>
</ AAA: Obl i gati ons>
</ AAA: Aut hzTi cket >

<ds: Si ghat ure> <ds: Si gnedl nf o/ >
<ds: Si ghat ur eVal ue>e4E27kNwEXoVdnXI BpGVj paBGVY71Nypos. .. </ ds: Si ghat ur eVal ue></ ds: Si gnat ur e>



CIEICJC) AuthzToken example — 293 bytes

Enabling Grids for E-sciencE

«  <AAA: Aut hzToken Tokenl D="c24d2c7dba476041b7853e63689193ad" >
«  <AAA: TokenVal ue>

o OlzZt owsJT6an+t | xhhTPti zt DpZ+i ynx7K7X2Cxd2i BWCUTQON61Szv81DKI | Weq751 s
Hf usnnb6

« zT3f hKUlzEUsob7p60oM_M7hb42+vj f vNeJu2r oknhl Dzr uM r 6hNMDs| f aot URepu7QCT
OsADmOI f

¢ X89Et 55EKSE90E9qBD8=
« </ AAA: TokenVal ue>
« </ AAA: Aut hzToken>

AuthzToken is constructed of the AuthzTicket TicketlD and SignatureValue
AuthzToken use suggests caching AuthzTicket's
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Tickets/Tokens handling in AuthZ

system

( \ (
SrvReq (AzTick/AzTok) =] ReqPolicyDecision J-
Requestor FEP FDP
afp—SrvDeliv (AzTickiAzTok) ReturnDecision
L

\ J ~ - . v,

'Y S |
RirTick  SvTick "."E:nFteq Eﬂnﬂﬂ!al S

Cachekaet

. S

Requestor
t?ache Request ReqTicklfToken —j- Cached
(tickets/ Tr
cookie) Lt ReturnTicket Tickets

AuthzTicket is issued by PDP and may be issued by PEP
AuthzTicket must be signed

AuthzTicket contains all necessary information to make local PEP-Triage
Request verification

When using AuthzTokens, AuthzTickets must be cached; Resolution
mechanism from token to ticket must be provided
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e GAAAPI Components to handle AuthZ
Tickets

Enabling Grids for E-sciencE

AzReq GAAA-RBAC
Resource
< ; :
AzTicket L | P
- : PEP/PDP | |
.__Config_| i
! < Ticket |1
: N CtxHandler Triage Cache Authority | !
! | Resolver [¢ 3 < i Y :
AAS : ,/’ !__,_,_,_._I __________ i _____ ’_I.il __________ _I :
(IdP) ;I AttrReslv : y i :
: G p| i PEP : Trus_t :
___________ i e i . | Domains | ;
AZTicketi| SvReq et m i ... __.1
————— bt < >
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GT4 Authorisation Framework

Enabling Grids for E-sciencE

Can be configured for Container, Message, Service/Resource
Called from the SOAP/AXxis message interceptor
AuthZ processing sequence includes

Bootstrapping X.509 PIP — retrieves request parameters from the
message

Subject, Resource, Action
Seqguence of pre-configured PIP’s, including SAML
Seqguence of (specialised) PDP’s

Different PDP decisions combination algorithms by AuthZ engine
However, multiple policy decision’s consistency is not resolved

Available PDP’s
ACL and GridMap
HostAuthorization and UserNameAuthorization (similar BlackList PDP)
SAML AuthZ callout and SAML AuthZ Assertion
SelfAuthorization — based on shared/trusted Resource credentials
Simple XACML PDP (provided as a placeholder for extension)
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e COPS (Common Open Policy Service)

Protocol

Enabling Grids for E-sciencE

« RFC2748: The COPS (Common Open Policy Service)
Protocol, Edited Durham, D., January 2000. -
http://lwww.ietf.org/rfc/rfc2748.txt

« RFC2753: A Framework for Policy-based Admission
Control, January 2000. -
http://lwww.ietf.org/rfc/rfc2753.txt

« RFC3621: Framework for Session Set-up with Media
Authorization, April 2003. -
http://www.ietf.org/rfc/rfc3521.txt




