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What you will hear about
● What is GNU/Linux
● Finding your way around in Linux
– Window manager, Shell (bash), directory structure, permissions
– pwd, ls, man, apropos, cd, mkdir, cp, mv, rm, ln, env, export

● Some useful tools with example use cases
– echo, cat, less, which, locate,  wc, head, tail, grep, diff, b/gzip, 

tar, ssh, scp
● Connecting tools together
– Bash scripting, stdin, stdout, stderr, pipes and redirection.

● Where to go when stuck.
● Writing your own, hello world example.
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GNU/Linux
● Most people refer to GNU/Linux as „Linux“ 

which is actually only the kernel of the system.
● Linux is developed by Linus Trovalds. It 

manages hardware resources of the computers 
and how programs use them.

● GNU tools are open-source, free programs by 
Free Software Foundation.

● It is composed of >350 packages
● GNU and Linux together they form a complete, 

free and open-source operating system.
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GNU/Linux
● There are many flavors of GNU/Linux. See 

http://en.wikipedia.org/wiki/List_of_Linux_distributions
● Heavily used in scientific computing. Scientific Linux is 

the most common version in HEP community.
● Intrinsically multi-user and arguably the most secure op-

erating system.
● Many modern distributions have nice window managers 

such as Gnome and KDE for point-and-click interaction 
and convenient personal use.

● Due to open source nature and built-in compilers for 
numerous languages, many people develop commercial 
quality applications and make them available for free.

● Highly addictive.

http://en.wikipedia.org/wiki/List_of_Linux_distributions
http://www.scientificlinux.org/
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Login Screen
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Gnome Desktop

Applications menu keep 
shortcuts for various 
applications in organized 
manner. Every application can 
also be started from command-
line

Places menu keep 
shortcuts for commonly 
used user directories.

System menu keeps links for 
system administration and 
preferences. This is where you 
configure and personalize your 
desktop. 
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Shell
Quick start panel

Shortcuts for editors; VimVim, cream cream and emacsemacs. You can 
also use nedit, geditnedit, gedit or nanonano from command-line. See 
http://www.gnu.org/software/emacs/tour/ for an 
introduction to emacsemacs and 
http://tips.webdesign10.com/another-vim-tutorial for 
vimvim

Starts gnome-terminal (shell)

Shell is the command-line for the Linux.
Although it might look scary at the 
beginning you once you get used to it, you 
will see that it is very powerful.
The default shell for many distributions is 
Bourne-again shell (bash). It has auto-
complete feature. If you press Tab button 
in keyboard, it will complete command or 
path, or list possibilities if multiple choices 
exist.

Tab button does auto-
complete in bash

http://www.gnu.org/software/emacs/tour/
http://tips.webdesign10.com/another-vim-tutorial
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pwd, ls and Directory Structure

istapp2011istapp2011homeworkshomeworks

●rootroot directory. Top level in the directory 
tree. Everything resides below that
There are two special directories in each node 
● . (dot) refers to the directory itself
● .. (double dots) refers to the parent directory

Sub-directories. Seperated by  //

pwdpwd prints the directory you are in 

Your location in directory tree.
Each node in the tree is seperated by 
a // //

homehome

feynmanfeynman

DocumentsDocuments

//

// ////

binbin etcetc

//
pythia8_worksheet.pdf Files are the last nodes in the 

tree

lsls lists the contents of current 
directory

It can take a path as an argument. The path can be 
relative, i.e. with respect to current directory, or absolute 
i.e. with respect to root directory.

A relative path. From  /home/feynman/istapp2011 
../homeworks../homeworks

An absolute path. Same from any location 
/home/feynman/homeworks/home/feynman/homeworks
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Arguments, --help, man apropos
● Almost all programs in Linux have 

arguments to alter their behavior.
● Most of them will display a summary 

of available arguments with the –help 
argument. For example ls –helpls –help

● Many have detailed information 
available through manual (man) or 
information (info) pages.

● Man and info pages are accessible 
through manman and info commands.  commands. See  
man ls man ls forfor example.

● Man and info pages also contain 
information about system functions 
that are used in programming.

● You can use aproposapropos command to 
search for keywords in man files. 
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cd, mkdir, rmdir, permissions
● Moving inside the directory tree is done 

by cdcd command. 
● It takes a directory path, either absolute 

or relative, as argument.
● Without parameters it takes you to your 

home directory (/home/feynman in our 
example)

● New directories in a directory tree is 
created by mkdirmkdir command. It takes a 
directory path as argument.

● A directory can be removed by rmdirrmdir 
command. Directory to be removed 
must be empty.

● User must have proper access 
permissions to be able to these actions.

● ls -lls -l lists permissions owners and sizes 
of files and directories. 

Permissions in triplets for useruser, groupgroup, and othersothers
●dd is for directory and ll is for links is for links
●rr is for reading (4)
●ww is for writing (2)
●xx for accessing or executing (1)
Triplet of letter defines whether user, group or others have 
permissions for required actions. It is also possible to represent 
triplets as a three digit octal number. Values in brackets give the 
value of the flag in octal base. Thus rwxr-xr-xrwxr-xr-x is 755 in octal base.
(Different file systems might have different access control 
mechanisms!)
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cp, ln, mv, rm
● Files and directories can be copied with cpcp 

command. Use cp -r <src> <dest>cp -r <src> <dest> to copy 
<src> directory into <dest>

● Instead of copying you can use ln -s <src> ln -s <src> 
<dest> <dest> command to create link (shortcut) of a 
file or directory <src> in/with name <dest>

● Moving or renaming a file or directory is 
done by mvmv command. Use mv <oldname> mv <oldname> 
<newdir/newname><newdir/newname> to move a directory or 
file to new location newdir with a new name 
newname. Omit newdir to rename a file or 
directory.

● Deleting a file is done by rm <file>rm <file> 
command. rm -rf <dest>rm -rf <dest> deletes files, 
directories and any files or sub-directories in 
them recursively.

DO NOT DO rm -rf ~/*rm -rf ~/* !!!
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Environment variables
● Shells have some variables called 

Environment variables.
●  They are typically used for configuring 

programs. 
● env command lists currently defined 

variables.
● Shell replaces ${VARIABLE} with the 

value of the respective variable.
● Most of them have a special meaning. 

Most notable ones
– ${PATH} lists the directories that are 

searched for the entered command.
– ${LD_LIBRARY_PATH} lists the 

directories that are searched for the 
shared libraries that the program uses.

– ${HOME} contains path to your home 
directory

You can define your variables 
or modify existing ones with 
exportexport command.

export PATH=${HOME}/bin:${PATH}export PATH=${HOME}/bin:${PATH}
export ROOTSYS=/hep/root export ROOTSYS=/hep/root 
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echo, cat, less
● echoecho command prints the argument 

to screen. It can expand variables. 
Good for piping programs or giving 
feedback.

● catcat prints the selected files or your 
input to the screen. Can be used for 
merging files, sending them to the 
other programs for processing.

● lessless displays the selected text file(s). 
It can browse the file forward and 
backward direction, search for a 
given pattern and do more. See man man 
lessless. Most common uses are reading 
ascii files or buffering program 
outputs.
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head, tail and wc
● Sometimes you are interested in 

only first or last couple of lines of a 
file.

● headhead and tailtail commands print 
beginning or end of a file. You can 
use -n or -c arguments to specify 
the length in terms of lines or bytes.

● tail -ftail -f will make tail to follow file, 
that is it will append the changes to 
the end of file. It is good for 
watching the logs or output of your 
programs.

● You can count the bytes, characters, 
lines in a file or find the longest line 
with wcwc
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which and locate
● whichwhich command tells you the 

absolute path of a command that you 
can execute which implies that only 
the paths in ${PATH} is searched for 
executables. It is handy at finding the 
location of executables, and figuring 
out which binary is actually used 
since there may be several binaries 
with the same name in the ${PATH}.

● locatelocate command shows all the files 
or directories that contain the pattern. 
 It uses an index database and is 
independent of ${PATH}. It can only 
give locate the files that were present 
when the database was created. Most 
common use-case is locating files. 
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grep and Regular Expressions
● grep is a powerful tool that is used for 

searching patterns in files.
● You can use it for searching a keyword 

(variable or function) in a large set of 
source files.   

● It can use regular expressions in 
searches. Regular expressions are a  to 
express patterns.

● They have a special syntax. See man 
grep, man 7 regex and search on the 
internet.

● I strongly encourage you to learn basics 
of regular expressions.

Basic regex information
●.. (dot) matches any single character
●[ ] [ ] defines a set. It only matches characters in the set
●^̂ defines the beginning of a line except in a set, in which case 
negates the set
●$$ defines end of a line
●?? means zero or one of the previous item.
●++ means one or more of previous item
●** means zero or more of previous item



ISTAPPISTAPP07/02/201107/02/2011 1717
http://xkcd.com/208/
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diff, b/gzip
● diff <file1> <file2>diff <file1> <file2> gives the 

differences between file1 and 
file2. In output < refers to file1 
and > refers to file2

● You can use diffdiff on your backup 
and modified files to figure out 
problems.

● diff -bBdiff -bB ignores spaces and empty 
lines when doing comparison.

● You can compress files with bzip2bzip2 
or gzipgzip to reduce disk usage or 
network transfer duration. 

● Uncompression can be done with 
bunzip2bunzip2 and gunzip.gunzip.
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tar and scp
● tar -cf <archiveName> <targets>..tar -cf <archiveName> <targets>.. creates 

an archive with archiveName.
● tar -xf <archiveName> <fileName>tar -xf <archiveName> <fileName> 

extracts fileName from archive 
archiveName. If fileName is empty, 
extracts everything in the archive.

● -z -z or -j-j arguments compresses the output 
with gzip or bzip2 respectively. -v-v prints 
the names of files and directories while -t-t 
tests the archive.

● Files can be securely transferred between 
different computers through the network by 
using scp.scp.

● scp user1@hostA:<srcFile> 
user2@hostB:<destFile> will copy srcFile 
in hostA to destFile in hostB  
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ssh and ssh-keygen
● sshssh enables you to login a remote 

machine or execute commands there.
● It opens an encrypted communication 

channel which can transmit on both 
ways.

● It starts a shell on remote machine 
which you can use as if you are using 
it locally.

● It can forward X11 (-X-X) connections 
(i.e. GUIs) or arbitrary ports in both 
ways (-L-L or -R-R).

● ssh-keygenssh-keygen can be used for creating 
~/.ssh/id_rsa and ~/.ssh/id_rsa.pub. 
Append the contents of id_rsa.pub to 
~/.ssh/authorized _keys file in the 
remote machine to enable password-
less login from current host.
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stdin, stdout, stderr,
● Linux has one input and two output 

streams defined for interactions with the 
programs.

● stdin is the input data that goes into the 
program and typically comes from 
keyboard.

● stdout is the stream where program 
writes its output data and typically 
printed on the screen.

● stderr is the stream where program 
writes error or diagnostic messages and 
typically printed on the screen. It is 
independent of stdout and can be 
redirected seperately. (see next slide)

application

stdinstdin

stdoutstdout

stderrstderr
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redirection and pipes
● It is possible to redirect stdoutstdout and stderrstderr 

to files and files to stdin.stdin.
● grep “mySearchString” *.cpp > foundgrep “mySearchString” *.cpp > found 

will overwrite the output of the grep into 
found. Using >> instead of > will append 
the results rather than overwriting.

● command < inFile >outFilecommand < inFile >outFile will redirect 
inFile to stdinstdin of commandcommand and its stdoutstdout 
to outFile.

● cmd 2>&12>&1 will redirect 
● It is possible to redirect stdoutstdout of a 

program to stdinstdin of another program 
through “piping”. 

● cmd1 | cmd2cmd1 | cmd2 will connect stdout of cmd1 
to stdinstdin of cmd2. In this manner you can 
connect different commands together to 
do complicated tasks.

stdinstdin

stderrstderr

cmd1

cmd2

stdoutstdout
stdinstdin

stdoutstdout
stdinstdin

cmd2

stderrstderr

stdoutstdout
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Shell (bash) scripting
● Shells provide basic 

functionality of computing 
languages such as conditionals, 
variables, loops.

● Using these constructs together 
with the existing tools you can 
quickly do a lot of things with 
a little work. 

● There are a lot of information 
about shell scripting on the 
web.

● I suggest you to take a look at 
Advanced Bash-Scripting 
Guide (abs guide) 

http://tldp.org/LDP/abs/html/
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Another example
● This script gets a fileName 

which contains paths of some 
other files which may or may 
not exist and counts number 
of total, existing and deleted 
files, calculates the size of 
existing files and prints the 
sum with thousands seperator.

● What are cut, let cut, let and awk awk 
doing? 

● Why not using forfor loop 
instead of whilewhile?

● Can it be improved?
● Try to understand what sedsed 

does and how it works!



ISTAPPISTAPP07/02/201107/02/2011 2525

Where to go
● If stuck, try manman or info.info.
● http://tldp.org/ Contains lots of guides and HOWTOs about 

Linux. Take a look at some of them.
● Ask Google (or your favorite search engine) for quicker 

answers.
● Advanced Bash-Scripting Guide (abs guide) might answer a 

lot of questions about shell scripting.
● sed is a stream editor that uses regular expressions. It is really 

powerful. See http://www.grymoire.com/Unix/Sed.html as an 
introduction. Also see 
http://www.gnu.org/software/sed/manual/sed.html

● Awk is a power tool for Linux. It uses a data-driven 
approach. See http://www.gnu.org/manual/gawk/index.html.

http://tldp.org/
http://tldp.org/LDP/abs/html/
http://www.grymoire.com/Unix/Sed.html
http://www.gnu.org/manual/gawk/index.html
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Hello World example
● Linux natively supports c/c++. If 

GNU tools and shell scripting is not 
enough, you can write your own 
programs

● gfortran, gcc gfortran, gcc and g++ g++ are Fortran, C 
and C++  compilers of the GCC 
suite, respectively.

● In C/C++ every program has an entry 
function with a signature of either int int 
main(void) main(void) or
int main(int argc, char* argv[]).int main(int argc, char* argv[]).

● In C++ iostream library provides two 
stream objects, cout and cin to access 
stdin and stdout.

● We will talk about C++ in ROOT 
lectures in the afternoon.
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CheckSizes with c++

Defines cin, coutcin, cout and 
getline()getline()Needed for stat()stat()

See man 2 statman 2 stat Defines stringstring

Data type to hold file information.

Read a line from stdin.stdin.

Read file information into 
statInfo struct. stat()stat() returns a 
non-zero value (true) on failure.

Add file size to total.

Can you print total size 
with thousands separator?
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Last words

● GNU/Linux is a big topic and can not be covered in 45 
minutes. 

● I skipped most of the details and tried to explain basics that 
you might need when you start using Linux. There are some 
more, useful commands that I did not mention.

● Improving your knowledge about Linux and programming 
languages will provide you alternative solutions for your 
problems regardless of whether you work on theory or 
experiment.

● Please take a look at the references in the talk.
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Finally 
– "I checked it very thoroughly," said the computer, "and that quite definitely is the answer. I think 

the problem, to be quite honest with you, is that you've never actually known what the question 
is."

– "But it was the Great Question! The Ultimate Question of Life, the Universe and Everything," 
howled Loonquawl.

– "Yes," said Deep Thought with the air of one who suffers fools gladly, "but what actually is it?"
– A slow stupefied silence crept over the men as they stared at the computer and then at each other.
– "Well, you know, it's just Everything ... Everything ..." offered Phouchg weakly.
– "Exactly!" said Deep Thought. "So once you know what the question actually is, you'll know what 

the answer means."
from Hitchhikers Guide to Galaxy

There are enormous amount of information about 
GNU/Linux and programming on the web. If you phrase 

the question correctly, you can find answers to your 
problem! 
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THANK YOU
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