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I log files
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I Sports an extensive rule set by default

I Available for MS Windows (agent only), *nix (full support)

I Can also analyse e.g. Cisco PIX, FWSM logs
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Analysis

Take action depending on alert level, group, rule id:

I Write event to DB or logfile

I Send me an e-mail

I Send an e-mail to another person

I Ban offenders by autocreating iptables rule
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I Auto ban repeated offenders
I Monitor non-intrusion related aspects

I E.g. malfunctioning RAID controllers
I Use granular e-mail notifications to inform respective

co-workers
I Or even trigger infrastructure wide unmounts of affected fs

exports

I Use reporting functionality for statistics or forensic purposes
I E.g. which ports currently open in my firewall are actually

used?
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the analysis and reporting engine
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