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On reputation
and

the media



Reputation
• “Computer security” aims at protecting different assets:
–Service availability
–Data integrity or corruption
–Confidentiality
–Reputation

• For online services, reputation is everything
– Trust
–Do business
–Keep existing customers, acquire more

• Reputation is fragile
–Need to take great care of it while managing security
• Both to prevent attacks and to recover from them

–Affected by an incident echoed in the press?
• Cooperating with partner sites is essential 3



Recent attacks



RSA SecurID tokens
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RSA SecurID tokens
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– SecurIDʼs effectiveness 
now reduced

– Canʼt upgrade tokens

– Customers probably 
need to replace all 
units?

– How many will choose 
SecurID again?



Sony Playstation Network
– 77 millions 

accounts 
compromised

– Personal details

– Credit cards

– Service 
completely down 
since 19th April
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Sony Playstation Network
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Sony Playstation Network
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Newpapers also get attacked
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HEPiX/Academic community
• 4 security incidents handled in WLCG since last meeting
– 1 Web application attack
– 3 involving SSH

• SSH remain the primary intrusion vector
–Passwords+Keys: sniffed/copied and re-used by attackers
– The vast majority of Linux incidents at CERN results from 

compromised account at other sites 
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HEPiX/Academic community
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HEPiX/Academic community
• 4 security incidents handled since last meeting
– 1 Web application attack
– 3 involving SSH

• SSH remain the primary intrusion vector
–Passwords+Keys: sniffed/copied and re-used by attackers
– The vast majority of Linux incidents at CERN results from 

compromised account at other sites
–Pilot Yubikey service at CERN seen as a success
• Further tests are currently being conducted with other groups in IT

• Identity federation
–Will quite likely have an impact on such SSH incidents
• Better traceability and unified blocking of compromised accounts?
• Workflow remains TBD

– Identity Federation Workshop - 9-10 June 2011, CERN
• https://indico.cern.ch/conferenceTimeTable.py?confId=129364 13
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(Not so) recent Linux 
rootkit trends



Rootkits
• Kernel-level rootkits
–Modify kernel structures (syscall table, IDT, etc.)
–Malicious codes is loaded directly in the kernel
• Loadable Kernel Modules
• Direct /dev/mem access (patch kernel on-the-fly)

–Reference implementation (SuckIT) proposed in Phrack in 2001
• http://www.phrack.org/issues.html?id=7&issue=58 
• Not new!

–Phalanx 2 used against the academic community
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Rootkits
• Debug Register Rootkit (DR rookits)
–Use CPU Debug Registers to alter system behavior
• No modification of the kernel structures (system call table etc.)
• Just place a breakpoint at a key point, linked to a malicious handler

–Described in Phrack in 2008
• http://www.phrack.org/issues.html?issue=65&id=8 

–Reference implementation (DR. rootkit) proposed by Immunity
• http://www.immunitysec.com/resources-freesoftware.shtml

–Variants used against the academic community since 2010
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Rootkit checkers
• Signature-based:
– rkhunter, chkrootkit, etc.
–Very efficient against known versions of rootkits
–Very easy to use
–Not so efficient if the rootkit is open source or maintained
• E.g. There are at least 10+ Phalanx updates

• snapshot and check:
–Samhain, Tripwire, Zeppoo, the99lb, etc.
–Good results, but often require significant work

• Little/no public rootkit checkers would detect DR rookits
–OSSECʼs rootcheck could detect a sample discovered last year

(hidden process + wrong link count on the filesystem)
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Strategy?
• Good ways to manage these risks at a reasonable cost?
–Strict access control of users (multifactor is a significant help)
– Tight security patching policy
–Periodic reinstallation of the nodes
–Prevent users to escalate as root (system hardening)
– Implement in-depth monitoring of the system
–Detailed log trails (remote syslog)
–Good incident response capability 
–Ability to manage incidents as part of

normal operations

• As secure as the weakest link!
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TTY hijacking
• TTY hijacking a growing concern
–Again, not a new technique
–Works when the attacker has root access on the client:
• Wait for the victim to SSH to a remote site
• Victims authenticate with password (+Yubikey) (+Blood sample)
• SSH session is open and active with the remote site
• Attacker hijacks the session and connects interactively with the 

remote site
–Recent versions of Phalanx feature a built in TTY hijacker
• Several implementations in the wild (Dirtty, etc.)

–No real protection against TTY Hijacking
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TTY hijacking
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Demo



Virtualisation



Virtualisation
• Virtualisation brings no major changes to the security model
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Virtualisation
• Two main approaches from the security point of view?
• Virtualised infrastructure
– Transparent to the user (e.g. virtual batch nodes)
– Typically a local service
– Image must be trusted
– The security of this image should be identical to any other host
• Patching, hardening, privileges dropping, monitoring, access 

control, traceability, etc.
–Good integration with the traditional fabric management tools 

essential to ensure security
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Virtualisation
• Virtualised payload
– Image may be provided by users (e.g. “Atlas WN image”)
–Aimed at being shared across multiple sites
– The security of this image should be identical to any other binary
• No control over it, donʼt trust it, maybe malicious and must be 

contained
–May provide additional segregation between users
–But may involve greater exposure:
• Difficult/impossible to patch - must rely on users
• More code, additional complexity compared to traditional binaries
–More prone to vulnerabilities

–Probably a good idea to retain control over the access to the VMs
• Authentication remains under the control of the site
• E.g. via dedicated SSH gateways
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Virtualisation
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Virtualised 
infrastructure

Virtualised 
payload

Needs to be trusted? YES NO

Needs to be controlled? YES NO

Expected to be malicious? NO YES

Sharing with other sites? NO (?) YES



Virtualisation
• Also at risk of being affected by (security) incidents at the 

cloud services provider
–A small loss for Service-Now may be a disaster for some customers
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Questions?


