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OVERVIEW

= Concept, Principles, and Use Case

= Stakeholder and Collections

= eArchiving Use Case

= Managing and Persisting Resource Access Information
= Blockchain-verifiable Resource Access Metadata
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E-ARK STANDARDS & EUROPEAN
BLOCKCHAIN SERVICE INFRASTRUCTURE

eArchiving (E-ARK Standards) European Blockchain Service Infrastructure
CsIP
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(Submission Information Package) (Archival Information Package) (Dissemination Information Package)
METS METS

‘ Content Information Type Specification (CITS) — Digital ge ospatial data records archiving

‘ Content Information Type Specification (CITS) - Electronic Records Management Systems

‘ Content Information Type Specification (CITS) — Relational Databases

Content Information Type Specification (CITS) - ...

|

&EE'ARK This project has received funding from the Connecting Europe Facilities (CEF)

Cooperation & Synergies

Telecom programme by the agreement INEA/CEF/ICT/A2020/2397190
(Action No: 2020-EU-IA-0185)




AI I AUSTRIAN INSTITUTE
OF TECHNOLOGY

NIOD'S COLLECTIONS

= The NIOD Institute for War, Holocaust and Genocide Studies provided several
collections to test the concept of E-ARK/EBSI based access mechanisms.
= Archive 244 European Diaries and Egodocuments

= Diaries reporting stories of pain and loss, fear and hunger and moments of levity while facing
greatest misery.

= Archive 250D Concentration Camps and Prisons
= Personal accounts of former prisoners of concentration camps.
= Archive 250K Concentration Camps outside the Netherlands.

= Records by private persons, interest groups of former inmates and organizations with the task to
determine the fate of missing persons.

= Archive 817 Ravensbrick Women's Concentration Camp
= The collection includes personal Statements of former prisoners of Ravensbrick.

Telecom programme by the agreement INEA/CEF/ICT/A2020/2397190
(Action No: 2020-EU-IA-0185)

&EE'ARK This project has received funding from the Connecting Europe Facilities (CEF)




AUSTRIAN INSTITUTE
Og TECHNOLOGY

MASTER/DISSEMINATION REPRESENTATION

MASTER Image Representation

T8 A »,

= | <+ Automatischer Zoom v

’T‘ \l/ 1 vont

{aa )
dael en kapitein Brand,
Voor het vertrek op de appelplaats houdt Dg,fieuwenhuis een toespraak,die
eindigt met "Leve het vaderland en het huis Oranje” hetgeen door door drie
hoerah’s beantwoord wordt.Daarns afmarsch en worden de koffers per wagen
naar den trein gebracht.De weg nasar dén trein was geheel afgezet met Gril-
ne Polizel en voor het vertrek ontvingen we brood en worst,Het Naderl,Roo=-
de Kruis zorgde voor limonade en een pot Jam per wagon,Per wagon twee tone
netjes als W.C.In Amersfoort en Apeldoorn veel publiek langs de baan met
vlaggetjes,dat ons een hartelyk tot weerziens toeriep,toen we achter de
tralies voorbyreden.In Bentheim vertrok de Nederlandsche locomotief en in
het voorbyryden riep de machinist "Houdt Ye taal en Lot weerziens",Pe lsst-

ste bevriende Nederlandsche stem,die wy in jaren zouden hooren.“s wagen
werd gereed gemaakt woor de nacht en de houtwol uitgespreid,De c'rnrjnn
fungeerde als deken en de laerzen werden verwisseld voor pantoffels,Ben
flesch Armagnac zorgde voor een slaapmutsje.In Bentheim was reeds luchta-
larm en werd vlug vertrokken,

Donderdag 2l Juni *)3,

{E-ARK

Searchable PDF Representation
ED. 1 of1

‘ Bentheim

- | -+ AutomaticZoom v » 1

T ‘

Match case

t Ds,Nieuwenhuis sen toesprask,die
huis Oranjo".h.tgo.n door door drie
sch en worden de koffers per wagen
nasr den trein gebracht,De weg nasr dén train was geheel afgezet met Gril-
ne Polizel en voor het vertrek ontvingen we brood en worst.Het Naderl,Roo-
de Kruls zorgde voor limonsde en een pot Jam per wagon,Per wagon twee tome
netjes als W.C.In Amersfoort en Apeldoorn veel publiek langs de basn met
vlagzet jes,dat ons een hartelyk tot weerziens toeriep,toen we achter de
tralles voorbyreden,In BeHENeM vertrok de Nederlandsche locomotief en in
het voorbyryden riep de machinist "Houdt Yo tasi en Lot weerziens". s laat-
sto bevriende Nederlendsche stem,die wy in Jaren zouden hooren,“s wagen
werd gereed gemankt woor de nacht en de houtwol ultgespreid,De :vnrjn
fungeerde als deken en de lmerzen werden verwisseld voor pantoffels.Sen
flesch Armegnac zorgde voor een slaapmutsje,In Benthslw was resds luchta-
larm en werd vlug vertrokken,

Donderdag 2l duni *43,

1 of 2 matches

Whole words

This project has received funding from the Connecting Europe Facilities (CEF)
Telecom programme by the agreement INEA/CEF/ICT/A2020/2397190
(Action No: 2020-EU-IA-0185)




AI I AUSTRIAN INSTITUTE
OF TECHNOLOGY

MASTER/DISSEMINATION REPRESENTATION

Master Image Representation Searchable PDF Representation
d3791f49-1a6e-4735-974f-ffa770d01c7d 9fc21b81-2b9d-4662-939¢-973f7e854d0b
------ .| METS.xml - L) METS.xml
.. data o data
...... .| NL-AsdNIOD_244_000909_00000002.jpg - .| NL-AsdNIOD_244_000909_00000002.jpg.ocr.pdf
...... .| NL-AsdNIOD_244_000909_00000003.jpg -~ .| NL-AsdNIOD_244_000909_00000003.jpg.ocr.pdf
...... .| NL-AsdNIOD_244_000909_00000004.jpg - .| NL-AsdNIOD_244_000909_00000004.jpg.ocr.pdf
...... L] NL-AsdNIOD_244_000909_00000005.jpg - .| NL-AsdNIOD_244_000909_00000005.jpg.ocr.pdf
2N ) 4 ) 4 )
aster Image Master Image
Representation Representation
AGGREGATED
Searchable PDF
Searchable PDF Searchable PDF Representation
Representation Representation
g J 1\ J - J
SIP AlP DIP

Telecom programme by the agreement INEA/CEF/ICT/A2020/2397190
(Action No: 2020-EU-IA-0185)

&EE'ARK This project has received funding from the Connecting Europe Facilities (CEF)




AUSTRIAN INSTITUTE

E-ARK REPOSITORY REFRENCE

OF TECHNOLOGY
| @ earkweb (en) ® + - O =
<« C O & prohub.ait.ac.at/earkweb/management/overview W% Ly @ Y O F =
Information package management
Archived information packages
|Search for label, process id, or identifier |
Label Working directory Information package management Version Created Change
NL-AsdNIOD_250d_01250 9b31d00-a3f1-44a6-2052-2b8a8d6021ed T urn:uuid:973b6190-539e-4505-b209-Tc6629f3d370 00001 01.03.2022 10:56:33 (]
NL-AsdNIOD_244_00909 2833cfae-9f14-4b9f-8122-377949094784 M urn:uuid-ffb201e1-8d79-4afe-840e-c998efTfaaal 00002 28.02.2022 19:42:44 @
NL-AsdNIOD_244_00920 e0f7ff38-9c39-4d43-8687-64a582a28117 ﬁ urn:uuid:8e55alde-8139-4aef-8647-69c33eT73c932 00001 28.02.2022 20:20:50 ()
Version 1.2 (31.10.2021)
PHE-ARK This project has received funding from the Connecting Europe Facilities (CEF)

Telecom programme by the agreement INEA/CEF/ICT/A2020/2397190
(Action No: 2020-EU-IA-0185)




AUSTRIAN INSTITUTE
OF TECHNOLOGY

SEARCH

@ earkweb (en) X + = O ®

&« & 0 & prohub.ait.ac.at/earkweb/access/search -1V e d ® 9 F

_& earkweb % Administration ~ du Information package creation ~ B Information package management ~ Q Search&Access ~ W Language ~ ' admin ~

Search & Access
Full-text search

Search term 1 result found
Bentheim =iy safe ss00 Mar 3, 2022, 129 PM)
urn+uuid+fb201e1-8d79-4afe-840e-c998efTfaaa3_v00002_b00001/data 167
Information package [representations/9fc21b81-2b3d-4662-939¢-973f7eB54d0b/data/NL- kB

AsdNIOD_244_000909_00000012.jpg-ocr. pdf

Content type

odt
doc
html
pdf

Sort

Content files only

Search

Version 1.2 (31.10.2021) v

PHE-ARK This project has received funding from the Connecting Europe Facilities (CEF)
Telecom programme by the agreement INEA/CEF/ICT/A2020/2397190
(Action No: 2020-EU-IA-0185)




SEARCH

{E-ARK

@ earkweb (en) X +

« > C

o &

O 8 prohubaitac O & prohub.ait.acat/earkweb/access/get-item/urn+uuid+fb2 B 9% ¥¥

@ /homschlarbs/ingest data/244/909//NL-AsdNIOD 244 000909 00000012,jp... ~ — a X

_&] earkweb

101 — |+ AutomaticZoom ~ »
= = —
‘ Bentheim A v ‘ S —
! I i
bouds De, ¥ - o
Wholewords 1 of 2 matches ot uis Orenje™ hetyesn door door drie
h en verden do koffers per wagen

Search & Access
Full-text search

Search term

Bentheim

Information package

dentifier of the information package

Content type

odt
doc
html
pdf

Sort

Content files only

Search

mlmbohnmm.h—.-n‘hw--mdnr—n-c.lp
e Folizel an voor het vertre: satvingen we brood on worat.Net Nadarl,Nooe
de Truls sorsde veor limonade am wen pot Jem per wagon,Fer mgen tese tone
netfes als ¥.0.In Amsrefoort en Apeldocrn vesl putllisk lungs de Dasn met
Viageet jes,dat ans een bartslyx tot weersless Loeriep,toen we schiter de
tralles voortyreden,in INEENEI® vertrok de Nedarlasdsohe lscosotief sm in
hat vooriyrrden riep de mechiniet "Houdt Pe tant ex 1ot wesreiene® e laate
9to bevrisade Sederlundsshe stem,die wy in Jaren svuden hocren,”s wgen
werd geresd gesankt woor de msoht wn de boutwel uitgespreld,be ‘nr)u
fungeords sls deken on de laarsen werden verwisssld voor pantofTole, Sen
fleooh Armmguse sorgde voor esn Slanpetefe.ln BERENLS was Pesds 1uohtee
larm ea werd viug vertrokien,

Donderdag 25 duni “43.
Ooed geslapen ondanks de hands Ugniag on te weinig deiielng.9,5%0 wer to
Hancover wo 12 wur Le Oshilsfalde,enar we van het fruiteobe Roode Kruls door
Tt Dacple Leder ean beker Serdappelecep kreges an do sarate rrouwelyke
Stationsehal sagen.Byna nergens mannen e alles srg vervelles sa Mer e
asr atik geschoten loccmotleven en wagons.Verlaten an desolate boel,%at
#00d wis,kemm it do bezette getleden,’s Avends kwwwen we In swm Klsin the
tionnetje 1n een der voorsteden van Berlynymar voor hot serst en bet laatst
ummwwquznmn-m-m-l-
ninhn,-lhhh‘vhﬂun-crum---,mrumm.
Do tonnetjes werdon hier geledipd en de @deuren weer gesloten,ir pessesrden
mmmu—mm.wwumm“

te slapen. <

Vrydag 25 dust 43,
h’-!s-mvm-num-mmmu-n-ut
“-mh'ﬁ.’wm:uwmm“
mn.mu-umm—hmlumm—m
vervallen plastaje binnen en werden smasr de
Do warden doer ann -
MWW'“M’W“““
Bet stadje mesr het Herlay Seminar,esn oude vervall 1
Mhﬂ»l.unu-lqmun.‘hmt.ho—‘-
mmmmm“.w.—wm.ﬁtmm

D, Search &Access ~ W Language ~

‘esult found

229PM)
:998ef7faaa3_v00002_b00001/data
2-939¢-973f7e854d0b/data/NL-
wocr.pdf

Version 1.2 (31.10.2021)

' admin ¥

767
kB

AUSTRIAN INSTITUTE
OF TECHNOLOGY

This project has received funding from the Connecting Europe Facilities (CEF)
Telecom programme by the agreement INEA/CEF/ICT/A2020/2397190

(Action No: 2020-EU-IA-0185)



AI I AUSTRIAN INSTITUTE
OF TECHNOLOGY

A BASIC AUTHORISATION MODEL

» Is the applicant allowed to use the
discovery service?

Is it allowed to apply search and retrieval

] tools to allow finding the resource?

Discovery Does the resource contain sensitive data?
Service

>, A

Applicant Resource

* Isthe applicant allowed to
access and use the resource?
« If yes, under which conditions?
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AND NOT LIKE THIS?
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The amount of data is growing at a fast pace! Moving data will become more and more difficult!
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MOTIVATION

Why do we want to include authorisation metadata in the information package?

= Problem: Re-configuring authorization settings in a new system is labour-intensive and

time-consuming.
Approach: Authorization metadata and licenses remain valid after system migration —

signatures, and licenses are interpreted by the new system
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REQUIREMENTS

1.

It must be possible to define rights
statements on information
package, representation, or file
level.

It must be possible to define rights
statements related to the
application of software agents
enabling information retrieval, such
as Optical Character Recognition
(OCR) or full-text indexing
software, for example.

It must be possible to define rights
statements regarding information
applicants.
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AIT
REQUIREMENT 1: OBJECT LEVELS

premis:object

urn:example:niod:244.909

premis:objectCategory= intellectual entity
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REQUIREMENT 1: OBJECT LEVELS

premis:object

urn:example:niod:244.909

premis:objectCategory= intellectual entity

represents T represents

premis:object premis:object

urn:example:niod:244.909.1 < ' derived from urn:example:niod:244.909.2

premis:objectCategory= representation premis:objectCategory= representation

PREMIS Objects for the information package, representation, or
file level can be defined and therefore rights statements can relate
to the objects at these levels.
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REQUIREMENT 2: SOFTWARE AGENTS

Tools performing or enabling search and retrieval

T

Information Extraction Search & Retrieval

Optical Character ?ecognition (OCR) Metadata editing/extraction tools Full-text indexing
iy L |. _
%9 Tesseract i 50CR JHZ==VE ExifTool = clasticsearch |Solr-

Telecom programme by the agreement INEA/CEF/ICT/A2020/2397190
(Action No: 2020-EU-IA-0185)

&EE'ARK This project has received funding from the Connecting Europe Facilities (CEF)




AUSTRIAN INSTITUTE
OF TECHNOLOGY

REQUIREMENT 2: SOFTWARE AGENTS

premis:object

urn:example:niod:244.909

premis:objectCategory= intellectual entity

represents T represents

premis:object premis:object

urn:example:niod:244.909.1 < s ferived from urn:example:niod:244.909.2

premis:objectCategory= representation premis:objectCategory= representation

Is allowed to be be applied to

premis:agent

Tools performing

or enabling search
and retrieval
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REQUIREMENT 3: APPLICANT

premis:object

urn:example:niod:244.909

premis:objectCategory= intellectual entity

represents T represents

premis:object premis:object

urn:example:niod:244.909.1 < s ferived from urn:example:niod:244.909.2

premis:objectCategory= representation premis:objectCategory= representation

Is allowed to access/use

License agreement is
stored as part of the
information package

premis:agent

https://orcid.org/0000-0002-1825-0097
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BLOCKCHAIN OBJECT REGISTRATION AND
LICENSE AGREEMENT PROCESS
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MASTER
Register
dissemination
object > ACCESS <
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Ressource

v

A

Create text license
document

Provider assigns O J
license
Provider

Applicant accepts . O
license -
Applicant
Provider approves
request @
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EUROPEAN BLOCKCHAIN SERVICES
INFRASTRUCTURE (EBSI)

What is EBSI?

The European Blockchain Services
Infrastructure (EBSI) is a market-friendly
distributed blockchain network based on
open standards and transparent governance
model.

Source: https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/What+is+ebsi
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EBSI USE CASES

Identity
Diploma Document traceability
Social security

Document traceability

(Coming soon)

The Document traceability Use Case aims to leverage blockchain to create trusted digital audit trails, automate compliance checks - for
example in time-sensitive processes - and to prove data integrity. The intention is also to serve as generic registration and traceability
capabilities for other EBS| Use cases.

Documentation E

Source: https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/Use+cases
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BLOCKCHAIN NOTARY

O — = Fingerprint (hash) of document(s) and
N D= — optionally signatures is stored

= impossible to derive the original
document from the hash value only

i: = Transaction stores the hash value with a
timestamp when it was performed

v

T T = The hash value may represent a single

document or multiple documents

— = Documents may be signed or hashed
together with signature files

= Proof of existence and (optionally) proof
> of authenticity

Timeline
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BLOCKCHAIN BACKED METADATA

Blockchain

Metadata <=
Event metadata records are .! Metadata can be validated Metadata
— o registered in the blockchain against blockchain registry j —
—o R -l v =
— n —

O
v

v

* Integrity and authenticity

. . . . of resource access and authorization metadata
* Protection against manipulation
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PROTOTYPE IMPLEMENTATION

= Prototype published at:
= https://github.com/E-ARK-Software/blockchain-notary-poc
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https://github.com/E-ARK-Software/blockchain-notary-poc

THANK YOU!

SVEN SCHLARB

Scientist

Data Science & Artificial Intelligence
Center for Digital Safety & Security

AIT Austrian Institute of Technology GmbH
Giefinggasse 4 | 1210 Vienna | Austria

sven.schlarb@ait.ac.at
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