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Outline

• Grid authentication in GENIUS portal before VOMS
– CLI + MyProxy delegation

• Grid authentication and authorization in GENIUS portal
after VOMS
– Applet + VOMS CLI

• Future plan
– Applet with pure Java API VOMS
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Grid Portal: why and how

• It can be accessed from everywhere and by “everything”
(desktop, laptop, PDA, cell phone).

• It can keep the same user interface to several back-
ends.

• It must be redundantly “secure” at all levels. 

• All available grid services must be incorporated in a 
logic way, just “one mouse click away”.

• Its layout must be easily understandable and user 
friendly.
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GENIUS Grid Portal (1)

Three tier architecture of the GENIUS grid portal
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GENIUS without VOMS
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Grid authentication with MyProxy
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A proxy from MyProxy

subject : /C=IT/O=GILDA/OU=Personal Certificate/L=INFN Catania/CN=Valeria
Ardizzone/Email=valeria.ardizzone@ct.infn.it/CN=proxy/CN=proxy/CN=proxy

issuer : /C=IT/O=GILDA/OU=Personal Certificate/L=INFN Catania/CN=Valeria
Ardizzone/Email=valeria.ardizzone@ct.infn.it/CN=proxy/CN=proxy

identity : /C=IT/O=GILDA/OU=Personal Certificate/L=INFN Catania/CN=Valeria
Ardizzone/Email=valeria.ardizzone@ct.infn.it/CN=proxy/CN=proxy

type : unknown
strength : 512 bits
path : /tmp/x509up_u515
timeleft : 11:59:20

>myproxy-init (Enter GRID pass phrase for this identity:…Enter MyProxy
pass phrase:…Verifying password-Enter MyProxy pass phrase:… )

>myproxy-get-delegation (Enter MyProxy pass phrase:……)

USER from command line interface:

GENIUS service:
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GENIUS & proxy without VOMS extension
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A proxy from MyProxy + VOMS  extension

myproxy-init

myproxy-get-delegation

voms-proxy-init --voms <voname> -cert <certfile> -key <keyfile>

USER from command line interface:

GENIUS service:

subject : /C=IT/O=GILDA/OU=Personal Certificate/L=INFN Catania/CN=Valeria
Ardizzone/Email=valeria.ardizzone@ct.infn.it/CN=proxy/CN=proxy/CN=proxy/CN=proxy

issuer : /C=IT/O=GILDA/OU=Personal Certificate/L=INFN Catania/CN=Valeria
Ardizzone/Email=valeria.ardizzone@ct.infn.it/CN=proxy/CN=proxy/CN=proxy

identity : /C=IT/O=GILDA/OU=Personal Certificate/L=INFN Catania/CN=Valeria
Ardizzone/Email=valeria.ardizzone@ct.infn.it/CN=proxy/CN=proxy/CN=proxy

type : unknown
strength : 512 bits
path : /tmp/x509up_u515
timeleft : 11:57:20
=== VO gilda extension information ===
VO        : gilda
subject : /C=IT/O=GILDA/OU=Personal Certificate/L=INFN Catania/CN=Valeria

Ardizzone/Email=valeria.ardizzone@ct.infn.it
issuer : /C=IT/O=INFN/OU=Host/L=Catania/CN=voms.ct.infn.it
attribute : /gilda/Role=NULL/Capability=NULL
attribute : /gilda/tutors/Role=NULL/Capability=NULL
timeleft : 11:59:47
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• Longer proxy chain is a problem for job submission???? 
• Yes with a chain of 4 elements - No with a chain of 3 elements
• To use GENIUS authentication and authorization module with

Myproxy delegation mechanism we need to have a delegated
proxy with a chain no more than 3 elements!?

Gilda Team Experimental tests
subject : /C=IT/O=GILDA/OU=Personal Certificate/L=INFN

Catania/CN=Valeria
Ardizzone/Email=valeria.ardizzone@ct.infn.it/CN=proxy/CN=proxy/C
N=proxy/CN=proxy

….
=== VO gilda extension information ===
VO        : gilda
subject : /C=IT/O=GILDA/OU=Personal Certificate/L=INFN Catania/CN=Valeria

Ardizzone/Email=valeria.ardizzone@ct.infn.it
issuer : /C=IT/O=INFN/OU=Host/L=Catania/CN=voms.ct.infn.it
attribute : /gilda/Role=NULL/Capability=NULL
attribute : /gilda/tutors/Role=NULL/Capability=NULL
timeleft : 11:59:47
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1st Solution

GENIUS
Server

(UI)

MyProxy
Server

Local
WS

WEB 
Browser

VOMS
Server

the Grid

execution

APPLET

User Private key
and

User Certificate 

MyProxyInit

Java Applet

Create a proxy

with AC (12h)

(chain =1)

Store a proxy

with AC (12h) 

(chain = 2)

myproxy-get-

delegation

with AC(12h)

(chain = 3)
GSI GSI

Pure
VOMS 
JAVA
API

https+java/xml+rfb



EGEE JRA1 All Hands Meeting, CATANIA, 7-9.03.2007 12

Enabling Grids for E-sciencE

EGEE-II INFSO-RI-031688
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Next Developments

GENIUS
Server

(UI)

Local
WS

WEB 
Browser

VOMS
Server

the Grid

execution

APPLET

User Private key
and

User Certificate 

VOMSProxyInit

Java Applet

Create a proxy
with AC (12h)

(chain =1) GSI Proxy Server
Daemon

GSI



EGEE JRA1 All Hands Meeting, CATANIA, 7-9.03.2007 14

Enabling Grids for E-sciencE

EGEE-II INFSO-RI-031688

GENIUS VOMS Proxy Init service
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GENIUS VOMS Proxy Init service
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GENIUS VOMS Proxy Init service
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GENIUS VOMS Proxy Init service
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GENIUS VOMS Proxy Init service
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Conclusions

• Now GENIUS allows proxy creation with VOMS 
extension

• Users do not need to connect to the UI by SSH 
or any other means. 

• Users do not need to use the command line 
interface.
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Thank you very much for your kind attention!


