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Enabling Grids for E-sciencE

- Grid authentication in GENIUS portal before VOMS
— CLI + MyProxy delegation

Grid authentication and authorization in GENIUS portal
after VOMS

Applet + VOMS CLI

* Future plan
— Applet with pure Java APl VOMS



Sl Grid Portal: why and how

Enabling Grids for E-sciencE

* It can be accessed from everywhere and by “everything”
(desktop, laptop, PDA, cell phone).

« It can keep the same user interface to several back-
ends.

* It must be redundantly “secure” at all levels.

« All available grid services must be incorporated in a
logic way, just “one mouse click away”.

« Its layout must be easily understandable and user
friendly.



G GENIUS Grid Portal (1)
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3-tier model

Three tier architecture of the GENIUS grid portal
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GENIUS without VOMS
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CEERE Grld authentlcatlon with MyProxy
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CEHLEE A proxy from MyProxy

Enabling Grids for E-sciencE

USER from command line interface:

>myproxy-init (Enter GRID pass phrase for this identity:...Enter MyProxy
pass phrase:...Verifying password-Enter MyProxy pass phrase:... )

GENIUS service:
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GENIUS & proxy without VOMS extension

—

GENIUS & proxy with VOMS extension

Enabling Grids for E-sciencE



GGGG A proxy from MyProxy + VOMS extension

Enabling Grids for E-sciencE

USER from command line interface;:

myproxy-get-delegation

VOMS-proxy-init --voms <voname> -cert <certfile> -key <keyfile>




clelcJe) Gilda Team Experimental tests

Enabling Grids for E-sciencE

Longer proxy chain is a problem for job submission????
Yes with a chain of 4 elements - No with a chain of 3 elements

To use GENIUS authentication and authorization module with
Myproxy delegation mechanism we need to have a delegated
proxy with a chain no more than 3 elements!?




C 1st Solution

Enabling Grids for E-sciencE
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C 2nd Solution
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—_— VOMS
Server

N

voms-proxy-init -voms voms —cert <cert>....

Create a new
(waiting for pure VOMS JAVA API) proxy with AC

(chain =2)
Create a proxy

(chain =1) APPLET &; Dsaeerr\rllirn 3ENIUS
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= | | Local User Private key
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L \ User Certificate
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Cy Next Developments
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CIeI(CJC) GENIUS VOMS Proxy Init service
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% Welcome to the GENIUS Grid Portal - Mozilla EEES
. File Edit View Go Bookmarks Tools Window Help

3 ecee ; -
gf:;;:‘,"x:‘:; Enabling Crids Grid Enablad web eMNvimnment for ’ E s site I ndependent Us:rjoh Submission @ E"Mrame Méfé

for E-scienck

W GENIUS Services

B File VOMS Proxy Init

-] Security

"Ej ol Please, select the Certification Authorities belonging your personal certificate.
--{jj Data ESnet Root CA 1 -

1»-_-3 Info Estonian Grid Certification Authori

"{:._F MorioHTG GILDA Certification Authority

i:j Interactive gridca-cn

! Grid Canada CA
] Pref
mg ratmisy Grid Canada Certificate Authority

GRID-FR
Supported CA Grid-lreland Cerification Authority
Gridka-CA

HellasGrid CA 2006
HellasGrid CA
HellasGrid Root CA 2006
INFM CA

INFN Certification Authority
IRISGrdCA

Enter Code: I3?uHQL
Start |

37uHQL

Copyright & 1998 - 2007 Mice S.r.l. All trademarks and logos on this page are owned by NICE s.rl. or by their respective owners.
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eJeIelC) GENIUS VOMS Proxy Init service

Enabling Grids for E-sciencE
B Welcome to the GENIUS Grid Portal - Mozilla -8 x
. File Edit View Go Bookmarks Tools Window Help ‘

i . . &
SF ':Em".,.m. gﬁ?ﬁ Gorid Enabled web eMNvimnment for ’ a site I ndependent User job Submission @EHMFHNE /'//6'[ é

Camamaee  fOr E-scienck

W GENIUS Services

#1{] File X warning - Security =1
&) Security . The a 2% Mare Information x|
.E] Job With tt il
--{:j Data verifit ,_Qg, This application will be run without the security
"ﬂ] Info T restrictions normally provided by Java.
1:] Monitoring =
"123 s Details - Certificate
it1{3) Praferances [ Alberto Falzone (INFN C) Field Value
L) VO Services WErSion V3
Serial Mumber [6271]
Signature Algorithm [SHALwithRSA]
lssUEr CH=IMFM Ca, O=IMFN, C=IT
W alidity [From: Mon Feb 19 15:28:30 CET 2...
Subject EmALADDRESS =alberto. falzone@nic..
Signature Q000 28 A2 CALEFS 2AGE BG

EMAILADDREESS=alherto. falzoned@nice-italw. com,
Ch=21herto Falzone,

L=NICE,

OU=0bjsign,

O=INFHN,

=IT

Copyright £ 1998 - 2007 Nice S.r.l. All trademarks and logos on this page are owned by NICE s.rl, or by their respective owners.
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GENIUS VOMS Proxy Init service

Enabling Grids for E-sciencE

‘I File Edit View Go Bookmarks Tools Window Help

ecee denius

INFN EI'!HIJHI'IQ Crids Giid Enubled web eNvimament for
« mibam Hsakcrale v
L_,«' awanaas  (OF E-gCienck o= ;.c_;.rmr

W GENIUS Services

(-2 File Voms Proxy Init

H-{Z] Security

"EJ Job With this service you can inizialize your VOMS proxy specifying your own certificate.
{:j Data

Qj Info

[:; Monitoring
{:] Interactive

[:] Preferences
D VO Services Press the button that indicate your certificate’s format.

Applet Time Life
| 00:09:50

Proxy Validitylz Hours

Initialize |

Copyright © 1998 - 2007 Nice S.r.l. All trademarks and logos on this page are owned by NICE sr.l or by their respective owners,

@4 | Applet arg.glabus.cog.security. cert. manage ment. ProxyApplet started =




eJeIelC) GENIUS VOMS Proxy Init service

Enabling Grids for E-sciencE

[E§welcome to the GENIUS Grid Portal - Mozilla _|=
. File Edit View Go Bookmarks Tools Window Help |

7Y - ' 2
INFN Eﬁ?ﬁ Grid Enabled web eMvimnment for L a us site I ndependent User job Submission @ Eﬂg%ff'ﬂmﬂ /ché

< Mwewean  fOr E-scienck =

W GENIUS Services
{7 File Voms Proxy Init

: {_] Security
-7 Job

With this service you can inizialize your YOMS proxy specifying your own certificate.
*.pl2 or *.pfx Tile

1’::; Info
7 {1 Monitoring |

{1 Interactive
4] Prefereances

H Select your .p12 (or .pfx) file

Look In: Ilj certificati ‘ "| E_TE'.'] B

~Certificate Password

Insert the Export password ...

B GILDACAPersonal?20060614.p12

Eack | ‘ Clean | |:

Applet Time Life

oo:0

File Mame: |GILDACAPersnnaI20060614.p12 |

Proxy Validitylz Hours Files of Type: |P12 or PFX File ¢pl2, .pf) |"|

Initialize I

Select H Cancel ‘
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SIE(ClC) CGENIUS VOMS Proxy Init service

} Enabling Grids for E-sciencE
[EB welcome to the GENIUS Grid Portal - Mozilla

AI File Edit View Go Bookmarks Tools Window Help |

INFN Enab”ng Crids Grid Enabled web «Nvimnment for
¢ mbambsakaie ¥
{ S dwemaan (OF E-gCiENCE =] ;,,;-EF‘"

& GENIUS Services

{‘_“3 File Voms Proxy Init

H-{7] Security

--{:j Job With this service you can inizialize your VOMS proxy specifying your own certificate.
Bl Data *.p12 or *.pfx file

-- ] Info T S T T —

g Call/GILDACAPersanal200606 14.p12

1:‘3 Interactive

B Preferences ‘Certificate Password

----- {3} VO Services

Insert the Export IR LU IS _ | <]
I—"""" @ Your proxy has been created correctly.

Back e [ TCALE

Applet Time Life

Proxy Validity F Hours

Initialize |
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Sl Conclusions

Enabling Grids for E-sciencE

 Now GENIUS allows proxy creation with VOMS

extension

« Users do not need to connect to the Ul by SSH

or any other means.

 Users do not need to use the command line

Interface.
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