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Motivation

● CentOS 7 is the predominant OS in MWT2.

● CentOS 7 reaches its End of Lifetime in 2024.

● CentOS-Stream 8 End of Lifetime is also 2024.

➡ MWT2-UC plans to upgrade from CentOS 7 to some flavor of EL9 in the near future.

https://wiki.centos.org/About/Product
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Outline
●Installation via Cobbler:


●Cobbler changes from 2.x to 3.x


●Cobbler support for EL9


●Changes in EL9:


● Security


●Networking
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Installation via Cobbler
● Cobbler is a Linux installation server.


● Decided to install CentOS-Stream 9 via Cobbler on a number of machines as a test run. 


● Our current Cobbler version is 2.8.5 which runs on our bootstrap server with CentOS 7. 


● When attempting to install CentOS-Stream 9 via Cobbler 2.8.5 we faced the following problems:


● The boot options such as ks, kssendmac, and lang are deprecated in EL9.  


● Any boot option specific to installation must start with inst.

● Boot options are hard-coded in 
Cobbler. 


➡ Cobbler 3.x needed for 
updated boot options.


● Cobbler 3.x official rpm is 
available for EL8 and EL9.

https://cobbler.github.io
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Changes from Cobbler 2.x to Cobbler 3.x
● kickstarts (/var/lib/cobbler/kickstarts) → templates (/var/lib/cobbler/templates)


● ks_mirror (/var/www/cobbler/ks_mirror) → distro_mirror (/var/www/cobbler/distro_mirror)


● config (/var/lib/cobbler/config) → collections (/var/lib/cobbler/collections)


● kickstart argument for profiles (i.e., distribution + additional specialized options) is now called autoinstall. 


● If migrating from an older Cobbler to 3.x, there are scripts available under /usr/share/cobbler/bin to transfer 

your data and settings:
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Cobbler 3.3.x and EL9 support
● Latest Cobbler rpm: 3.3.3. 


● Needs patches to support EL9 (https://github.com/cobbler/cobbler/
issues/3068).


● tftpgen.py (generates files provided by TFTP server) uses 
kssendmac for boot options.


● sample.ks (sample kickstart file) uses install which is deprecated 
and not needed anymore.

● The patches are available on Cobbler’s Github. 

● Will be included in Cobbler 3.4.


● Boot-loaders might be missing from /var/lib/cobbler/loaders 
and pxeboot would hang (https://github.com/cobbler/cobbler/issues/
2844).  
● Copy them from syslinux (/usr/share/syslinux 
{ldlinux.c32,libcom32.c32,libutil.c32,menu.c32,pxeli

nux.0}) to /var/lib/cobbler/loaders. 


● Run cobbler sync.

https://github.com/cobbler/cobbler/commit/2dd4f3386817c771cef81a0613ee224b6650164e
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Security changes in EL9
● SCP protocol is deprecated, and now is replaced by SSH file transfer protocol (SFTP).


● SCP Protocol is decades olds, has known security issues, and is not readily fixed.


● The API is still available.


● One of the differences between SCP and SFTP protocol is the expansion of ~-based path processing. 


● Not supported in earlier versions of OpenSSH (<8.7). 


● Copying folders from a new version of RHEL to an old one is going to fail if ~ path processing is used. In such cases, 

the recommended fix is to provide absolute paths.


● Usage of SCP protocol can be restored by adding a -O option.


● SSH root login with password is disabled by default.


● Can be restored by adding PermitRootLogin yes to sshd_config
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iptables deprecation
●iptables-nft packages are deprecated, but still supported.

●Using iptables, ip6tables, ipset will result in the following 

warnings in the logs:

○ Warning: <module_name> - this driver is not recommended for new deployments. It continues 
to be supported in this RHEL release, but it is likely to be removed in the next major 
release. Driver updates and fixes will be limited to critical issues. Please contact Red 
Hat Support for additional information.


●Resolution: Use nftables package to manage firewall rules. 
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SHA-1 deprecation
● Official packages are not affected as they are signed by SHA-256. 

● Third party packages might be affected.


● Dell packages are affected.

● IGTF CAs are affected.


● Crypto policy can be set to DEFAULT:SHA1 or legacy, if SHA-1 signed package is needed.


● If using ssh-rsa keys:


● ssh from EL9 to EL7 will fail since ssh-rsa uses SHA-1.
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Networking
● network-scripts is removed in EL9. 


● The package was deprecated in EL8.


● ifcfg files (/etc/sysconfig/network-scripts) are no longer the primary storage for network configuration.


● By default, NetworkManager stores the network configuration files in /etc/NetworkManager/system-connections in a 
key-file format. ifcfg-rh format key-file format
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Methods to configure network
● nmcli API.


● Edit files directly under /etc/NetworkManager/system-

connections.


● Write into /etc/sysconfig/network-scripts (ifcfg-rh).
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nmcli examples
● Add a new ethernet connection: 

nmcli connection add con-name eno1 ifname eno1 type ethernet ipv4.addresses 192.168.131.52 
ipv4.method manual connection.autoconnect yes ethernet.mtu 9000 ipv4.never-default no mac 
24:6E:96:02:B6:00

●  List all connections: nmcli connection show

●  Activate and deactivate a connection: nmcli connection up/down <connection name>

● Modify a connection: nmcli connection modify eno1 ipv4.addresses 
192.168.131.40 

●  Get the status of interfaces: nmcli dev status
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Editing key-files directly

● Edit key-files under /etc/NetworkManager/system-connections:

●  Tell NetworkManager to reread the configuration files:

 

  nmcli connection reload
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Using ifcfg scripts
● ifcfg scripts can still be used.


● /etc/NetworkManager/NetworkManager.cfg contains a line to accept ifcfg files. 


● plugins=keyfile,ifcfg-rh.


● Configure network by setting up ifcfg files and restarting NetworkManager.


● ifup, ifdown will not work. 


● Use nmcli connection down/up [connection name].


● If there are two files, one under system-connections and under network-scripts for the 

same interface, nmcli will write into the one in system-connections.
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Support for EL9
● puppet → Supported


● ganglia → Not supported yet


● HEPOSLibs → Supported


● OSG → Packages will be available for testing in 2 months.

● K8S → EL7 is the latest they support (?!)


● dcache/java → Supported
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Conclusions
● EL9 can be installed via Cobbler with a few minor patches. The patches will be officially included in 

Cobbler 3.4 release.


● SHA-1 is deprecated and third party packages using SHA-1 will be affected.


● NetworkManager uses the key-file format by default to store the network configurations. The ifcfg files 

can still be used.


● We plan to upgrade from EL7 to some flavor of EL9 based on the community preference and needs in 

the near future.
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