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Abstract

Accelerator Control Systems are critical to the operation
of modern accelerators. In large control systems, there
are often a large number and variety of networked
computers. Each computer has its own security issues,
and depends upon services running on other computers.
In this presentation, we describe aninventory
application built to improve the security and reliability of
the controls system computers. The inventory tracks
multiple security-related attributes of the computers on
the CERN Technical Network and analyzes risks, so that
we can mitigate risks and plan for future control system
enhancements.
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Networking at CERN
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General Purpose Network (GN)

For office, mail, www, development, ...

No formal connection restrictions by CNIC
Technical Network (TN) and Experiment
Network (EN)

For operational equipment k

Formal connection and access restrictions =

Limited services available

(e.g. no mail server, no external web

browsing) 7
Authorization based on MAC addresses N :

Network monitored by IT/CS

ATLAS domain

N
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GENERAL
PURPOSE
NETWORK

Trusted Application
Gateways

Office development PC

CERN Public Gateways
(LXPLUS, CERNTS)

m\

CERN Firewall

Connection to Internet</

INTERNET

Home or remote PC
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OPERATOR
CONSOLES

FIXED OPERATOR
DISPLAYS CONSOLES

TCP/IP communication services

SCADA SERVERS

L

CP/IP communication services
TIMING GENERATION

RT Lyn/0S WORLDFIP ' * '
VME FRONT ENDS Front Ends T LI
‘ TCPAP mmﬁmcanan services
T J ’
.
BEAM POSITION MONITORS, QUENCH PROTECTION AGENTS,
BEAM LOSS MONITORS, POWER CONVERTERS FUNCTIONS oottt
BEAM INTERLOCKS, GENERATORS, CRYO TEMPERATURE y AFLZ
RF SYSTEMS, ETC... SENSORS...
LHC MACHINE
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Databases - CCDB

The CCDB contains a detailed
description of all Controls The Controls Configuration Database

hardware and software entities
with:
Name

) 1 3
Type Role-Based Computers (FECs) Contols Accelerators
Description Access | Configuration, P¥SS | Middleware Timing System

Controls Configuration Database

Location ‘/’ t
And several configuration |' Video Observation Controls Devices&Pmoperty Model
definitions such as timing, (GM, Hardware, FESA, Virtual, SL) W
alarms, in operation, ...
Each device used in the / _ =
controls infrastructure has an|fjl Beaminterlock Devices Working Common Console
i Systems Sets& Manager
entry in the CCDB Metaproperties

Access in read and write is
protected by a CERN
identification
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Databases - Netops

Any deV|ce th at haS an I P add ress Network Connection Request Forms - Display Device Information
MUST be defined in the NETOPS
You want to display the information about a device which is connected to the CERN network. You want to search for this device in our databases.
d ata ba Se Do not forget to select 'Search’ anywhere in the page. HELP is available by selecting the links on this page.
All devices in the NETOPS database  Searchby DeviceName
o Device Name: Search
h as: ® Search by name of the Responsible or User
A . o Sumame: Search
main user o First Name (optional): [ .
Ares ponSible e Search by Location
© Building and room number: Search
A |OcatI0n © Outlet ID (optional,see note)
e Search by Rack Name
A hardware address O B
e Search by TCP/IP address
A name o TCP/IP address: | [ search
An | P num ber e Search by Hardware Address
. © Hardware address: [ Search
Prior to be connected to the CERN  Search by Tag ,‘
. o Tag: Search
network, a device has to be declared R N

|n the NETOPS database o Serial Number: | [Search

e Search by CERN Inventory Number

Access to the NETOPS database is o Inventory Number | (‘search

e Search by Operating System

protected by a CERN identification o Bpamig ysiee: Searc

e Search by Network Domain(TN,GPN,...)

© Domain: Search
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Project Goals and scope

Improve the security and hence the reliability of the
Accelerator Control Infrastructure.

Ildentify the most critical security risks in the Control
System so we can fix them.

Identify solutions to improve the security, so that we
can pursue funding and implementation

The scope covers all devices connected to the TN,
their Operating Systems and the software described
in the CCDB (mainly FrontEnd device servers and
Operation Console Applications)
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Project phases and deliverables

Phase |

Make an inventory of service/system and their dependencies
Implement a questionnaire to collect the A&T sector data
Implement a Data Base with a web interface to enter the data
Populate the database

Extract the security risks from A&T sector data

Phase I

9.0ct.2011

Mitigate these risks with management and derive the actions
needed to address them

Propose action in management
Proceed with implementation of agreed actions
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Project phases and deliverables

Create database and web-based application
using existing tools used by CERN:

ORACLE including PLSQL & APEX

Benthic (golden, goldview, pledit)
Work with LHC Controls Security Panel
(LCSP), includes representatives from all A&T
sector departments and central IT
Work with IT networking, CERN Security
Officer, and Controls Database Experts

15 Sep 2011 T. Lahey



Inventory and Dependencies

A questionnaire has been created to identify
Service/System [is made of Device and DataStore]

Device [has Operating System, Users, location,
Application]

User [has name, password]
Application [has language, version, review]
Other attributes .. (see an extract next slide)

For each attribute its risk is evaluated
Low, Medium, High/Unknown, Inherited
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Responsibility The service/systermn owner is responsible for the correctness of this data. Any deliberate mis-information will be reported to the corresponding department head.

Scope The scope is focussing on "Cyber-Assets". Physcial security, e.g. aoccess restrictions or protections against power cuts, is not considered.
Ownership The C50 ks owning this data.
Version SLW0.9 20091028

Context Group Item QQuestion Meadium risk
Service/System General Name ‘What is the name of this service/system ?
Owner ‘What is the name of the systam owner ?
Date ‘When was this questionnaire filled out ? _
Provider By whom was this questionnaire filled out ?
Devices Provide a list of all devices connected to the
Ethernat
Data Stores Provide a list of all data stores containing

service/system data, dotumentation, information,

Dependencies

Procedures
Security Risk
Assessment
Training
Devicea General Name ‘What Is the name of this device ¥
‘WebHeqg Provide the link in the network database
(rttp\ynetwork.cemn.ch)
‘WebReg Is the WebReq information correct ?
correctness
LayoutDB Provide the link in the layout database
(http\W?F?7.cern.ch)
Operating System ‘Which operating system is this device running ?
Patchfupgrade | How is this O/5 upgraded/patched ? CMFF lescally
means
Patchfupgrade  'When has this davice been upgraded/patched the Last 3 menths
frequency last time ?
Link to CMF CMF: please provide 2 link to CMF
Anti-Virus ‘Which anti-virus software is this device running ?
Patchfupgrade | How is the virus signature file updated ? CMFF lascally
means
Patchfupgrade  'Whenwas the last update ? Last 3 menths
frequency
Logging ‘Where is this device logging important
system//security parameters ?
Review Wha is reviawing this logging data ?
Review How often is this data reviewed
frequancy
Alls Is this device applying ¥ access control lists ?
IPs Provide a list of devices permitted access
Fireweall Is this dewice restricting firewall cpenings ?
P Provide a list of devices permitted access All, but port filtered
TCF parts ‘Which are the open TCF ports ? HTTE SNMP
UDP ports ‘Which are the open UDF ports ? HTTE SNMP
Open Shares ‘Which are externally accessibla folders ?

Metwork To which netwark is this device connected ?
i i ?

Courtesy S.Lueders
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TN Questionnaire - Principles

There is no duplication of data
CCDB, NETOPS & HR data are linked and not
copiedinto TN questionnaire

NETOPS

Computer definitions, including network domains
Set Definitions

CCDB
Software: DSC, Applications, Class Software (eg.FESA)
Software Families

HR people information
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TNQ Principles (2 of 3)

Extreme care has been taken to ease the
work of the end-user entering data

Use existing data
Derive TNQ data from existing data
automate wherever possible

simplify data entry

Apply the same changes to groups of devices by “group
& owner” (template or copy) to avoid data entry for
each individual devices

Also improves data reliability
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TNQ Principles (3 of 3)

Connectivity between the TNQ and
CCDB/NETOPS Databases:

Button to launch LANDB or CCDB window to edit or
check data

LANDB: computers and sets
CCDB: computers and software

Track which items have not been updated, so
we can

identify remaining work
display only those items that need update
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TN Questionnaire — Phase 1

Using standard ORACLE-APEX, a web-based
questionnaire has been developed in close
collaboration with the DM section

3 major topics:
Systems (Bl, BT, CRYO, OP, RF, ...)
Computers (FrontEnd, PLC, Console, ...)

Software (FESA servers, CCM application, ...)
A lot of data is taken directly or derived from
the CCDB and NETOPS databases
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SERVER_PROCRELEASERS APPLICHAME PE.FK1 [1D
APPLIC_TYPE 1] .
KK |ID COMMAND TNO, SOFTWARE 1D IF_ADDRESS In the TN Q
SERVER_PROCOEF_ID [— DESCRIPTICN VERSION PORT
BROCNAME - KOMNKAME VERSION_OR_PATCH DATE TYPE
JAVAFLAG VERSION_COMMENT NMAR TYPE
| PERSON_ID D MCDIFIED By U B L NAME
PLEGROUP MODIFIED_DATE PK | MAME PRODUCT
SERVER_PROCESSES RESPONSIBLE hialle o I G REY d
o SAMEIMFLAG DESCRIPTION EXTRAINFO n ata
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BGCI‘FOGJEF_ID DWHERT account local?) DESCPROGDEF D e = E HAME
! Iy PK |ID PRICRITY
CODE_REVIEW — mﬁﬁmw_nn
— COMP_FAMILY MAME
TNG_SW_ORIGING LHELAYOUT_ID
PR D OPERATIONAL FLAG
[} PLC_GROUP_NAME
DRIGIN st
THZ: COMPUTERS RBIE CHECK PAUGY
TNQ_OOMPUTERS SOFTWARE PIGFH1FKZ 1D LANDE_COMPUTERS m&cﬁ%mﬁ
LSBT COMBNANE D CONSCLE
PK | SECTION [CERN Group) LANDE COMPUTERS ID EXPLOIMATION_INFO COMP_FAMILIES
THO_COMPUTER_ID 08 LOAD METHCD U | COMPMAME SYETEM_MAME
FIRST NAME THD_SOFTWARE_ID OS_PATCH_METHOD DESCRIPTION FMU.YJMIEJD
LAST MAME 0F_VERSION_DR_PATCH_DATE MAKER THO COME FAMILIES ﬁ =
ID_FOR_LASER 05 CMF LINK HARDWARE TYPE L = ESCRI
ALT_FIRST_MAME {5 SET SAVED SETTINGS GENERIC_TYPE P 1D RESPONSIBLE
ALT_LAST_NAME THO_ANTIVIRLS_SOFTWARE 1D OPERATING_SYSTEM MH_BWD
ALT ID FOR LASER A _PATCH METHOD OPERATING _SYSTEM_VERSION e FAMILY MAME RESFOMSIBLE |
LRSS E EE R R LR AV VERSION OR PATCH DATE BUILDING Ly |come Famiy o RESPONSIBLE USERNAME
HETWORK_NAME FLODR C5_PATCH_METHOD
TRUSTS SET_ID Lt ROOM OS_VERSION_OR_PATCH_DATE
PERSONAL_INFORMATION F1 e FUTER ID MEMBER_ OF CONTROL_SET CERM_ID {pi.id_for_lasar) 05 _CMF_LINK
! - LIER F - THQ COMPUTER_TRUSTS SET
e e ssren o i et ey O e S ate o S
: B 15 VARE |
"ERSON_ID {poid) WISIBLE_TO INTERNET FIRST_NAME A PATCH_METHOD PKFKT |2
SMAIL USES HOST OW_OTHER NETWORK DIVISION AW VERSION DR PATCH DATE LA MANE
SURNAME THO_SYSTEMS_OWNERS MULTIHOMED CERMN_GROUP USES HOST OW_OTHER METWORK | THO LANDE SET ID
- |RST MAME MCBILE COMPUTER MAIR_| LEER CERN ID{FIH for_lasar) MULTIHOMED COPY OF SET NAME
“ERN_GROUP USES MODEM MAIN_USER_MINT_ADDR MOEILE_COMPUTER i ——
ISER_MAME [aocoumnt) SURVIVED NESSUS SCAN MAIN_LISER_SURNAME USES_MODEM
ELL FR1 |THOQ SYSTEM ID HESSUS_SCAN_DATE MAIN_USER_FIRST_MAME SURVIVED NESSUS_SCAMN THO_LANDE_SETS
EL? ID_FOR_LASER oMLY _REQUIRED_SW_RLINNING MAIN_USER_DIVISION HESSUS_SCAMN_DATE L -
ADEILE ’ DEFALILT PASSWORDS CHANGED MAIN_IUSER_CERN_GROUP CRLY_REQUIRED_SW_RUNMING > PK |ID
5, FOR, LASER: (dinfandb. computers) (€| DEFAULT_ACCOUNTS CHANGED DEFAULT_PASSIWORDS_CHANGED
SLSis f _camputars) CONMECTED, TO_ LIPS DEFAULT ACCOUNTS GHANGED U1 | SET NAME
EXPERIMENTS _COMMECT DIRECTLY LANDE_TCHP_ADDRESS CONNECTED TO_UPS DEFINES TRUSTED_HOSTS
MODIFIED_BY =0 EXPERIMENTS_CONMECT DIRECTLY DEFINES_EXPOSED HOSTS
THZ_SLIBSYSTEM MCDIFIED_DATE TICKED DEFINES_INTERMET_VISIBLE_HOST:
OWHI MOCIFIED_BY
P ot | WMER GROUP v L A (B MODIFIED_DATE
PK.FK1 |INQ SYSTEM ID USUAL_MNAME (compi ) [ - THO_SETS COMPUTERS
T SEIELE TNOANTIIRUS SOFTWARES DOMAIN - =
ﬁﬁgﬁs-rfé‘coum PK _n -+ PK |ID 1P 2L Ml [LEie s i 2e PO i
CWMER_ACTIVE_IN_SYSTEM -+ U1 | Neme P2 DEVICE I {landb_id) Y. Lahey L] INE:_LANDEI_SET_ID
DIVISION U1 | MAME 0t |vERsIioN IP3 USUAL_NAME {compname) A 20 LTA_MAME
CERN_GROUP EXAMPLE P4 DOMAIN_NAME THO COME_NETWORK_SUMMAR




TN Questionnaire—-Phase 1

TN Questionnaire Welcome: CHARRUE Logout
— | TNQ Home —_—
SYSTEMS

o Add and Remove LANDB Computersiemn ™' Svstem (p8)
o Remove Computers from a TNQ System (p32)
Manage Computers that are Not In Any TNQ Systems (p33)
Reports by System
= Display TNQ Systems
= Display Computers in TNQ Systems with LANDB summary (p5)
COMPUTERS
o Update Selected Computers by System ippnsat
o Update Computers in a Software Family (p18 & p19)
o Reports for Computers

= Display Computers notin Controls Configuration DB (p34)
SOFTWARE
o Update Software (p 24. 26. & 275
o Reports for Software

= Display Computers' DSC Programs and Server Processes (pp 9 & 29}
Display CCM Applications (pp 12)

o

o]

RISK
o Reports for RiSKS
= Display Computer Risks
GENERAL
o Display LCSP Contacts (p3)
o Set TNQ Display Options (global variables)
Administrator Functions
o Update LANDB Set Connectivity Attributes
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Systems

33 Systems
have been
identified

so far

Coordinat-
ing with

CCDB

system

Nnames

9.0ct.2011

lon Sources &
Survey System

Bl - Beam
Instrumentation

CERN Wide
Accelerator
Timing (CWAT)

Consoles:
CCC and other
consoles

FE Computer
Services

Servers

BE/OP
Systems

RF, LLRF
Controls, and
RF diagnostics

(PLCs & PVSS)

Beam Loss Monitors (BELM), Beam Position Monitors (BEPM), Beam
Synchronous Timing (BOB), Beam Synchrotron Radiation
Telescope (BSRT), Beam TV Monitor (BTV), Beam-Beam Rate
Monitor (BRAN), DC Beam Current Monitor (BCTDC), Fast Beam
Current Monitor (BCTF), Longitudinal Density Monitor (APWL),
Schottky Monitor (BQS), Tune Kicker (BQK), and Wire Scanner
(BWS), Based Band Tune Measurement (BQE), Beam Abort Gap
Monitor (BPAWT), Beam Orbit Feedback (BOF), lonisation Profile
Monitor (BGI), Longitudinal Desity Monitor (APWL), Luminescence
Profile Monitor (BPL), BLRSPS

Crates, FE Computer Booting & Initialization, PLC,
Ethernet/WorldFIP gateways, Remote Reset, Terminal Services,
NTP/DNS, DHCP/BOOTP

File, CMW, Application, Alarm, LSA, DIAMON, Video, PVSS/other
SCADA, Oracle (Application & DataBase), TCPIP services, Web &
other Servers, Testbed PC gateways, LO & Console Management

Management of Critical Settings (MCS); some PLCs

LHC LowLevel RF (LHC LLRF), Accelerator Superconducting
Cavities (ACS), Accelerator Injection Transversal Dumper (ADT),
Accelerator Cavities Normal conducting (CAN) oscilloscopes and
(RF) network analysers, RF signal switching system ( ACS/ADT
diagnostic)
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BE-BI

BE-CO

BE-CO

BE-CO

BE-CO

BE-OP

BE-RF

SCRIVENS Richa

JENSEN Lars

CHARRUE Pierre

CHARRUE Pierre

CHARRUE Pierre

CHARRUE Pierre

ALEMANY
FERNANDEZ Re
Maria

BUTTERWORTH
Andrew
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TNQ for Systems

TNQ actions on the Systems:

9.0ct.2011

Add and Remove LANDB Computers (TN and
Trusted) to @ TNQ System

Remove Computers from a TNQ System

Manage NETOPS Computers that are Not In Any
TNQ Systems
Reports by System

Display TNQ Systems

Display Computersin all TNQ Systems with LANDB
summary
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TNQ for Computers

TNQ actions for computers:
Update Selected Computers by System

Answer questions for one computer

Filter list of computers & apply answers to list of computers (*)
Also useful for interactive reports

Update All Computers in a Software Family
Answer questions for family & apply answers to all computers (*)
Also useful for interactive reports

Reports for Computers
Display Computers not in Controls Configuration DB
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Computer Questionnaire

('Launch LANDB Window ) ( Display Selected Computer in CCDB Window )

“’-.\ Cancel H Apply Changes to TNQ Computer j
Id 670
Computer Name cwe-2001-ctfb
LAn. " “omputers ID 155470
How is the Operating System _"nded? | Over Ethernet 4
What method is used to patch the Operating System'r - = Repository - YUM Auto Update, Manual Reboot ﬂ
Date of Last Installed Operating System Version or Patch
Select Anti-Virus Software | NONE .
= —

How is the anti-virus signature file updated? ' Not Applicable

If On-Demand. Enter Date of Last Installed Anti-Virus Signature File

Is this a Mobile Computer (eq. special unit configured for mobile)? |

Does this computer connect to the network via a Modem?

Do you apply Local Configurations after Installing the Operating System? | Yes _ﬂ

Are Only the Required Software & Services Installed?

Have Vendor Default Passwords been Changed?

Have Vendor Default Accounts been Changed?

Do Experiments Rely Directly on this Computer (eg. not on DIP)?

No B
| Yes ﬂ

Yes ?]

Noﬂ

Last Modified By TLAHEY
Last Modified Date 23-MAR-11

o

Version >

Control Set

2001 LINUX SLCS N N



TNQ for Software

TNQ actions for software:

Update Software

Reports for Software
Display Computers' DSC Programs (CCDB)
Display Server Computers’ Processes (snapshot)
Display CCM Applications (CCDB)

Automate lists of Software
Adding list of FESA and other class software

Automating lists of Server Processes
Add other existing lists of software, as identified
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Software Questionnaire
e

Update Software

[ Cancel | Apply Changes & Continue Editing l Apply Changes and Return to Display ‘\ \|

*** The Software Questions are being revised ***
ID 351
Software Name adjust_irq_priorities

Software Type DSC

Is the owner still involved in this software? Y Person or Group Responsible EﬂETZ-
NOBLAT
What is the origin of this software? = CERN or Collaborating Lab >
If CommerciallFreeware/Shareware, what is the name of the vendor/source? | Not Applicable —ﬂ
How is this software installed/upgraded/patched? ' Unknown T]

How do you track Source Code Versions? | - select source versioning method - % |

Do you support Release Versioning (eq. ability to revert to an online previous version)? ' Yes T]

Where is the software source code stored ?
For custom software, is there a software development life-cycle (SDLC)? | Yes ' &

Does this SDLC include security ? | Yes _ﬂ

What type of software & code review(s) are performed? ' Unknown

What is the date of the last software review?

29 of 1566
*** The Software Questions are being revised ***
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Current state of the TNQ

The TN questionnaire is in production since mid April’a1 and system
owners started to populate data into the questionnaire

In addition, a positive side effect is that NETOPS and CCDB databases
are being cleaned

Report summaries display problems that are simple to find and fix. LCSP
member found

Computers assigned to the wrong group/person or with wrong
description

Computers where responsible/user group are empty, likely no
reassignment when someone left CERN is

Unexpected computer definitions, eg. 2" IP address

We can find computers that are obsolete or in the wrong NETOPS set
This cleaning of the CCDB or NETOPS is eased by the buttons to launch
the existing editors

Remember that the TNQ does NOT write in CCDB or NETOPS
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Future Plans

Define more RISK assessments

Combine risk factors, eg. computers visible to TN and their
update dates/methods

Adding more features
Create reports of computers with special network routing

Create reports of computers with difficult access (in tunnel)
Network Scans

L oad data from Network scans

Use it to compare expected open ports
Derive more data

Summary from Central Management of windows/linux: Date
Patches applied, Patches needed, Reboot Needed

15 Sep 2011 T. Lahey 30



Summary

The TN Questionnaire is ready in production

Uses data from other database to reduce work and improve data
reliability

Eases update by applying answers to groups of computers, etc.

The LCSP members are now entering the data to populate the TN
Questionnaire DB

While entering data, LCSP is Reviewing and Cleaning up existing
data

We have plans for adding more Features to the TN Questionnaire

Extract and present first Risk assessments in the coming months
and propose mitigation actions
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