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Supervised Learning: 
Attempt to infer some target (truth label):  
classification, regression (often also clustering/inference)


Use training data with known labels 
(often from Monte Carlo simulation)

observable features 
such as kinematics, 
tracks,…

truth label  
(e.g. true energy)

Learn to predict:


predicted energy

x
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Regression: Minimize mean squared error:

Loss function: Supervised



Unsupervised Learning: 
No target, learn the probability 
distribution (directly from data)


Can use for sampling, anomaly 
detection, unfolding, …


Learn to  
predict:

True probablity  
density

x
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Distribution learning: Maximise likelihood 
(minimize log-likelihood): 
(either directly or with approximations)

Loss function: Unsupervised
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Part III: Generative Models
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Motivation
We have:

many images

(or collision events, 
or detector readouts, …)

We want: more “images”


(Specifically: New examples 
that are similar to the 
examples, but not exact 
copies)


How to encode in  
neural net?


Uses:

• Fast approximative 
simulation


• Differentiable surrogate 
models




https://www.thispersondoesnotexist.com/

Examples

https://www.thispersondoesnotexist.com/


Examples

DALL-E 2



Generative 
Adversarial 
Networks

59
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Generative models
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GeneratorNoise

Real Images

Fake Images

Discriminator

GAN Training
Train Generator 
(Freeze Discriminator)

Then 
Train Discriminator 
(Freeze Generator)

Repeat
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GAN Training

GeneratorNoise

Real Images

Fake Images

Discriminator

Train Generator 
(Freeze Discriminator)

Then 
Train Discriminator 
(Freeze Generator)

Repeat
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GAN Training

GeneratorNoise

Real Images

Fake Images

Discriminator

Train Generator 
(Freeze Discriminator)

Then 
Train Discriminator 
(Freeze Generator)

Repeat
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GAN Training

GeneratorNoise

Real Images

Fake Images

Discriminator

Train Generator 
(Freeze Discriminator)

Then 
Train Discriminator 
(Freeze Generator)

Repeat




Structure

Generative Adversarial Networks 
IJ Goodfellow et al 
1406.2661 

Real Samples Generated Fake Samples
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Generative models



Autoencoder

• Latent space/bottleneck with compressed representation

• Dimension reduction

• Denoising

• Will encounter again soo for anomaly detection

f(x) g(f(x))

L = (ŷ � g(f(x)))2

kvfrans
deeplearningbook.org 67

http://deeplearningbook.org


Variational Autoencoder

f(x) g(f(x))
• Want to sample from latent space

• Split into mean and standard deviation

• Add penalty term (Kullback-Leibler divergence)  

so mean/std are close to unit Gaussian

• Compare to a flow: 


• Similar

• Encoder/Decoder are not exact inverse of each other

• Dimension of data space and latent space can differ
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L = (x� g(f(x)))2



Concrete Example

towardsdatascience.com 69

http://towardsdatascience.com


Variational 
Autoencoder

kvfrans 
70

Reconstruction Loss Only KL Loss Only Combined Loss

towardsdatascience.com

L = (ŷ � g(f(x)))2

http://towardsdatascience.com


Normalising Flows
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Introduction to NF

• Basic idea: Learn a mapping between data and an intial 
latent-space distribution (e.g. Gaussians)

• Bijective, so that it is invertable 

(f-1 is not a learned approximated inversion, but the exact 
inverse of f by construction) 

• Actually a diffeomorphism

• Take into account Jacobian determinant (change of prob. 

variable formula) to evaluate probability density in data 
space  
(need to construct f to allow easy calculation of Jacobian 
determinant) 
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Introduction to NF

• Why could this be useful?

• Can sample from latent space and transform with f-1 into 

data space for use as generative model 
• Can assign likelihood to data points by applying f 

• Will see some physics applications later 

• (See e.g. D. J. Rezende and S. Mohamed, Variational inference with 
normalizing flows, International Conference on Machine Learning 37, 1530 
(2015); I. Kobyzev, S. Prince, and M. Brubaker, Normalizing Flows: An 
Introduction and Review of Current Methods, IEEE Transactions on Pattern 
Analysisand Machine Intelligence , 1 (2020))
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Introduction to NF

• Goal: assign probability density to each datapoint

• Learn bijective transformation between data and a latent space with 

tractable probability

• Build from simple invertible transformations with tractable Jacobian
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Introduction to NF

• Goal: assign probability density to each datapoint

• Learn bijective transformation between data and a latent space with 

tractable probability

• Build from simple invertible transformations with tractable Jacobian
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Figure 18.10: Example for an invertible mapping using a real-valued non-
volume preserving (real NVP) transformation [208]. Here, si and ti (i =
1, 2) denote networks. The upper diagram gives the forward pass x ! z for
training the network. The lower diagram shows the backward pass z ! x

enabling generation of distributions in x from the normally distributed z.

The backward pass operates with reversed signs. The division can be
achieved by element-wise multiplication by exp (�si) where i = 1, 2. While
the networks si and ti themselves are not invertible — and do not need
to be, as they are always used in forward mode — the overall block which
maps between x and z is invertible.

For the invertible block to be useful in practice, we also need to calculate
the determinant of the Jacobian. We can view the forward pass as two
subsequent transformations f1 and f2 — corresponding to the left and
right halves of Figure 18.10 respectively — applying the following changes
to the data:

✓
x1

x2

◆
f1�!

✓
z1
x2

◆
f2�!

✓
z1
z2

◆
(18.22)

As the structure for f1 and f2 is similar, we first focus on f1:

x1
f1�! z1 = x1 � exp(s2(x2)) + t2(x2) (18.23)

x2
f1�! x2. (18.24)

Coupling Flows

• Coupling flows / real NVP

• Practically not the most widely used flow,  

but useful for illustration/understanding

• Will use an alternative (masked autoregressive flows) for  

exercise


• Forward direction

• s and t are standard (e.g. fully connected) neural networks
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volume preserving (real NVP) transformation [208]. Here, si and ti (i =
1, 2) denote networks. The upper diagram gives the forward pass x ! z for
training the network. The lower diagram shows the backward pass z ! x

enabling generation of distributions in x from the normally distributed z.

The backward pass operates with reversed signs. The division can be
achieved by element-wise multiplication by exp (�si) where i = 1, 2. While
the networks si and ti themselves are not invertible — and do not need
to be, as they are always used in forward mode — the overall block which
maps between x and z is invertible.

For the invertible block to be useful in practice, we also need to calculate
the determinant of the Jacobian. We can view the forward pass as two
subsequent transformations f1 and f2 — corresponding to the left and
right halves of Figure 18.10 respectively — applying the following changes
to the data:

✓
x1

x2

◆
f1�!

✓
z1
x2

◆
f2�!

✓
z1
z2

◆
(18.22)

As the structure for f1 and f2 is similar, we first focus on f1:

x1
f1�! z1 = x1 � exp(s2(x2)) + t2(x2) (18.23)

x2
f1�! x2. (18.24)

Coupling Flows

• Forward and backward direction

• Can already see invertability  

• What about Jacobian determinant?
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training the network. The lower diagram shows the backward pass z ! x

enabling generation of distributions in x from the normally distributed z.

The backward pass operates with reversed signs. The division can be
achieved by element-wise multiplication by exp (�si) where i = 1, 2. While
the networks si and ti themselves are not invertible — and do not need
to be, as they are always used in forward mode — the overall block which
maps between x and z is invertible.

For the invertible block to be useful in practice, we also need to calculate
the determinant of the Jacobian. We can view the forward pass as two
subsequent transformations f1 and f2 — corresponding to the left and
right halves of Figure 18.10 respectively — applying the following changes
to the data:

✓
x1

x2

◆
f1�!

✓
z1
x2

◆
f2�!

✓
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◆
(18.22)

As the structure for f1 and f2 is similar, we first focus on f1:

x1
f1�! z1 = x1 � exp(s2(x2)) + t2(x2) (18.23)

x2
f1�! x2. (18.24)

Calculating Jacobian determinant
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The backward pass operates with reversed signs. The division can be
achieved by element-wise multiplication by exp (�si) where i = 1, 2. While
the networks si and ti themselves are not invertible — and do not need
to be, as they are always used in forward mode — the overall block which
maps between x and z is invertible.

For the invertible block to be useful in practice, we also need to calculate
the determinant of the Jacobian. We can view the forward pass as two
subsequent transformations f1 and f2 — corresponding to the left and
right halves of Figure 18.10 respectively — applying the following changes
to the data:
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f1�! z1 = x1 � exp(s2(x2)) + t2(x2) (18.23)
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f1�! x2. (18.24)
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The backward pass operates with reversed signs. The division can be
achieved by element-wise multiplication by exp (�si) where i = 1, 2. While
the networks si and ti themselves are not invertible — and do not need
to be, as they are always used in forward mode — the overall block which
maps between x and z is invertible.

For the invertible block to be useful in practice, we also need to calculate
the determinant of the Jacobian. We can view the forward pass as two
subsequent transformations f1 and f2 — corresponding to the left and
right halves of Figure 18.10 respectively — applying the following changes
to the data:
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As the structure for f1 and f2 is similar, we first focus on f1:

x1
f1�! z1 = x1 � exp(s2(x2)) + t2(x2) (18.23)

x2
f1�! x2. (18.24)
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The Jacobian matrix for this transformation J1 reads:

J1 =

 
@z1
@x1

@z1
@x2

@x2
@x1

@x2
@x2

!
(18.25)

=

✓
diag(exp(s2(x2)))

@z1
@x2

0 1

◆
. (18.26)

By construction, we arrived at a triangular matrix. This shape greatly
simplifies the calculation of the determinant:

detJ1 =
Y

exp(s2(x2)) = exp
⇣X

s2(x2)
⌘

. (18.27)

Here, the sum goes over the output dimension of s2. In the same way, the
Jacobian determinant for the second half of the transformation f2 can be
calculated to be

detJ2 = exp
⇣X

s1(z1)
⌘

. (18.28)

Combining these shows the simple form of the overall determinant of the
forward pass:

|detJf | = exp
⇣X

s2(x2) +
X

s1(z1)
⌘

= exp
⇣X

s(x)
⌘
. (18.29)

For the last equality, we simplified the notation to highlight that the deter-
minant is the exponential function applied to a sum of network predictions
s. When multiple such blocks are applied in sequence, due to (18.21), we
just gain additional terms in that sum.

To summarize, by splitting the input features into two parts we no-
tice how a transformation block, that is invertible and allows calculat-
ing the change in probability volume, can be constructed from standard
(i.e., non-invertible networks) and basic mathematical operations. When
more expressiveness is needed, multiple such blocks can be applied subse-
quently. An alternative construction based on autoregressive transforma-
tions is sketched in Example 18.6.

Example 18.6. Autoregressive flows: A popular alternative build-
ing block for invertible networks are masked autoregressive flows
(MAFs) [210]. An autoregressive flow is a bijective function of a number
of inputs yt which for each output xt is conditioned on all preceding

with
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The Jacobian matrix for this transformation J1 reads:
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0 1

◆
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By construction, we arrived at a triangular matrix. This shape greatly
simplifies the calculation of the determinant:

detJ1 =
Y

exp(s2(x2)) = exp
⇣X

s2(x2)
⌘

. (18.27)

Here, the sum goes over the output dimension of s2. In the same way, the
Jacobian determinant for the second half of the transformation f2 can be
calculated to be

detJ2 = exp
⇣X

s1(z1)
⌘

. (18.28)

Combining these shows the simple form of the overall determinant of the
forward pass:

|detJf | = exp
⇣X

s2(x2) +
X

s1(z1)
⌘

= exp
⇣X

s(x)
⌘
. (18.29)

For the last equality, we simplified the notation to highlight that the deter-
minant is the exponential function applied to a sum of network predictions
s. When multiple such blocks are applied in sequence, due to (18.21), we
just gain additional terms in that sum.

To summarize, by splitting the input features into two parts we no-
tice how a transformation block, that is invertible and allows calculat-
ing the change in probability volume, can be constructed from standard
(i.e., non-invertible networks) and basic mathematical operations. When
more expressiveness is needed, multiple such blocks can be applied subse-
quently. An alternative construction based on autoregressive transforma-
tions is sketched in Example 18.6.
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ing block for invertible networks are masked autoregressive flows
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more expressiveness is needed, multiple such blocks can be applied subse-
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Example 18.6. Autoregressive flows: A popular alternative build-
ing block for invertible networks are masked autoregressive flows
(MAFs) [210]. An autoregressive flow is a bijective function of a number
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Triangular matrix by construction

Similarly simple for J2. Composition of functions 
means multiplying their det J.
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Fig. 3. Coupling architecture. a) A single coupling flow described in
Equation (15). A coupling function h is applied to one part of the space,
while its parameters depend on the other part. b) Two subsequent multi-
scale flows in the generative direction. A flow is applied to a relatively low
dimensional vector z; its parameters no longer depend on the rest part
zaux. Then new dimensions are gradually introduced to the distribution.

Sometimes, however, the conditioner can be constant
(i.e., not depend on xB at all). This allows for the construc-
tion of a “multi-scale flow” Dinh et al. [2017] which gradually
introduces dimensions to the distribution in the generative
direction (Figure 3b). In the normalizing direction, the di-
mension reduces by half after each iteration step, such that
most of semantic information is retained. This reduces the
computational costs of transforming high dimensional dis-
tributions and can capture the multi-scale structure inherent
in certain kinds of data like natural images.

The question remains of how to partition x. This is
often done by splitting the dimensions in half [Dinh et al.,
2015], potentially after a random permutation. However,
more structured partitioning has also been explored and
is common practice, particularly when modelling images.
For instance, Dinh et al. [2017] used “masked” flows that
take alternating pixels or blocks of channels in the case
of an image in non-volume preserving flows (RealNVP).
In place of permutation Kingma and Dhariwal [2018] used
1 ⇥ 1 convolution (Glow). For the partition for the multi-
scale flow in the normalizing direction, Das et al. [2019]
suggested selecting features at which the Jacobian of the
flow has higher values for the propagated part.

3.4.2 Autoregressive Flows

Kingma et al. [2016] used autoregressive models as a form
of normalizing flow. These are non-linear generalizations of
multiplication by a triangular matrix (Section 3.2.2).

Let h(· ; ✓) : R ! R be a bijection parameterized by ✓.
Then an autoregressive model is a function g : RD

! RD ,
which outputs each entry of y = g(x) conditioned on the
previous entries of the input:

yt = h(xt;⇥t(x1:t�1)), (18)

where x1:t = (x1, . . . , xt). For t = 2, . . . , D we choose
arbitrary functions ⇥t(·) mapping Rt�1 to the set of all
parameters, and ⇥1 is a constant. The functions ⇥t(·) are
called conditioners.

The Jacobian matrix of the autoregressive transformation
g is triangular. Each output yt only depends on x1:t, and so
the determinant is just a product of its diagonal entries:

det (Dg) =
DY

t=1

@yt

@xt
. (19)

In practice, it’s possible to efficiently compute all the entries
of the direct flow (Equation (18)) in one pass using a single
network with appropriate masks [Germain et al., 2015].
This idea was used by Papamakarios et al. [2017] to create
masked autoregressive flows (MAF).

However, the computation of the inverse is more chal-
lenging. Given the inverse of h, the inverse of g can be found
with recursion: we have x1 = h

�1(y1;⇥1) and for any
t = 2, . . . , D, xt = h

�1(yt;⇥t(x1:t�1)). This computation is
inherently sequential which makes it difficult to implement
efficiently on modern hardware as it cannot be parallelized.

Note that the functional form for the autoregressive
model is very similar to that for the coupling flow. In both
cases a bijection h is used, which has as an input one part
of the space and which is parameterized conditioned on
the other part. We call this bijection a coupling function in
both cases. Note that Huang et al. [2018] used the name
“transformer” (which has nothing to do with transformers
in NLP).

Alternatively, Kingma et al. [2016] introduced the “in-
verse autoregressive flow” (IAF), which outputs each entry
of y conditioned the previous entries of y (with respect to
the fixed ordering). Formally,

yt = h(xt; ✓t(y1:t�1)). (20)

One can see that the functional form of the inverse autore-
gressive flow is the same as the form of the inverse of
the flow in Equation (18), hence the name. Computation
of the IAF is sequential and expensive, but the inverse of
IAF (which is a direct autoregressive flow) can be computed
relatively efficiently (Figure 4).

Fig. 4. Autoregressive flows. On the left, is the direct autoregressive
flow given in Equation (18). Each output depends on the current and
previous inputs and so this operation can be easily parallelized. On
the right, is the inverse autoregressive flow from Equation (20). Each
output depends on the current input and the previous outputs and so
computation is inherently sequential and cannot be parallelized.

In Section 2.2.1 we noted that papers typically model
flows in the “normalizing flow” direction (i.e., in terms of f
from data to the base density) to enable efficient evaluation
of the log-likelihood during training. In this context one can
think of IAF as a flow in the generative direction: i.e.in terms
of g from base density to data. Hence Papamakarios et al.

• Autoregressive property: Outputs conditioned on previous 
inputs


• Again, leads to simple Jacobian and invertible functions

• MAF: Masked Autoregressive Flow

• Forward direction (data->latent) fast, backward slow


• IAF: Inverse Autoregressive Flow

• Sampling direction (latent->data) fast


• Many other constructions exist as well (1908.09257 for an 
overview)



How to train NF?

• Loss is the negative log likelihood, 
assume Gaussian latent space distribution


• Sample points from the training dataset

• Transform into latent space using flow 

(and keep track of det J)
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For high-dimensional distributions we use the Euclidean squared distance
||f(x))||22. Also inserting the explicit form of the Jacobian determinant
(18.29) yields:

L = �Ex⇠pdata


�1

2
||f(x))||22 +

X
s(x)

�

Using the batch size k, the objective function to be minimized finally be-
comes

L =
1

k

kX

i=1

✓
1

2
||f(xi))||22 �

X
s(xi)

◆
. (18.36)

In this way, the network in the lower Figure 18.10 will generate new data x
from Gaussian distributed latent variables z which approximate pdata(x).
The precise form will be di↵erent for other implementations of normalizing
flows, but the underlying idea of building bijective mappings that allow
tracking the change in probability volume remains.

Example 18.7. Flows in lattice QCD: The theory of Quantum Chro-
modynamics (QCD) describes the so-called strong interaction of funda-
mental constituents of matter. Its coupling strength is inversely pro-
portional to the energy, leading to asymptotic freedom at high energies
and to strongly coupled theories at low energies. In this strong coupling
limit, the theory becomes non-perturbative, meaning that an expansion
in powers of the coupling strength will, in general, not converge. To
circumvent this problem, calculations are carried out on a discretized
spacetime lattice, often using Monte Carlo methods. However, these be-
come increasingly ine�cient in some phase space regions. Learning the
probability distribution of physical observables and sampling from it —
using generative models — is a promising alternative. A popular solu-
tion consists of training normalizing flow models for this problem. We
point to Ref. [211] for a hands-on pedagogical introduction of flows in
the context of lattice field theory.

A particularly interesting aspect is including symmetries of the un-
derlying theory in constructing the flow model. In Ref. [212], the au-
thors consider gauge transformations and show how the building blocks
of normalizing flows (the coupling layers) can be made equivariant under
certain symmetries — i.e., constructed in such a way that applying the
symmetry commutes with the coupling layer.
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Application 
Example

83



84

https://twiki.cern.ch/twiki/bin/view/ 
AtlasPublic/ComputingandSoftwarePublicResults
http://w3.hepix.org/benchmarking

Simulation and Generation steps 
over 40% of ATLAS compute effort
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Particle Showers 
Main motivation:  
Fast simulation of interaction between particles and material 
in complex calorimeter detectors  

85



Concrete Problem
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Describe photon showers in high granularity 
calorimeter prototype

• 30x30x30 cells (Si-W)

• Photon energies from 10 to 100 GeV

• Use 950k examples (uniform in energy)  

created with GEANT4 to train

• Not only model individual images but  
also differential distributions



Architecture
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• BIB-AE (based on 1912.00830)  
with added post-processing


• Unifies features of GAN and VAE

• 71M trainable parameters

2005.05334



Results
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Additional Challenges

• How to evaluate convergence of models?

• e.g. classifier metric

• e.g. Frechet-inception distance


• Correctly model many differential distributions

• Condition on a large number of quantities  

(energy, particle type, impact position, angle, …)



Limitations of Generative 
Models

90

• Generative models are powerful in quickly producing 
more examples, still need training examples


• Machine learning is great at interpolation, but it cannot 
do magic

• Be careful if training data covers desired application


• Expect to simulate typical examples, do not trust the 
tails of distributions without verification

• Big question of uncertainty of generative models


• Can networks amplify?



Statistics

91

If we train a generator on N data points, and use it to produce M>>N 
examples, what is the statistical power of the M points?

Butter, Diefenbacher, Kasieczka, 
Nachman, Plehn GANplifying Event 
Samples, 2008.06545, also 2202.07352



Generative Symmetries?

92

• Most generative work focuses on fixed structures

• Can we combine this with the topic of Monday morning?
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Figure 1: Equivariant Point Cloud (EPiC) layer structure. The global function � g

and point function �p are learned by neural networks. The � symbol indicates the
aggregation function ⇢p!g with both element-wise summation and average pooling.

the number of points. We find that EPiC-GAN provides fidelity of generated distributions on
par with MP-GAN, yet offers a significant speed-up in generation time and much better scal-
ing to large point cloud multiplicities. Additionally, the global attributes associated with each
EPiC-GAN layer provide an interpretable latent space that can be correlated to known physical
observables.

As a proof-of-principle case study, we apply EPiC-GAN to generate jets trained on the JetNet
benchmark dataset [17]. In comparison to earlier permutation equivariant set-based gener-
ative models [24–26], the EPiC-GAN utilizes a continuously updated global attribute vector
that allows for inter-point communication without the computational overhead of a full graph
model. A model relying on such global attributes works well for modeling particle jets, which
are defined by a number of per-jet (i.e. global) physical observables such as mass and trans-
verse momentum. The fidelity reached on such complex physical distributions suggests that
this model could also perform well for tasks like fast calorimeter simulation.

The remainder of this paper is organized as follows. In Sec. 2, we introduce the EPiC-
GAN architecture and associated loss functions. We present a case study using EPiC-GAN for
generating jets at the LHC in Sec. 3 and draw our conclusions in Sec. 4.

2 Equivariant Point Cloud GAN

In this section, we introduce equivariant point cloud (EPiC) layers, which are the founda-
tion for our generative model. By stacking multiple EPiC layers, we build our generator and
discriminator architectures. To the best of our knowledge, these architectures are a novel con-
tribution to the generative modeling literature, not just in HEP. We implement EPiC-GAN in
Pytorch [27] and the code is available on GitHub.1

2.1 EPiC Layers

Following the notation in Ref. [28], we define a 2-tuple point cloud C = (g , P) as a graph
without edges. The global attributes of the point cloud are represented by g . The set of points
are represented by P = p i=1:N , where p i are the attributes of point i and N is the set cardinality
(in jet physics terms: particle multiplicity).

1https://github.com/uhh-pd-ml/EPiC-GAN
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Figure 2: Architecture implementation of the EPiC GAN. Both the (a) generator and
(b) discriminator consist of multiple EPiC layers from Fig. 1 as well as (shared) neu-
ral networks for input/output dimensionality expansion/reduction. The � symbol
represents the aggregation function ⇢p!g with both element-wise summation and
average pooling. Though not shown, there are additional residual connections be-
tween EPiC layers described in the text.

5

2301.08128 EPiC - Buhmann et al; See 
also 2106.11535
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Part IV: Anomaly Detection
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Anomaly Detection



95

Reminder

• Theoretical and experimental 
reasons to expect new physics 
beyond the Standard Model


• However, so far only negative 
results in direct (model driven) 
searches


• Make sure that we do not miss 
potential discoveries at the LHC 
→Anomaly detection



What is an anomaly?



Point anomaly

• Outliers: Datapoints far away from regular 
distribution


• Examples:

• Detector malfunctions

• Background-free search



And now?



Color (Mass)
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Group anomaly
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Color (Mass)

Co
un

t
Group anomaly

• Individual examples not anomalous, 
but interesting collective behaviour


• Examples:

• New physics searches, e.g. resonances

• Excess in time series

100
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FIG. 1. Schematic view of the bump hunt. The signal (blue)
is localized in the signal region (SR). The background (red)
is estimated from a sideband region (SB).

Multiple strategies have been proposed for this task.
One approach is based on the Classification Without La-
bels (CWoLa) protocol [25, 26, 76] in which one trains a
classifier to distinguish the SR and SB data. One of the
biggest challenges with the CWoLa Hunting approach is
its high sensitivity to correlations between the features
x and m. Multiple variations of CWoLa Hunting have
been proposed to circumvent the correlation challenge,
such as Simulation Assisted Likelihood-free Anomaly De-
tection (Salad) [38] and Simulation-Assisted Decorrela-
tion for Resonant Anomaly Detection (SA-CWoLa) [52].

An alternative approach is to learn the two likeli-
hoods directly and then take the ratio. This is the core
idea behind Anomaly Detection with Density Estima-
tion (Anode) [39]. The SB is used to estimate pbg(x|m)
for the background (assuming little signal contamination
outside the SR). This likelihood is then interpolated into
the SR. Combined with an estimate of pdata(x|m) trained
in the SR, one can construct an estimate of the likelihood
ratio. The SB interpolation makes Anode robust to cor-
relations between x and m, although density estimation
is inherently more challenging than classification.

In this paper, we propose a new method which com-
bines the best of CWoLa Hunting and Anode. With
Classifying Anomalies THrough Outer Density Estima-
tion (Cathode), we train a density estimator to learn
the (usually smooth) background distribution in the SB
which we refer to as the “outer” region. Then we interpo-
late it into the SR, but rather than directly constructing
the likelihood ratio as in Anode (which would require
us to also separately learn pdata(x|m) in the SR), we in-
stead generate sample events from the trained, interpo-
lated background density estimator. These sample events
should follow pbg(x|m) in the SR. Finally, we train a clas-
sifier (as in CWoLa Hunting) to distinguish pdata(x|m)

from pbg(x|m) in the SR.

Using the R&D dataset [77] from the LHC Olympics
(LHCO) [59], we will show that Cathode achieves a level
of performance (as measured by the significance improve-
ment characteristic) that greatly surpasses both CWoLa
Hunting and Anode, across a wide range of signal cross
sections. Cathode easily outperforms Anode because it
does not have to directly learn pdata in the SR, and in par-
ticular does not have to learn the sharp increase in pdata
where the signal is localized in all of the features. Mean-
while, it outperforms CWoLa Hunting because of a com-
bination of two e↵ects: one is that in Cathode, we can
oversample the outer density estimator, leading to more
background events than CWoLa Hunting has access to
(CWoLa Hunting is limited to the actual data events in
the sideband region), and yielding a more powerful clas-
sifier. Secondly, the features are slightly correlated with
m in the LHCO R&D dataset, and this slightly degrades
the performance of CWoLa Hunting, while Cathode is
robust.

We also compare Cathode to a fully supervised classi-
fier (i.e. trained on labeled signal and background events)
and an “idealized anomaly detector” (trained on data vs.
perfectly simulated background). We demonstrate that
Cathode nearly saturates the performance of the ide-
alized anomaly detector, and even nearly matches the
performance of the fully supervised classifier at low sig-
nal e�ciencies. These approaches (particularly the ide-
alized anomaly detector) place upper bounds on the per-
formance of any data-vs-background anomaly detection
technique, and the fact that Cathode is nearly saturat-
ing them indicates that it is nearly the best that it could
possibly be.

Finally, as in [39], we study the case where x and m are
correlated, by adding artificial linear correlations to two
of the features in x. Again we show that Cathode (like
Anode, and unlike CWoLa Hunting) is largely robust
against such correlations, and continues to nearly match
the performance of the idealized anomaly detector.

In this work, we will concern ourselves solely with sig-
nal sensitivity, and reserve the problem of background
estimation for future study. As long as the Cathode
classifier does not sculpt features into the invariant mass
spectrum, it should be straightforward to combine it with
a bump hunt in m.

This paper is organized as follows: Section II briefly in-
troduces the LHCO dataset and our treatment of it, and
Section III describes the steps of the Cathode approach
in detail. Results are given in Section IV and we con-
clude with Section V. In Appendix A, we provide details
of the other approaches (CWoLa Hunting, Anode, ide-
alized anomaly detector and fully supervised classifier)
considered in this paper. A further study of correlated
features is given in Appendix B.
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Multiple strategies have been proposed for this task.
One approach is based on the Classification Without La-
bels (CWoLa) protocol [25, 26, 76] in which one trains a
classifier to distinguish the SR and SB data. One of the
biggest challenges with the CWoLa Hunting approach is
its high sensitivity to correlations between the features
x and m. Multiple variations of CWoLa Hunting have
been proposed to circumvent the correlation challenge,
such as Simulation Assisted Likelihood-free Anomaly De-
tection (Salad) [38] and Simulation-Assisted Decorrela-
tion for Resonant Anomaly Detection (SA-CWoLa) [52].

An alternative approach is to learn the two likeli-
hoods directly and then take the ratio. This is the core
idea behind Anomaly Detection with Density Estima-
tion (Anode) [39]. The SB is used to estimate pbg(x|m)
for the background (assuming little signal contamination
outside the SR). This likelihood is then interpolated into
the SR. Combined with an estimate of pdata(x|m) trained
in the SR, one can construct an estimate of the likelihood
ratio. The SB interpolation makes Anode robust to cor-
relations between x and m, although density estimation
is inherently more challenging than classification.

In this paper, we propose a new method which com-
bines the best of CWoLa Hunting and Anode. With
Classifying Anomalies THrough Outer Density Estima-
tion (Cathode), we train a density estimator to learn
the (usually smooth) background distribution in the SB
which we refer to as the “outer” region. Then we interpo-
late it into the SR, but rather than directly constructing
the likelihood ratio as in Anode (which would require
us to also separately learn pdata(x|m) in the SR), we in-
stead generate sample events from the trained, interpo-
lated background density estimator. These sample events
should follow pbg(x|m) in the SR. Finally, we train a clas-
sifier (as in CWoLa Hunting) to distinguish pdata(x|m)

from pbg(x|m) in the SR.

Using the R&D dataset [77] from the LHC Olympics
(LHCO) [59], we will show that Cathode achieves a level
of performance (as measured by the significance improve-
ment characteristic) that greatly surpasses both CWoLa
Hunting and Anode, across a wide range of signal cross
sections. Cathode easily outperforms Anode because it
does not have to directly learn pdata in the SR, and in par-
ticular does not have to learn the sharp increase in pdata
where the signal is localized in all of the features. Mean-
while, it outperforms CWoLa Hunting because of a com-
bination of two e↵ects: one is that in Cathode, we can
oversample the outer density estimator, leading to more
background events than CWoLa Hunting has access to
(CWoLa Hunting is limited to the actual data events in
the sideband region), and yielding a more powerful clas-
sifier. Secondly, the features are slightly correlated with
m in the LHCO R&D dataset, and this slightly degrades
the performance of CWoLa Hunting, while Cathode is
robust.

We also compare Cathode to a fully supervised classi-
fier (i.e. trained on labeled signal and background events)
and an “idealized anomaly detector” (trained on data vs.
perfectly simulated background). We demonstrate that
Cathode nearly saturates the performance of the ide-
alized anomaly detector, and even nearly matches the
performance of the fully supervised classifier at low sig-
nal e�ciencies. These approaches (particularly the ide-
alized anomaly detector) place upper bounds on the per-
formance of any data-vs-background anomaly detection
technique, and the fact that Cathode is nearly saturat-
ing them indicates that it is nearly the best that it could
possibly be.

Finally, as in [39], we study the case where x and m are
correlated, by adding artificial linear correlations to two
of the features in x. Again we show that Cathode (like
Anode, and unlike CWoLa Hunting) is largely robust
against such correlations, and continues to nearly match
the performance of the idealized anomaly detector.

In this work, we will concern ourselves solely with sig-
nal sensitivity, and reserve the problem of background
estimation for future study. As long as the Cathode
classifier does not sculpt features into the invariant mass
spectrum, it should be straightforward to combine it with
a bump hunt in m.

This paper is organized as follows: Section II briefly in-
troduces the LHCO dataset and our treatment of it, and
Section III describes the steps of the Cathode approach
in detail. Results are given in Section IV and we con-
clude with Section V. In Appendix A, we provide details
of the other approaches (CWoLa Hunting, Anode, ide-
alized anomaly detector and fully supervised classifier)
considered in this paper. A further study of correlated
features is given in Appendix B.
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Types of anomalies
• Outliers/Point anomalies: Datapoints far away 

from regular distribution

• Examples:

• Detector malfunctions

• Background-free search 

 

• Group anomlies: Individual examples not 
interesting,  
but signal is an overdensity with respect to 
background


• Examples:

• Resonance searches

• Transient signals in time series



Anomaly Searches
• Orthogonal strategy to model 

specific searches:


• Discover new physics  
with making minimal assumptions


• Less sensitive to one specific model, broader coverage

ML-assisted global comparison 
• Systematically compare simulation to 

recorded data, look for differences

• Con: Rely on imperfect simulation, 

maximally background model 
dependent


• Pro: Sensitive to all types of 
anomalies


Resonant anomaly detection /  
Enhanced bump hunts 
• Estimate background in-situ from 

data

• Con: Need to make assumptions 

about signal shape

• Pro: Data-driven on background 

model

102GK et al 2101.08320; Arrested et al 2105.14027; 
CMS 2010.02984; ATLAS 1807.07447



Anomaly Searches
• Orthogonal strategy to model 

specific searches:


• Discover new physics  
with making minimal assumptions


• Less sensitive to one specific model, broader coverage

ML-assisted global comparison 
• Systematically compare simulation to 

recorded data, look for differences

• Con: Rely on imperfect simulation, 

maximally background model 
dependent


• Pro: Sensitive to all types of 
anomalies


Resonant anomaly detection /  
Enhanced bump hunts 
• Estimate background in-situ from 

data

• Con: Need to make assumptions 

about signal shape

• Pro: Data-driven on background 

model 

• Will focus on these for rest of the  
lecture


103GK et al 2101.08320; Arrested et al 2105.14027; 
CMS 2010.02984; ATLAS 1807.07447



Resonant Anomaly Detection

÷
background
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Resonant Anomaly Detection

⑨
×?⑧

-

background
£

+ additional dimensions

( in general correlated with m)
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Resonant Anomaly Detection

n

#⑧
*

¥
m

>

look for a smell signal,
localised in M

,
and different

shape in other features

Need to find a feature 
in which signal is resonant 
and background smooth.


No assumptions in other  
features.


Further generalisation as 
open issue.
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Resonant Anomaly Detection

^

RW - Rc

¥0#Signal

>
m

E-nh.no#p-hustiUseML
to build classifier RK) so that

selecting RH -c enhances signal
fraction

No worry, will come back to HOW 
this is done is a moment
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Resonant Anomaly Detection

NRK) - Rc

* estimated
e

signal region

sideband

sideband

>
m

E-nhancedbump-I.fi Then fit
background from sidebands

, compare

to data in signal region
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Overall Strategy
• Define an anomaly score a 

• Should be high for anomalous (signal-like) and low for 
background-like data 

• Use a selection a to create an anomaly-enriched dataset  

• Estimate background from data 

• Compare predicted background to number of observed with high a  
(+potentially other selection criteria) 

• Statistically safe: Compare null-hypothesis (data is background 
only) to alternate hypothesis (data is not backround)


• If no observations: Define exclusion limits by injecting potential 
signals
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• Encourage development and comparison of model-agnostic 
search strategies 


• Focus on group anomalies, data-driven searches

• Use for a convenient overview of space of techniques

• Complementary to 2105.14027 

• Provide a complete package, balance details vs accessiblity 

• Datasets:

• One R&D dataset for algorithm development

• Three black box datasets (BB1-BB3)


• Unblinded over time  

• Timeline:

• Spring 2019: Release R&D dataset (link)

• Autumn 2019: Release BB datasets (link)

• January 2020: Winter Olympics as part  

of ML4Jets, unblinding of BB1 (link)

• July 2020: (Virtual) Summer Olympics, unblinding of BB2 

and BB3 (link)

• LHC Olympics paper (https://arxiv.org/abs/2101.08320) 

public

https://lhco2020.github.io/homepage/

Introducing: LHC Olympics

https://zenodo.org/record/6466204#.YoydSpNBxqs
https://zenodo.org/record/4536624#.Yoz_7pNBz0o
https://indico.cern.ch/event/809820/sessions/329216/#20200116
https://indico.desy.de/event/25341/
https://arxiv.org/abs/2101.08320
http://www.apple.com/uk
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R&D dataset

q

q

X

Y

q

q

q

q

Z 0

Figure 1. Feynman diagram for signals of R&D dataset and Black Box 1.

Setting R&D BB1 BB3

Tune:pp 14 3 10

PDF:pSet 13 12 5

TimeShower:alphaSvalue 0.1365 0.118 0.16

SpaceShower:alphaSvalue 0.1365 0.118 0.16

TimeShower:renormMultFac 1 0.5 2

SpaceShower:renormMultFac 1 0.5 2

TimeShower:factorMultFac 1 1.5 0.5

SpaceShower:factorMultFac 1 1.5 0.5

TimeShower:pTmaxMatch 1 2 1

SpaceShower:pTmaxMatch 0 2 1

Table 1. Pythia settings for the di↵erent datasets. For R&D the settings were the Pythia defaults
while for BB1 and BB3 they were modified. BB2 is not shown here because it was produced using
Herwig++ with default settings.

2.2 Black Box 1

This box contained the same signal topology as the R&D dataset (see Fig. 1) but with

masses mZ0 = 3.823 TeV, mX = 732 GeV and mY = 378 GeV. A total of 834 signal

events were included (out of a total of 1M events in all). This number was chosen so

that the approximate local significance inclusively is not significant. In order to emulate

reality, the background events in Black Box 1 are di↵erent to the ones from the R&D

dataset. The background still uses the same generators as for the R&D dataset, but

a number of Pythia and Delphes settings were changed from their defaults. For the

– 6 –

• For building and testing methods

• 1M background examples (Standard Model), 

100k signal examples (signal, see Feynman diagram 
on the right)


• Labels provided  

• Relatively simple signal

• Known to differ in previously mentioned 

features from background distribution

• Unrealistically high S/B

m=3.5 TeV

m=500 GeV

m=100 GeV

New Methods and Datasets for Group Anomaly Detection ANDEA ’21, Anomaly and Novelty Detection, Explanation and Accommodation

Fig. 4. A histogram of the resonant feature< in units of GeV with a parametric fit (U0 (1 �<)U1<U2+U3 log(<) ) using the SB data
overlaid. The fit Kolmogorov-Smirnov (KS) ?-value is well above 0.05 in the SB.

for the R&D dataset, but a number of P����� and D������ settings were changed from their defaults to mimic the
domain shift between simulation and experimental data.

2.3 Black Box 2

This sample of 1M events was background only. The background was produced using a di�erent publicly-available and
standard particle-physics event generation tool, H�����++ [27], instead of P�����. Also, it used a modi�ed D������
detector card that is di�erent from Black Box 1 but with similar modi�cations on top of the R&D dataset card.

2.4 Black Box 3

The signal was based on Ref. [35, 36] and consisted of a hypothetical heavy BSM particle with two di�erent decay modes
resulting in two collimated showers of particles (“dijets") or with three collimated showers of particles (“trijets") as
illustrated in Fig. 1 center and right. These signals are inspired by theories introducing extra dimensions of space-time.
1200 dijet events and 2000 trijet events were included along with Standard Model backgrounds in Black Box 3 (for
a total of 1M events). These numbers were chosen so that an analysis that found only one of the two modes would
not observe a signi�cant excess. The background events were produced with modi�ed P����� and D������ settings
(di�erent than the R&D and other Black Box datasets).

2.5 Evaluation of the Challenge

During the initial challenge phase (see [5]), only the signal contained in the R&D Dataset was known to participants.
For this, both the physical properties (decay topology, masses) and per-event labels were given. No such information
was made available for Black Box 1–3. Participants were asked to submit (separately for each Black Box): I) A p-value
associated with the dataset having no new particles (null hypothesis); II) As complete a characterization of the new
physics as possible (in text-form) (e.g. masses and decay modes of all new particles with associated uncertainties); and
III) How many signal events (central value and uncertainty) are in the dataset (before any selection criteria).

After the challenge phase, the physical properties and datasets with added per-event labels (signal or background)
were made public, rendering the initial evaluation criteria obsolete. However, as better signal identi�cation will aid
better anomaly detection, quantities such as accuracy, area under the curve (AUC), or signi�cance improvement (SIC,
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Fig. 2. A schematic diagram of a detector at the LHC to illustrate the standard coordinate system. In the top view, protons collide
into and out of the page while in the bo�om view, protons collide from the le� and right. The collision debris flies out in all directions
and for simplicity is represented by six particles. These particles register signals in a series of detector components. Their trajectories
are then reconstructed using their transverse momentum ?) and angular coordinates q and [.

high-level features are:< 91 the invariant mass of the lighter jet; �< 9 the mass di�erence of the two jets; and g21,1

and g21,2 the # -subjettiess ratios [33, 34] of the leading two jets. This feature quanti�es the degree to which a jet is
characterized by two subjets or one subjet, with smaller values indicating two-prong substructure.

Many approaches in the LHC Olympics challenge were based on these features, instead of the low-level features.
Plots of these high-level (histograms marginalized over the rest of the feature space) are shown in Fig. 3. We see that
many of them are quite useful in separating signal vs background. The resonant feature is shown in Fig. 4.

Fig. 3. Histograms of the four high-level features provided in the LHCO2020 data. The features in the right plot are dimensionless
and the features in the le� plot are given in units of TeV.

2.2 Black Box 1

This box contained the same signal topology as the R&D dataset (see Fig. 1) but with di�erent parameters for the
anomalous particles, in order that a method trained exclusively on the R&D dataset could not trivially succeed on the
Black Box dataset. A total of 834 signal events were included (out of a total of 1M events in all). This number was chosen
so that the approximate local signi�cance inclusively is not signi�cant.4 In order to emulate reality, the background
events in Black Box 1 are di�erent to the ones from the R&D dataset. The background still uses the same generators as

4It is important to keep in mind that in particle physics, the discovery threshold is conventionally taken to be 5f , corresponding to a ?-value of 3 ⇥ 10�7
under the null hypothesis.
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Fig. 2. A schematic diagram of a detector at the LHC to illustrate the standard coordinate system. In the top view, protons collide
into and out of the page while in the bo�om view, protons collide from the le� and right. The collision debris flies out in all directions
and for simplicity is represented by six particles. These particles register signals in a series of detector components. Their trajectories
are then reconstructed using their transverse momentum ?) and angular coordinates q and [.

high-level features are:< 91 the invariant mass of the lighter jet; �< 9 the mass di�erence of the two jets; and g21,1

and g21,2 the # -subjettiess ratios [33, 34] of the leading two jets. This feature quanti�es the degree to which a jet is
characterized by two subjets or one subjet, with smaller values indicating two-prong substructure.

Many approaches in the LHC Olympics challenge were based on these features, instead of the low-level features.
Plots of these high-level (histograms marginalized over the rest of the feature space) are shown in Fig. 3. We see that
many of them are quite useful in separating signal vs background. The resonant feature is shown in Fig. 4.

Fig. 3. Histograms of the four high-level features provided in the LHCO2020 data. The features in the right plot are dimensionless
and the features in the le� plot are given in units of TeV.

2.2 Black Box 1

This box contained the same signal topology as the R&D dataset (see Fig. 1) but with di�erent parameters for the
anomalous particles, in order that a method trained exclusively on the R&D dataset could not trivially succeed on the
Black Box dataset. A total of 834 signal events were included (out of a total of 1M events in all). This number was chosen
so that the approximate local signi�cance inclusively is not signi�cant.4 In order to emulate reality, the background
events in Black Box 1 are di�erent to the ones from the R&D dataset. The background still uses the same generators as

4It is important to keep in mind that in particle physics, the discovery threshold is conventionally taken to be 5f , corresponding to a ?-value of 3 ⇥ 10�7
under the null hypothesis.
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Challenge datasets
• All contain total of 1M examples; might contain signal;  

no labels provided during ‘content’ phase (labels available no)

• All used different simulation parameters for background (to avoid 

unrealistic exploits)

q

q

X

Y

q

q

q

q

Z 0

Figure 1. Feynman diagram for signals of R&D dataset and Black Box 1.

Setting R&D BB1 BB3

Tune:pp 14 3 10

PDF:pSet 13 12 5

TimeShower:alphaSvalue 0.1365 0.118 0.16

SpaceShower:alphaSvalue 0.1365 0.118 0.16

TimeShower:renormMultFac 1 0.5 2

SpaceShower:renormMultFac 1 0.5 2

TimeShower:factorMultFac 1 1.5 0.5

SpaceShower:factorMultFac 1 1.5 0.5

TimeShower:pTmaxMatch 1 2 1

SpaceShower:pTmaxMatch 0 2 1

Table 1. Pythia settings for the di↵erent datasets. For R&D the settings were the Pythia defaults
while for BB1 and BB3 they were modified. BB2 is not shown here because it was produced using
Herwig++ with default settings.

2.2 Black Box 1

This box contained the same signal topology as the R&D dataset (see Fig. 1) but with

masses mZ0 = 3.823 TeV, mX = 732 GeV and mY = 378 GeV. A total of 834 signal

events were included (out of a total of 1M events in all). This number was chosen so

that the approximate local significance inclusively is not significant. In order to emulate

reality, the background events in Black Box 1 are di↵erent to the ones from the R&D

dataset. The background still uses the same generators as for the R&D dataset, but

a number of Pythia and Delphes settings were changed from their defaults. For the

– 6 –

m=3.823 TeV

m=732 GeV

m=378 GeV

BB1: 834 signal examples  
Same event topology as R&D 

dataset, different masses  
 

might be easy?  

BB2: empty 

q

q

Y

g

g

g

X

q

q

q

q

X

Figure 2. Feynman diagrams for signal of Black Box 3.
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Dijet signature

Trijet signature

BB3: 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• Want to find anomaly score a 

• Should be high for anomalous (signal-like) and 
low for background-like data


• Some options:


• a(x) = 1 / p(x|Background) 

How to build anomaly score?
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Unsupervised - Autoencoders
• Several autoencoder-type learning approaches

• Underlying assumption is that an autoencoder trained on  

background dominated sample will have bad reconstruction 
performance for previously unseen signal 

X X’ X’’
Encoder 

fɸ(x)
Decoder 

gθ(x’)

Input data 
e.g. images, 
high level 
observables, 
four vectors

Compressed 
representation 
Latent space Output data


(same format as 
input)

L(x) = ||x� g✓(f�(x))||2
a(x) = L(x)

Encoder/Decoder are neural 
networks

• Differences in data representation  
Data space vs latent space anomaly detection 
Different latent space prior distributions  



Physics Application

• Represent data as images

• Boosted top vs QCD jets  

(~600 GeV) 
1 jet = 1 image (40x40 pixels, 
color=energy)


• Train QCD only sample

• Evaluate on mixed top/QCD jet sample

Heimel, GK, Plehn, Thompson, QCD or What?, 1808.08979
Farina, Nakai, Shih, Searching for New Physics with Deep Autoencoders, 
1808.08992

X’
Encoder 

fɸ(x)
Decoder 

gθ(x’)
Compressed 
representation 
Latent space

115
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Limitations of AE



Complexity
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Complexity 
• If anomalies are much simpler (therefore 

easier to reconstruct):  
a(x) will still be lower, despite never 
encountered in training 

• Observed with naive AE in QCD vs top

• Train on tops only; top still considered 

anomaly wrt/ QCD 

Only QCD for training

Only top for training
Tim Weber. MSc thesis. 

Hamburg, 2019;  
See also 2104.09051

Top

Top

QCD

QCD

More anomalous

More anomalous



Complexity
Complexity 
• If anomalies are much simpler (therefore 

easier to reconstruct):  
a(x) will still be lower, despite never 
encountered in training 

• Observed with naive AE in QCD vs top

• Train on tops only; top still considered 

anomaly wrt/ QCD

• Can be overcome - e.g. by normalised 

autoencoders 2105.05735 

Only QCD for training Only top for training

2206.14225
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Coordinate Dependence

• 2012.03808 (Le Lan, Dinh)
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Brief Recap

• Autoencoders (and VAEs) find anomalies by looking  
for regions of low background density  

• Conceptually straightforward and computationally cheap 
but potential issues of coordinate dependence and complexity 

 



121

• Want to find anomaly score a 

• Should be high for anomalous (signal-like) and 
low for background-like data


• Some options:


• a(x) = 1 / p(x|Background)  

• a(x) = p(x|Signal) / p(x|Background)

How to build anomaly score?
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Figure 1. An illustration of the CWoLa framework. Rather than being trained to directly classify
signal (S) from background (B), the classifier is trained by standard techniques to distinguish data as
coming either from the first or second mixed sample, labeled as 0 and 1 respectively. No information
about the signal/background labels or class proportions in the mixed samples is used during training.

Theorem 1. Given mixed samples M1 and M2 defined in terms of pure samples S and B

using Eqs. (2.3) and (2.4) with signal fractions f1 > f2, an optimal classifier trained to

distinguish M1 from M2 is also optimal for distinguishing S from B.

Proof. The optimal classifier to distinguish examples drawn from pM1 and pM2 is the likelihood

ratio LM1/M2
(~x) = pM1(~x)/pM2(~x). Similarly, the optimal classifier to distinguish examples

drawn from pS and pB is the likelihood ratio LS/B(~x) = pS(~x)/pB(~x). Where pB has support,

we can relate these two likelihood ratios algebraically:

LM1/M2
=

pM1

pM2

=
f1 pS + (1� f1) pB
f2 pS + (1� f2) pB

=
f1 LS/B + (1� f1)

f2 LS/B + (1� f2)
, (2.6)

which is a monotonically increasing rescaling of the likelihood LS/B as long as f1 > f2, since

@LS/B
LM1/M2

= (f1 � f2)/(f2LS/B � f2 + 1)2 > 0. If f1 < f2, then one obtains the reversed

classifier. Therefore, LS/B and LM1/M2
define the same classifier.

An important feature of CWoLa is that, unlike the LLP-style weak supervision in Sec. 2.2,

the label proportions f1 and f2 are not required for training. Of course, this proof only

guarantees that the optimal classifier from CWoLa is the same as the optimal classifier from

fully-supervised learning. We explore the practical performance of CWoLa in Secs. 3 and 4.

The problem of learning from unknown mixed samples can be shown to be mathematically

equivalent to the problem of learning with asymmetric random label noise, where there have

been recent advances [32, 40]. The equivalence of these frameworks follows from the fact that
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Figure 1. An illustration of the CWoLa framework. Rather than being trained to directly classify
signal (S) from background (B), the classifier is trained by standard techniques to distinguish data as
coming either from the first or second mixed sample, labeled as 0 and 1 respectively. No information
about the signal/background labels or class proportions in the mixed samples is used during training.

Theorem 1. Given mixed samples M1 and M2 defined in terms of pure samples S and B

using Eqs. (2.3) and (2.4) with signal fractions f1 > f2, an optimal classifier trained to

distinguish M1 from M2 is also optimal for distinguishing S from B.

Proof. The optimal classifier to distinguish examples drawn from pM1 and pM2 is the likelihood

ratio LM1/M2
(~x) = pM1(~x)/pM2(~x). Similarly, the optimal classifier to distinguish examples

drawn from pS and pB is the likelihood ratio LS/B(~x) = pS(~x)/pB(~x). Where pB has support,

we can relate these two likelihood ratios algebraically:

LM1/M2
=

pM1

pM2

=
f1 pS + (1� f1) pB
f2 pS + (1� f2) pB

=
f1 LS/B + (1� f1)

f2 LS/B + (1� f2)
, (2.6)

which is a monotonically increasing rescaling of the likelihood LS/B as long as f1 > f2, since

@LS/B
LM1/M2

= (f1 � f2)/(f2LS/B � f2 + 1)2 > 0. If f1 < f2, then one obtains the reversed

classifier. Therefore, LS/B and LM1/M2
define the same classifier.

An important feature of CWoLa is that, unlike the LLP-style weak supervision in Sec. 2.2,

the label proportions f1 and f2 are not required for training. Of course, this proof only

guarantees that the optimal classifier from CWoLa is the same as the optimal classifier from

fully-supervised learning. We explore the practical performance of CWoLa in Secs. 3 and 4.

The problem of learning from unknown mixed samples can be shown to be mathematically

equivalent to the problem of learning with asymmetric random label noise, where there have

been recent advances [32, 40]. The equivalence of these frameworks follows from the fact that

– 5 –

Classification without labels: Learning from mixed samples 
in high energy physics, EM Metodiev, B Nachman, J Thaler, 
1708.02949

Example I: Label Noise aka 
CWoLA

Important observation:

A classifier (i.e. a neural network) trained 
to distinguish two mixed samples learns  
to distinguish the components



123

Example I: Label Noise

• Train a classifier to distinguish signal region (SR) 
and side-band (SB).


• If there is intrinsic difference (presence of signal) 
it will be able to distinguish, otherwise it will not.

Collins, Howe, Nachman, Anomaly 
Detection for Resonant New Physics with 
Machine Learning,1805.02664
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Example I: Label Noise

• Train a classifier to distinguish signal region (SR) 
and side-band (SB).


• If there is intrinsic difference (presence of signal) 
it will be able to distinguish, otherwise it will not.


• Major downside: Additional features that  
correlate with the side-band variable Collins, Howe, Nachman, Anomaly 

Detection for Resonant New Physics with 
Machine Learning,1805.02664



LS/B =
p(x|anomaly)

p(x|normal)

Per Neyman-Pearson: Likelihood-ratio 
is optimal test statistic 
Unfortunatly, p(x|anomaly) is not 
available 

LD/B =
p(x)

p(x|normal)

LD/B ⇡ p(x)

p̃(x|normal)
Approximate background density using  
control measurement (e.g. sideband)

Build data/background ratio: 

Expand p(x) = fnormal p(x|normal) + fanomaly p(x|anomaly)

LD/B ⇡ fnormal + fanomaly
p(x|anomaly)

p̃(x|normal)
And insert:

Example II: Density Estimation
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x

pdata(x|m 2 SB)
= pbg(x|m 2 SB)

x

pdata(x|m 2 SR)

x

pdata(x|m 2 SB)
= pbg(x|m 2 SB)

FIG. 1. Schematic view of the bump hunt. The signal (blue)
is localized in the signal region (SR). The background (red)
is estimated from a sideband region (SB).

Multiple strategies have been proposed for this task.
One approach is based on the Classification Without La-
bels (CWoLa) protocol [25, 26, 76] in which one trains a
classifier to distinguish the SR and SB data. One of the
biggest challenges with the CWoLa Hunting approach is
its high sensitivity to correlations between the features
x and m. Multiple variations of CWoLa Hunting have
been proposed to circumvent the correlation challenge,
such as Simulation Assisted Likelihood-free Anomaly De-
tection (Salad) [38] and Simulation-Assisted Decorrela-
tion for Resonant Anomaly Detection (SA-CWoLa) [52].

An alternative approach is to learn the two likeli-
hoods directly and then take the ratio. This is the core
idea behind Anomaly Detection with Density Estima-
tion (Anode) [39]. The SB is used to estimate pbg(x|m)
for the background (assuming little signal contamination
outside the SR). This likelihood is then interpolated into
the SR. Combined with an estimate of pdata(x|m) trained
in the SR, one can construct an estimate of the likelihood
ratio. The SB interpolation makes Anode robust to cor-
relations between x and m, although density estimation
is inherently more challenging than classification.

In this paper, we propose a new method which com-
bines the best of CWoLa Hunting and Anode. With
Classifying Anomalies THrough Outer Density Estima-
tion (Cathode), we train a density estimator to learn
the (usually smooth) background distribution in the SB
which we refer to as the “outer” region. Then we interpo-
late it into the SR, but rather than directly constructing
the likelihood ratio as in Anode (which would require
us to also separately learn pdata(x|m) in the SR), we in-
stead generate sample events from the trained, interpo-
lated background density estimator. These sample events
should follow pbg(x|m) in the SR. Finally, we train a clas-
sifier (as in CWoLa Hunting) to distinguish pdata(x|m)

from pbg(x|m) in the SR.

Using the R&D dataset [77] from the LHC Olympics
(LHCO) [59], we will show that Cathode achieves a level
of performance (as measured by the significance improve-
ment characteristic) that greatly surpasses both CWoLa
Hunting and Anode, across a wide range of signal cross
sections. Cathode easily outperforms Anode because it
does not have to directly learn pdata in the SR, and in par-
ticular does not have to learn the sharp increase in pdata
where the signal is localized in all of the features. Mean-
while, it outperforms CWoLa Hunting because of a com-
bination of two e↵ects: one is that in Cathode, we can
oversample the outer density estimator, leading to more
background events than CWoLa Hunting has access to
(CWoLa Hunting is limited to the actual data events in
the sideband region), and yielding a more powerful clas-
sifier. Secondly, the features are slightly correlated with
m in the LHCO R&D dataset, and this slightly degrades
the performance of CWoLa Hunting, while Cathode is
robust.

We also compare Cathode to a fully supervised classi-
fier (i.e. trained on labeled signal and background events)
and an “idealized anomaly detector” (trained on data vs.
perfectly simulated background). We demonstrate that
Cathode nearly saturates the performance of the ide-
alized anomaly detector, and even nearly matches the
performance of the fully supervised classifier at low sig-
nal e�ciencies. These approaches (particularly the ide-
alized anomaly detector) place upper bounds on the per-
formance of any data-vs-background anomaly detection
technique, and the fact that Cathode is nearly saturat-
ing them indicates that it is nearly the best that it could
possibly be.

Finally, as in [39], we study the case where x and m are
correlated, by adding artificial linear correlations to two
of the features in x. Again we show that Cathode (like
Anode, and unlike CWoLa Hunting) is largely robust
against such correlations, and continues to nearly match
the performance of the idealized anomaly detector.

In this work, we will concern ourselves solely with sig-
nal sensitivity, and reserve the problem of background
estimation for future study. As long as the Cathode
classifier does not sculpt features into the invariant mass
spectrum, it should be straightforward to combine it with
a bump hunt in m.

This paper is organized as follows: Section II briefly in-
troduces the LHCO dataset and our treatment of it, and
Section III describes the steps of the Cathode approach
in detail. Results are given in Section IV and we con-
clude with Section V. In Appendix A, we provide details
of the other approaches (CWoLa Hunting, Anode, ide-
alized anomaly detector and fully supervised classifier)
considered in this paper. A further study of correlated
features is given in Appendix B.

Generative models 
 for anomaly detection

• 1): Choose one feature (m) in which to search for resonances
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FIG. 1. Schematic view of the bump hunt. The signal (blue)
is localized in the signal region (SR). The background (red)
is estimated from a sideband region (SB).

Multiple strategies have been proposed for this task.
One approach is based on the Classification Without La-
bels (CWoLa) protocol [25, 26, 76] in which one trains a
classifier to distinguish the SR and SB data. One of the
biggest challenges with the CWoLa Hunting approach is
its high sensitivity to correlations between the features
x and m. Multiple variations of CWoLa Hunting have
been proposed to circumvent the correlation challenge,
such as Simulation Assisted Likelihood-free Anomaly De-
tection (Salad) [38] and Simulation-Assisted Decorrela-
tion for Resonant Anomaly Detection (SA-CWoLa) [52].

An alternative approach is to learn the two likeli-
hoods directly and then take the ratio. This is the core
idea behind Anomaly Detection with Density Estima-
tion (Anode) [39]. The SB is used to estimate pbg(x|m)
for the background (assuming little signal contamination
outside the SR). This likelihood is then interpolated into
the SR. Combined with an estimate of pdata(x|m) trained
in the SR, one can construct an estimate of the likelihood
ratio. The SB interpolation makes Anode robust to cor-
relations between x and m, although density estimation
is inherently more challenging than classification.

In this paper, we propose a new method which com-
bines the best of CWoLa Hunting and Anode. With
Classifying Anomalies THrough Outer Density Estima-
tion (Cathode), we train a density estimator to learn
the (usually smooth) background distribution in the SB
which we refer to as the “outer” region. Then we interpo-
late it into the SR, but rather than directly constructing
the likelihood ratio as in Anode (which would require
us to also separately learn pdata(x|m) in the SR), we in-
stead generate sample events from the trained, interpo-
lated background density estimator. These sample events
should follow pbg(x|m) in the SR. Finally, we train a clas-
sifier (as in CWoLa Hunting) to distinguish pdata(x|m)

from pbg(x|m) in the SR.

Using the R&D dataset [77] from the LHC Olympics
(LHCO) [59], we will show that Cathode achieves a level
of performance (as measured by the significance improve-
ment characteristic) that greatly surpasses both CWoLa
Hunting and Anode, across a wide range of signal cross
sections. Cathode easily outperforms Anode because it
does not have to directly learn pdata in the SR, and in par-
ticular does not have to learn the sharp increase in pdata
where the signal is localized in all of the features. Mean-
while, it outperforms CWoLa Hunting because of a com-
bination of two e↵ects: one is that in Cathode, we can
oversample the outer density estimator, leading to more
background events than CWoLa Hunting has access to
(CWoLa Hunting is limited to the actual data events in
the sideband region), and yielding a more powerful clas-
sifier. Secondly, the features are slightly correlated with
m in the LHCO R&D dataset, and this slightly degrades
the performance of CWoLa Hunting, while Cathode is
robust.

We also compare Cathode to a fully supervised classi-
fier (i.e. trained on labeled signal and background events)
and an “idealized anomaly detector” (trained on data vs.
perfectly simulated background). We demonstrate that
Cathode nearly saturates the performance of the ide-
alized anomaly detector, and even nearly matches the
performance of the fully supervised classifier at low sig-
nal e�ciencies. These approaches (particularly the ide-
alized anomaly detector) place upper bounds on the per-
formance of any data-vs-background anomaly detection
technique, and the fact that Cathode is nearly saturat-
ing them indicates that it is nearly the best that it could
possibly be.

Finally, as in [39], we study the case where x and m are
correlated, by adding artificial linear correlations to two
of the features in x. Again we show that Cathode (like
Anode, and unlike CWoLa Hunting) is largely robust
against such correlations, and continues to nearly match
the performance of the idealized anomaly detector.

In this work, we will concern ourselves solely with sig-
nal sensitivity, and reserve the problem of background
estimation for future study. As long as the Cathode
classifier does not sculpt features into the invariant mass
spectrum, it should be straightforward to combine it with
a bump hunt in m.

This paper is organized as follows: Section II briefly in-
troduces the LHCO dataset and our treatment of it, and
Section III describes the steps of the Cathode approach
in detail. Results are given in Section IV and we con-
clude with Section V. In Appendix A, we provide details
of the other approaches (CWoLa Hunting, Anode, ide-
alized anomaly detector and fully supervised classifier)
considered in this paper. A further study of correlated
features is given in Appendix B.

Generative models 
 for anomaly detection

• 1): Choose one feature (m) in which to search for resonances

• 2): Use m divide spectrum into non-overlapping regions. Designate one as 

signal region (SR), others as sidebands (SB). Repeat the following for all 
choices of SR

Train generative model 
here
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FIG. 1. Schematic view of the bump hunt. The signal (blue)
is localized in the signal region (SR). The background (red)
is estimated from a sideband region (SB).

Multiple strategies have been proposed for this task.
One approach is based on the Classification Without La-
bels (CWoLa) protocol [25, 26, 76] in which one trains a
classifier to distinguish the SR and SB data. One of the
biggest challenges with the CWoLa Hunting approach is
its high sensitivity to correlations between the features
x and m. Multiple variations of CWoLa Hunting have
been proposed to circumvent the correlation challenge,
such as Simulation Assisted Likelihood-free Anomaly De-
tection (Salad) [38] and Simulation-Assisted Decorrela-
tion for Resonant Anomaly Detection (SA-CWoLa) [52].

An alternative approach is to learn the two likeli-
hoods directly and then take the ratio. This is the core
idea behind Anomaly Detection with Density Estima-
tion (Anode) [39]. The SB is used to estimate pbg(x|m)
for the background (assuming little signal contamination
outside the SR). This likelihood is then interpolated into
the SR. Combined with an estimate of pdata(x|m) trained
in the SR, one can construct an estimate of the likelihood
ratio. The SB interpolation makes Anode robust to cor-
relations between x and m, although density estimation
is inherently more challenging than classification.

In this paper, we propose a new method which com-
bines the best of CWoLa Hunting and Anode. With
Classifying Anomalies THrough Outer Density Estima-
tion (Cathode), we train a density estimator to learn
the (usually smooth) background distribution in the SB
which we refer to as the “outer” region. Then we interpo-
late it into the SR, but rather than directly constructing
the likelihood ratio as in Anode (which would require
us to also separately learn pdata(x|m) in the SR), we in-
stead generate sample events from the trained, interpo-
lated background density estimator. These sample events
should follow pbg(x|m) in the SR. Finally, we train a clas-
sifier (as in CWoLa Hunting) to distinguish pdata(x|m)

from pbg(x|m) in the SR.

Using the R&D dataset [77] from the LHC Olympics
(LHCO) [59], we will show that Cathode achieves a level
of performance (as measured by the significance improve-
ment characteristic) that greatly surpasses both CWoLa
Hunting and Anode, across a wide range of signal cross
sections. Cathode easily outperforms Anode because it
does not have to directly learn pdata in the SR, and in par-
ticular does not have to learn the sharp increase in pdata
where the signal is localized in all of the features. Mean-
while, it outperforms CWoLa Hunting because of a com-
bination of two e↵ects: one is that in Cathode, we can
oversample the outer density estimator, leading to more
background events than CWoLa Hunting has access to
(CWoLa Hunting is limited to the actual data events in
the sideband region), and yielding a more powerful clas-
sifier. Secondly, the features are slightly correlated with
m in the LHCO R&D dataset, and this slightly degrades
the performance of CWoLa Hunting, while Cathode is
robust.

We also compare Cathode to a fully supervised classi-
fier (i.e. trained on labeled signal and background events)
and an “idealized anomaly detector” (trained on data vs.
perfectly simulated background). We demonstrate that
Cathode nearly saturates the performance of the ide-
alized anomaly detector, and even nearly matches the
performance of the fully supervised classifier at low sig-
nal e�ciencies. These approaches (particularly the ide-
alized anomaly detector) place upper bounds on the per-
formance of any data-vs-background anomaly detection
technique, and the fact that Cathode is nearly saturat-
ing them indicates that it is nearly the best that it could
possibly be.

Finally, as in [39], we study the case where x and m are
correlated, by adding artificial linear correlations to two
of the features in x. Again we show that Cathode (like
Anode, and unlike CWoLa Hunting) is largely robust
against such correlations, and continues to nearly match
the performance of the idealized anomaly detector.

In this work, we will concern ourselves solely with sig-
nal sensitivity, and reserve the problem of background
estimation for future study. As long as the Cathode
classifier does not sculpt features into the invariant mass
spectrum, it should be straightforward to combine it with
a bump hunt in m.

This paper is organized as follows: Section II briefly in-
troduces the LHCO dataset and our treatment of it, and
Section III describes the steps of the Cathode approach
in detail. Results are given in Section IV and we con-
clude with Section V. In Appendix A, we provide details
of the other approaches (CWoLa Hunting, Anode, ide-
alized anomaly detector and fully supervised classifier)
considered in this paper. A further study of correlated
features is given in Appendix B.

Generative models 
 for anomaly detection

• 3) Train a generative model p(x|m) on auxiliary features in SB 
(used MAF, other choices including GAN/VAE possible as well)

Train generative model 
here
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FIG. 1. Schematic view of the bump hunt. The signal (blue)
is localized in the signal region (SR). The background (red)
is estimated from a sideband region (SB).

Multiple strategies have been proposed for this task.
One approach is based on the Classification Without La-
bels (CWoLa) protocol [25, 26, 76] in which one trains a
classifier to distinguish the SR and SB data. One of the
biggest challenges with the CWoLa Hunting approach is
its high sensitivity to correlations between the features
x and m. Multiple variations of CWoLa Hunting have
been proposed to circumvent the correlation challenge,
such as Simulation Assisted Likelihood-free Anomaly De-
tection (Salad) [38] and Simulation-Assisted Decorrela-
tion for Resonant Anomaly Detection (SA-CWoLa) [52].

An alternative approach is to learn the two likeli-
hoods directly and then take the ratio. This is the core
idea behind Anomaly Detection with Density Estima-
tion (Anode) [39]. The SB is used to estimate pbg(x|m)
for the background (assuming little signal contamination
outside the SR). This likelihood is then interpolated into
the SR. Combined with an estimate of pdata(x|m) trained
in the SR, one can construct an estimate of the likelihood
ratio. The SB interpolation makes Anode robust to cor-
relations between x and m, although density estimation
is inherently more challenging than classification.

In this paper, we propose a new method which com-
bines the best of CWoLa Hunting and Anode. With
Classifying Anomalies THrough Outer Density Estima-
tion (Cathode), we train a density estimator to learn
the (usually smooth) background distribution in the SB
which we refer to as the “outer” region. Then we interpo-
late it into the SR, but rather than directly constructing
the likelihood ratio as in Anode (which would require
us to also separately learn pdata(x|m) in the SR), we in-
stead generate sample events from the trained, interpo-
lated background density estimator. These sample events
should follow pbg(x|m) in the SR. Finally, we train a clas-
sifier (as in CWoLa Hunting) to distinguish pdata(x|m)

from pbg(x|m) in the SR.

Using the R&D dataset [77] from the LHC Olympics
(LHCO) [59], we will show that Cathode achieves a level
of performance (as measured by the significance improve-
ment characteristic) that greatly surpasses both CWoLa
Hunting and Anode, across a wide range of signal cross
sections. Cathode easily outperforms Anode because it
does not have to directly learn pdata in the SR, and in par-
ticular does not have to learn the sharp increase in pdata
where the signal is localized in all of the features. Mean-
while, it outperforms CWoLa Hunting because of a com-
bination of two e↵ects: one is that in Cathode, we can
oversample the outer density estimator, leading to more
background events than CWoLa Hunting has access to
(CWoLa Hunting is limited to the actual data events in
the sideband region), and yielding a more powerful clas-
sifier. Secondly, the features are slightly correlated with
m in the LHCO R&D dataset, and this slightly degrades
the performance of CWoLa Hunting, while Cathode is
robust.

We also compare Cathode to a fully supervised classi-
fier (i.e. trained on labeled signal and background events)
and an “idealized anomaly detector” (trained on data vs.
perfectly simulated background). We demonstrate that
Cathode nearly saturates the performance of the ide-
alized anomaly detector, and even nearly matches the
performance of the fully supervised classifier at low sig-
nal e�ciencies. These approaches (particularly the ide-
alized anomaly detector) place upper bounds on the per-
formance of any data-vs-background anomaly detection
technique, and the fact that Cathode is nearly saturat-
ing them indicates that it is nearly the best that it could
possibly be.

Finally, as in [39], we study the case where x and m are
correlated, by adding artificial linear correlations to two
of the features in x. Again we show that Cathode (like
Anode, and unlike CWoLa Hunting) is largely robust
against such correlations, and continues to nearly match
the performance of the idealized anomaly detector.

In this work, we will concern ourselves solely with sig-
nal sensitivity, and reserve the problem of background
estimation for future study. As long as the Cathode
classifier does not sculpt features into the invariant mass
spectrum, it should be straightforward to combine it with
a bump hunt in m.

This paper is organized as follows: Section II briefly in-
troduces the LHCO dataset and our treatment of it, and
Section III describes the steps of the Cathode approach
in detail. Results are given in Section IV and we con-
clude with Section V. In Appendix A, we provide details
of the other approaches (CWoLa Hunting, Anode, ide-
alized anomaly detector and fully supervised classifier)
considered in this paper. A further study of correlated
features is given in Appendix B.

Generative models 
 for anomaly detection

• 3) Train a generative model p(x|m) on auxiliary features in SB

• 4) Sample from p(x|m) in SR. Designate as pbg,est.

Train generative model 
here

and sample here
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Generative models 
 for anomaly detection

• 3) Train a generative model p(x|m) on auxiliary features in SB

• 4) Sample from p(x|m) in SR. Designate as pbg,est

• 5) Train binary classifer between pdata and pbg,est.
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FIG. 1. Schematic view of the bump hunt. The signal (blue)
is localized in the signal region (SR). The background (red)
is estimated from a sideband region (SB).

Multiple strategies have been proposed for this task.
One approach is based on the Classification Without La-
bels (CWoLa) protocol [25, 26, 76] in which one trains a
classifier to distinguish the SR and SB data. One of the
biggest challenges with the CWoLa Hunting approach is
its high sensitivity to correlations between the features
x and m. Multiple variations of CWoLa Hunting have
been proposed to circumvent the correlation challenge,
such as Simulation Assisted Likelihood-free Anomaly De-
tection (Salad) [38] and Simulation-Assisted Decorrela-
tion for Resonant Anomaly Detection (SA-CWoLa) [52].

An alternative approach is to learn the two likeli-
hoods directly and then take the ratio. This is the core
idea behind Anomaly Detection with Density Estima-
tion (Anode) [39]. The SB is used to estimate pbg(x|m)
for the background (assuming little signal contamination
outside the SR). This likelihood is then interpolated into
the SR. Combined with an estimate of pdata(x|m) trained
in the SR, one can construct an estimate of the likelihood
ratio. The SB interpolation makes Anode robust to cor-
relations between x and m, although density estimation
is inherently more challenging than classification.

In this paper, we propose a new method which com-
bines the best of CWoLa Hunting and Anode. With
Classifying Anomalies THrough Outer Density Estima-
tion (Cathode), we train a density estimator to learn
the (usually smooth) background distribution in the SB
which we refer to as the “outer” region. Then we interpo-
late it into the SR, but rather than directly constructing
the likelihood ratio as in Anode (which would require
us to also separately learn pdata(x|m) in the SR), we in-
stead generate sample events from the trained, interpo-
lated background density estimator. These sample events
should follow pbg(x|m) in the SR. Finally, we train a clas-
sifier (as in CWoLa Hunting) to distinguish pdata(x|m)

from pbg(x|m) in the SR.

Using the R&D dataset [77] from the LHC Olympics
(LHCO) [59], we will show that Cathode achieves a level
of performance (as measured by the significance improve-
ment characteristic) that greatly surpasses both CWoLa
Hunting and Anode, across a wide range of signal cross
sections. Cathode easily outperforms Anode because it
does not have to directly learn pdata in the SR, and in par-
ticular does not have to learn the sharp increase in pdata
where the signal is localized in all of the features. Mean-
while, it outperforms CWoLa Hunting because of a com-
bination of two e↵ects: one is that in Cathode, we can
oversample the outer density estimator, leading to more
background events than CWoLa Hunting has access to
(CWoLa Hunting is limited to the actual data events in
the sideband region), and yielding a more powerful clas-
sifier. Secondly, the features are slightly correlated with
m in the LHCO R&D dataset, and this slightly degrades
the performance of CWoLa Hunting, while Cathode is
robust.

We also compare Cathode to a fully supervised classi-
fier (i.e. trained on labeled signal and background events)
and an “idealized anomaly detector” (trained on data vs.
perfectly simulated background). We demonstrate that
Cathode nearly saturates the performance of the ide-
alized anomaly detector, and even nearly matches the
performance of the fully supervised classifier at low sig-
nal e�ciencies. These approaches (particularly the ide-
alized anomaly detector) place upper bounds on the per-
formance of any data-vs-background anomaly detection
technique, and the fact that Cathode is nearly saturat-
ing them indicates that it is nearly the best that it could
possibly be.

Finally, as in [39], we study the case where x and m are
correlated, by adding artificial linear correlations to two
of the features in x. Again we show that Cathode (like
Anode, and unlike CWoLa Hunting) is largely robust
against such correlations, and continues to nearly match
the performance of the idealized anomaly detector.

In this work, we will concern ourselves solely with sig-
nal sensitivity, and reserve the problem of background
estimation for future study. As long as the Cathode
classifier does not sculpt features into the invariant mass
spectrum, it should be straightforward to combine it with
a bump hunt in m.

This paper is organized as follows: Section II briefly in-
troduces the LHCO dataset and our treatment of it, and
Section III describes the steps of the Cathode approach
in detail. Results are given in Section IV and we con-
clude with Section V. In Appendix A, we provide details
of the other approaches (CWoLa Hunting, Anode, ide-
alized anomaly detector and fully supervised classifier)
considered in this paper. A further study of correlated
features is given in Appendix B.

pbg,est.

Background only

pdata

Background +

potential signal
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FIG. 1. Schematic view of the bump hunt. The signal (blue)
is localized in the signal region (SR). The background (red)
is estimated from a sideband region (SB).

Multiple strategies have been proposed for this task.
One approach is based on the Classification Without La-
bels (CWoLa) protocol [25, 26, 76] in which one trains a
classifier to distinguish the SR and SB data. One of the
biggest challenges with the CWoLa Hunting approach is
its high sensitivity to correlations between the features
x and m. Multiple variations of CWoLa Hunting have
been proposed to circumvent the correlation challenge,
such as Simulation Assisted Likelihood-free Anomaly De-
tection (Salad) [38] and Simulation-Assisted Decorrela-
tion for Resonant Anomaly Detection (SA-CWoLa) [52].

An alternative approach is to learn the two likeli-
hoods directly and then take the ratio. This is the core
idea behind Anomaly Detection with Density Estima-
tion (Anode) [39]. The SB is used to estimate pbg(x|m)
for the background (assuming little signal contamination
outside the SR). This likelihood is then interpolated into
the SR. Combined with an estimate of pdata(x|m) trained
in the SR, one can construct an estimate of the likelihood
ratio. The SB interpolation makes Anode robust to cor-
relations between x and m, although density estimation
is inherently more challenging than classification.

In this paper, we propose a new method which com-
bines the best of CWoLa Hunting and Anode. With
Classifying Anomalies THrough Outer Density Estima-
tion (Cathode), we train a density estimator to learn
the (usually smooth) background distribution in the SB
which we refer to as the “outer” region. Then we interpo-
late it into the SR, but rather than directly constructing
the likelihood ratio as in Anode (which would require
us to also separately learn pdata(x|m) in the SR), we in-
stead generate sample events from the trained, interpo-
lated background density estimator. These sample events
should follow pbg(x|m) in the SR. Finally, we train a clas-
sifier (as in CWoLa Hunting) to distinguish pdata(x|m)

from pbg(x|m) in the SR.

Using the R&D dataset [77] from the LHC Olympics
(LHCO) [59], we will show that Cathode achieves a level
of performance (as measured by the significance improve-
ment characteristic) that greatly surpasses both CWoLa
Hunting and Anode, across a wide range of signal cross
sections. Cathode easily outperforms Anode because it
does not have to directly learn pdata in the SR, and in par-
ticular does not have to learn the sharp increase in pdata
where the signal is localized in all of the features. Mean-
while, it outperforms CWoLa Hunting because of a com-
bination of two e↵ects: one is that in Cathode, we can
oversample the outer density estimator, leading to more
background events than CWoLa Hunting has access to
(CWoLa Hunting is limited to the actual data events in
the sideband region), and yielding a more powerful clas-
sifier. Secondly, the features are slightly correlated with
m in the LHCO R&D dataset, and this slightly degrades
the performance of CWoLa Hunting, while Cathode is
robust.

We also compare Cathode to a fully supervised classi-
fier (i.e. trained on labeled signal and background events)
and an “idealized anomaly detector” (trained on data vs.
perfectly simulated background). We demonstrate that
Cathode nearly saturates the performance of the ide-
alized anomaly detector, and even nearly matches the
performance of the fully supervised classifier at low sig-
nal e�ciencies. These approaches (particularly the ide-
alized anomaly detector) place upper bounds on the per-
formance of any data-vs-background anomaly detection
technique, and the fact that Cathode is nearly saturat-
ing them indicates that it is nearly the best that it could
possibly be.

Finally, as in [39], we study the case where x and m are
correlated, by adding artificial linear correlations to two
of the features in x. Again we show that Cathode (like
Anode, and unlike CWoLa Hunting) is largely robust
against such correlations, and continues to nearly match
the performance of the idealized anomaly detector.

In this work, we will concern ourselves solely with sig-
nal sensitivity, and reserve the problem of background
estimation for future study. As long as the Cathode
classifier does not sculpt features into the invariant mass
spectrum, it should be straightforward to combine it with
a bump hunt in m.

This paper is organized as follows: Section II briefly in-
troduces the LHCO dataset and our treatment of it, and
Section III describes the steps of the Cathode approach
in detail. Results are given in Section IV and we con-
clude with Section V. In Appendix A, we provide details
of the other approaches (CWoLa Hunting, Anode, ide-
alized anomaly detector and fully supervised classifier)
considered in this paper. A further study of correlated
features is given in Appendix B.
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Generative models 
 for anomaly detection

• 3) Train a generative model p(x|m) on auxiliary features in SB

• 4) Sample from p(x|m) in SR. Designate as pbg,est.

• 5) Train binary classifer between pdata and pbg,est. (mixed sample classifer)

• 6) Cut on high classifier scores to enrich sample with anomalies  

(and perform statistical analysis)
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FIG. 6. Background rejection (left) and significance improvement (right) of the various anomaly classifiers as a function of
the signal e�ciency. The solid lines are deduced from a median value of 10 fully independent trainings on the same training,
validation and evaluation set. The uncertainty bands quantify the variance from retraining the NNs on the same, fixed dataset
and are defined such that they contain 68% of the runs around the median.

FIG. 7. Left: Median maximum significance improvement of each method with 10 di↵erent signal injections (leading to a
di↵erent split of training, validation and evaluation sets in each run) at each decreasing value of signal/background ratios.
Here, the 68% hatched uncertainty bands quantify the variance (around the median) from both retrainings of the NN and

random realizations of the training and validation data, including di↵erent realizations of the 1,000 injected signal events.
Right: Achieved maximum significance, which is computed by multiplying the uncut significance by the maximum significance
improvement. Both plots feature the significance without any cut applied in the upper horizontal axis. The dotted lines on the
right hand side denote 3 and 5 sigma significance values.

and the simulation-dependent methods. The fact
that Cathode is only marginally worse than the
idealized anomaly detector (in fact, they are over-
lapping within their respective error bands al-
most everywhere) is truly striking. The idealized
anomaly detector is meant to provide an upper
bound on the performance of any data vs. back-
ground anomaly detection method. The fact that
the Cathode method is nearly saturating it in-
dicates that Cathode is achieving close to opti-
mal performance on the LHCO R&D dataset. Evi-

dently, the background in the SR is being extremely
well modeled by the interpolated conditional den-
sity estimator.

• Finally, we see from Fig. 6 that while Cathode and
the idealized anomaly detector are outperformed
by the supervised classifier at higher signal e�cien-
cies, at lower signal e�ciencies their performances
are all increasingly comparable. The behavior at
high signal e�ciency may be explained by the fact
that there is simply too much background to find
the signal; meanwhile, at low signal e�ciency, the
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Comments on anomaly 
detection

• As CATHODE approximates a likelihood ratio, it should be robust 
compared to methods that only use pBackground (e.g. autoencoders)
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Comments on anomaly 
detection

• As CATHODE approximates a likelihood ratio, it should be robust 
compared to methods that only use pBackground (e.g. autoencoders)


• However, still can be sensitive to choice of input features
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Comments on anomaly 
detection

• As CATHODE approximates a likelihood ratio, it should be robust 
compared to methods that only use pBackground (e.g. autoencoders)


• However, still can be sensitive to choice of input features


• Need also consider 

• Shaping of distributions under tighter anomaly detection cuts

• Higher dimensional input data




• Deep Learning for particle physics is rapidly developing solutions to a 
wide range of problems

• Classification

• Anomaly detection

• Robustness and uncertainties

• Efficient generation

• Fast processing


• Physics encounters challenges of  
complex data and large volumes  
with potential relevance to other domains


• Contact:

• Email: gregor.kasieczka@uni-hamburg.de

• Twitter: @GregorKasieczka

• Webpage: https://www.physik.uni-hamburg.de/en/iexp/gruppe-

kasieczka.html
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