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Introduction

Traditionally CS3 focuses on large Sync & Share infrastructures to be used by 
large scientific and educational communities

INFN Cloud offers fully automated, self managed Sync & Share services to small 
to medium communities, often for a specific purposes

This presentation will focus on how Sync & Share services are deployed on INFN 
Cloud
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What is INFN Cloud? (See Diego Ciangottini slides)
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To Cloud 
Federation

The INFN Cloud Dashboard is backed by a 
cloud service orchestrator

The Orchestrator is in charge of distributing 
Paas level services among the available IaaS 
infrastructures

The INFN Cloud IaaS infrastructures are 
configured to accept service requests from the 
Orchestrator.
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Sync and Share “aaS”

● Among the services offered by the INFN Cloud Dashboard, mostly devoted to 
scientific computing, Sync & Share is among the ones that capture the 
interest of many communities

● User communities often want a dedicated Sync & Share instance to be 
managed internally, sometimes for limited periods

● Ease of use and full automation encourages the request for dedicated, 
self-managed Sync & Share services
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Sync and Share “aaS” 

● Takes less than 5 minutes to configure. 
○ No technical expertise required
○ Documentation available

● Takes 10 minutes to deploy
● Feature rich
● Built via docker-compose inside a single VM with external 

S3 backend
● Immediately ready for use

● Fit for small communities needing a dedicated Sync & 
Share service for a specific purpose

● Not fit for hundreds of users and tens of TBs
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Features /1

● Support for ownCloud and NextCloud
● OIDC or local login
● Integrated monitoring and alerting
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Features /2

● Remote S3 backend for data 
and backup 

● Data distributed and replicated 
over two data centers in 
different italian cities

● Periodic DB and configuration 
backup

● Outgoing mail server configured
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Features /3

● x509 certificate automation via Let’s Encrypt / Traefik
● xip.io/nip.io-like DNS 

○ no need to interact with a DNS DB

https://data.90.147.174.100.myip.cloud.infn.it Points to Sync & Share

https://status.90.147.174.100.myip.cloud.infn.it Points to monitoring
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Security

● Encrypted connections
● Periodic network security scans
● Authenticated scans (= from inside the VM) if requested by user
● Strict security groups
● Fail2ban on ssh (to be tested on https)
● Centralized logs
● User support for updates and solution of vulnerabilities
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Conclusion and Contacts

● Alternative approach with many independent Sync and Share instances has interesting 
aspects

● Limited scaling and resilience can be issues, but communities know in advance and can opt 
for similar services that already exist inside INFN or ask for help building a resilient 
architecture on INFN Cloud.

● Solution proves to be robust
● Users seem to like full automation and features

stefano.stalio@lngs.infn.it

cloud@lists.infn.it
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