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What's that?

Virtual Organisation (VO) = Community AAl managed group of any size

Federated shares with VOs instead of individual users

EFSS 1 EFSS 2 EFSS 3 EFSS 4 EFSS 5
( Virtual Organization i i i

Introducing new Federated Group Share type for OCM

Focus on data protection and data sovereignity
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Minimally intrusive
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Minimally intrusive
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Federated Group Share for OCM — Goals

“HIFIS

Add real federated group sharing where both groups and users can be
distributed across multiple Nextcloud instances.

Based on OCM and what we already have:
« New share type ,federated group share”
. Utilize the already available remote group share
. Keep all existing improvements like a flat re-shares

« Generic/Extensible approach to support other back-ends in the future, e.g.
Global Scale

@
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Federated Group Share for OCM

Prerequisites
« Nextcloud need to know all Nextcloud servers it should federate with
« Nextcloud should know all Community AAI server
. Introduce new (optional) share type for ,federated group shares”

« The admin settings interface from the VO-App will allow the admin to
configure all known Nextcloud servers and Community AAl's

- A plugin system should be used to connect the VO-App information
with Nextcloud in order to allow different sources for this kind of
Information in the future

@
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Federated Group Share for OCM

Step 1: Get to know the group Members

« Users are assigned to the right groups and group membership is kept in
sync for the individual users

« Community AAl's know all groups across all Nextcloud
- User connect to their communiy AAl to find all their groups.
- Groups get synced regularly from the AAl to Nextcloud

- Nextcloud should distinguish between local groups and Community-
AAI-Groups and indicate the difference to the user

- Connection to AAIl happens by the VO-App which is a plugin to a
generic ,federated groups API* which allows to have additional group
back-ends later on (e.g. the lookup server from Global Scale)
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Federated Group Share for OCM — Check Group Membership
Nextcloud Server 1 Community AAl 1 Community AAl <N>

CQuery community A4l to check if the user is still a member of >
the group they want to share with

Query community A4l to check if the user is still a mgmber of the group they want to share with >

Notes:

. Auto completion based on the synced groups from the Community AAI
. Before share is initiated we check with the Community AAI if the user is still a member of the group
they want to share with
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Federated Group Share for OCM — Broadcast Group Share

Nextcloud Server 1 Nextcloud Server 2 Nextcloud Server N

Sharewith every local
member of ,Group 1"

Share with every

Broadcast group share to server 2 via QCM >
member of ,Group 17

Share with every

Broadcast group share toferver N via QCM >
member of ,Group 17

Notes:
. Based on the already existing OCM group sharing available in Nextcloud

. Once accepted, share gets mounted via webdav
Regularly check if the user is still a member of the group, otherwise remove access by removing the user

from the Iocallx s¥nced ﬁrOUﬁ m
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Federated Group Share for OCM — Broadcast Group Share Changes

Nextcloud Server 1 Nextcloud Server 2 Nextcloud Server N

Share with ever local
member of ,Group 17

Broadcast group share changes to server 2 via QCN messages > Share will be updated
(for example unshare or permission change) accordingly

Broadcast group share changes to gerver N via QCM messages > Share will be updated
{for example ynshare or pgrmission change) accordingly

Back channel for other QCM operations like re-shares

& Back channel for other QCM Dueratiuns like re-shares

Notes:
. Used existing OCM Notification-requests
. Comes with all (Nextcloud-specific) optimizations like flat re-shares
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ldeas for extensions

,VO Folders®, a group based folder which will be automatically mounted for remote VO
members

SCIM lookup of VO members to directly share with them

Automatically linking account if instance authenticates with Community AAI via OIDC

Individual group avatars

IETF standardisation
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Demo Screenshots
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Availability

Flow

Connected accounts

Administration

Overview

Basic settings

Sharing

Security

Theming

Groupware

Administration privileges

Notifications

Flow

OpenlD Connect

Community AAls

Logging

publicplan.cloud

Registered Community AAls +

Helmholtz dev-AAIl
Client ID: publicplan_voapp_primary
Authorization endpoint: https://login-dev.helmholtz.de/oauth2-as/oauth2-authz
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Demo Screenshots

publicplan_voapp_primary

b3 [ ]

png or jpg, max. 20 MB

Name [ Helmholtz dev-AAl

Client ID publicplan_voapp_primary

Client secret Leave empty to keep existing

Authorization endpoint | https;//login-dev.helmholtz.defoauth2-as/oauth2-authz

JWKS endpoint https.//login-dev.helmholtz.de/oauth2/jwk

Userinfo endpoint https://login-dev.helmholtz.de/oauth2/userinfo

Token endpoint [ https://login-dev.helmholtz.de/oauth2/token
r
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publicplan_voapp_primary

Userinfo endpoint L https;//login-dev.helmholtz.de/oauth2/userinfo

Scope [ openid profile eduperson_entitiement

Extra claims [ claim1 claim2 claim3

Attribute mapping

User ID mapping

Groups mapping eduperson_entitiement

(
Display name mapping [
(
(

Regex pattemn umigeant: #group:(?:.#)7()#.*

Trusted instances

https://nc2.nextcloud.test.publicp...

https://nc3.nextcloud.test.publicp...

https://ncd.nextcloud.test.publicp...

+ Add trusted instance

Update Cancel
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@ | & Connected accounts - Setting: X [®) Dashboard - Nextcloud % [&) Dashboard - Nextcloud % @ Dashboard - Nextcloud x + v - (u] X
€« (s O B & httpsy/ncl.nextdoud.test publicplan.cloud/settings/user/connected-accounts A 0 9 O =
000 O m a &« 8@

& Personal info
£} VO Federation

& Security
[# Connect with Helmholtz dev-AAl
Notifications

Sharing

Appearance and accessibility

@ = A »

Availability

o Flow

X Connected accounts
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@ | & Connected accounts - Setting: X [8) Dashboard - Nextcloud % [4) Dashboard - Nextcloud X @ Dashboard - Nextcloud x 4 v = o X
« (s O 8 ° httpsy/ncl.nextdoud.test. publicplan.cloud/settings/user/connected-accounts?aaiToken=success#vo_federation-f ettir A 0 9 O =
&
& Personal info Successfull |
. y connected to AAIl X
£} VO Federation
& Security
v Connected as Andreas Klotz % Disconnect from AAI
A Notifications o
Last synchronization: March 6, 2023 1:47 PM
«¢ Sharing
T Appearance and accessibility
@ Availability
o Flow

X Connected accounts
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@ | & personal info - Settings - Next: ' X

C @

Personal info

Security

Notifications

Sharing

Appearance and accessibility

Availability

Flow

Connected accounts

O B = ntipsy/ncl.nextdoud.test.publicplan.doud/sett

[®) Dashboard - Nextcloud % [4) Dashboard - Nextcloud

profile

@D tnable Profile

Details

& You are a member of the following groups:
/fdev-VO4, HZB, Helmholtz-member, VO-Fed-

Test, test, test-vo

@ You are using 19.7 MB

% | Dashboard - Nextcloud ~ - o
% o 9 9
'3
Language Locale
[ English (US) ( English (United States) ']

Help translate

Website &

@ 03/06/2023 1:4812 PM

Week starts on Sunday

Twitter &

Fediverse (e.g. Mastodon) &

Organisation &

Headline &

About &

) G rescine
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@ | O Fites - Nexteloud % | [8) Dashboard - Nextcloud % [8) Dashboard - Nextcloud % @ Dashboard - Nextcloud X+ % - D x
« Cc & Q 8 = hitpsy//ncl.nextdoud.test.publicplan.cloud/zpps/files/2dir ¥ o v O =
i H
M Allfiles F + u Media - X
11.2 MB, 24 days ago
@ Recent O Size Modified ’
) a <
* Favorites Medi: e 112MB 24 day:
O - edia < : ays 2go Comments Sharing
3 S - New folder < 21 KB 24 days ago Search for share recipients
«  Shared with you hzb| ~
- Templates <& e 21KB 24 daysago
<% Shared with others ., HzB ~
n Nextcloud_Server_Administration_Manual pdf <& .. B84MB 2 monthsago Helmholtz dev-AAl
& Shared by link
N N R e Search globally
& Deleted shares 3 folders and 1 file 19.7 MB
folder
¢ Pending shares
¥ Tags
H test 0
Helmholtz dev-AAl
test-vo
H Helmholtz dev-AAl o
/dev-VO4
H Helmholtz dev-AAl o
W Deleted files H HZB S|
Helmholtz dev-AAl
B 197 MB used
H Helmholtz-member o
B Files settings Helmholtz dev-AAl
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I Files - Nexteloud

M Allfiles F + ==
@ Recent Name Size Modified
* Favorites - Media < w.  11.2MB 2 months ago
< Shares i N

Media (2) « 112MB 24 daysago
¥ Tags

. Templates < 0 KB 2 months ago

n Nextcloud_Server_Administration_Manual.pdf < 84MB 2 months ago

3 folders and 1 file 30.9 MB

W Deleted files

B 19.6 MB used

£ Files settings
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@ | O Files - Nextcloud % (@ Personalinfo - Settings - Nextc X [&) Dashboard - Nextcloud X @ Dashboard - Nextcloud x 4+ v - o X
« (s 08 & publicplan.cloud/settings/use A7 0 9 O =
&
& Personal info png or jpg, max. 20 MB
& Security
Profile Language Locale
A Notifications @D Enable Profile ( English (US) e~ ] { English (United States) -J
& Sharing Helptransiate @ 03/06/2023 1:54:24 PM
Week starts on Sunday
T Appearance and accessibility U
[ ]
@® Availability

Website & Twitter &

J Connected accounts

@

Details Fediverse (e.g. Mastodon) &

& You are a member of the following groups: s
“ ‘our handle Your organisatic

urn:geant:h-df.de:group:test#login-

Organisation &

dev.helmholtz.de, urn:geant:h-
df.de:group:test-vo#login-dev.helmholtz.de,
urn:geant:helmholtz.de:group:/dev-
VO4#login-dev.helmholtz.de,
urn:geant:helmholtz.de:group:HZB#login-
dev.helmholtz.de,

urn:geant de:group:t
member#flogin-dev.heimholtz.de,
urn:geant:helmholtz.de:group:VO-Fed-
Test#login-dev.helmholtz.de

@ You are using 19.6 MB
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@ | [ Files - Nextcloud % [ Files - Nextcloud % [#) *Dashboard - Nextcloud % [ Dashboard - Nextcloud X +

& C @ O B & nttpsy//nc2nextdoud

t.publicplan.cdoud/zpps/files/2dir=

Al files F +
@ Recent O Name -
% Favorites - Media
< Shares

- Vorlagen
¥ Tags

n Nextcloud_Server_Administration_Manual pdf

Remote share

Do you want to add the remote share /Media from
user1@ncl.nextcloud.test.publicplan.cloud/?

Cancel Add remote share

2 folders X

W Deleted files

@ 196MBused

3 Files settings

Size
e 1.2 MB
. 0KB
s 84 MB

19.6 MB

Modified

20 hours ago

20 hours ago

20 hours ago
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@ | [ Files - Nextcloud % [ Files - Nextcloud % [T Pending shares - Mextcloud % [ Dashboard - Nextcloud X+ ~ - o x
« C @ QO 8 = nttpsy/nc3.nextdoud.test.publicplan.cloud/apps/files/pendingshares o o 9 O =
o0 O m a & 8@
-
— -
W Al files =
Name - Modified
@ Recent
Media + Accept share u seconds ago
* Favorites
1file
< Shares

Shared with you

Shared with others

<

<

& Shared by link
< Deleted shares
<

Pending shares

¥ Tags

W Deleted files

€ 196 MB used

£ Files settings
| V|
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@ | O Files - Nextcloud % [ Files - Nextcloud % £ Connected accounts - Setting: X = 8 Personal info - Settings - Nextc X+ v = o X

« c O O B & httpsy/nc3.nextdoud.test publicplan.doud/settings/user/connected-accounts w

& Personal info
£} VO Federation

& Security
v Connected as Andreas Klotz % Disconnect from AAI

A Notifications o

Last synchronization: March 6, 2023 1:41 PM
< Sharing v Connected as keycloak % Disconnect from AAI

Last synchronization: March 3, 2023 10:59 AM

Appearance and accessibili

T Appe ity Auf "diesem PC" gespeichert
Q@ Availability
o Flow

X Connected accounts
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@ | [ Files - Nextcloud % [ Files - Nextcloud % [ Files - Nextcloud % @ Dashboard - Nextcloud X+ ~ - o x
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&
s
Al fles B - E Media (2) .o
11.2 MB, 24 days ago
@ Recent O Name - Size Modified
) =| <
* Favorites i
- Media < 11.2MB & month ago Comments Sharing
« Shares ) =
Media (2) userl o Pending 24 days ago Shared with you by user1@nc1.nextcloud.test.publicp

< Shared with you Search for share recipients

- Templates < 0KB a month ago
<% Shared with others | keycloaq ~
n Nextcloud_Server_Administration_Manual pdf 4 84 MB a month ago
& Shared by link Kkeycloak-users ~
Keycloak
¢ Deleted shares 3 folders and 1 file Pending
e Search globally
¢ Pending shares
Tolder
¥ Tags
cloak-users
P id [}
Keycloak
test
Helmholtz dev-AAl o
. testvo o
W Deleted files Helmholtz dev-AAl
€ 196 MB used _ [dev-vo4 o
Helmholtz dev-AAl
£ Files settings

‘ _ dev.vol - ‘
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