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Introduction



Introduction

Monitoring-by-layer approach: the goal is to have a separated monitoring dashboard
per layer and host.

Nextcloud Application on top of a LAMP stack

Today scope: Nextcloud Files and observational time-series monitoring
Assuming the recommended stack

 Web Server: Apache2

 DB: MariaDB

 OS: Ubuntu Server 22.04

Using Zabbix as IT infrastructure monitoring tool



Monitoring by Layer



Application
What to monitor?

» Total storage available in data directory

» Users: total, active

» Largest db tables in terms of records or size on disk
* Number of shares (by type)

* Requests by User-agent

Goal

* Follow the behaviour of metrics over time, particularly the rate of growth
» Understand how the users are using the application
* Find any deviation from the expected behaviour

How to extract metrics?

Use endpoint exposed by serverinfo: ocs/v2.php/apps/serverinfo/api/vi/info

l) Create a token: occ config:app:set serverinfo token --value mytoken

2) Use an HTTP client to fetch metrics (json or xml output), ex:
curl -H '"NC-Token':'mytoken' https://my-nc.com/ocs/v2.php/apps/serverinfo/api/vl/info?format=json

3) Collect and process

Other metrics available via Web Server log processing, database queries and audit log


https://my-nc.com/ocs/v2.php/apps/serverinfo/api/v1/info?format=json

Application
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Sample Nextcloud application monitoring dashboard showing some important application metrics, such as the number of files,
the total storage in the data directory and number of shares per type. This dashboard has been built using Zabbix.




Application
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Database

What to monitor?

* Number of queries (per type SELECT, INSERT/UPDATE, DELETE)
* Input/output traffic from/to Web Server(s)

* Slow queries

* InnoDB buffer pool memory usage

* Number of available connections

Goal

* Ensure optimal performance

* Ensure database engine keeps up with application usage

How to extract metrics?

Zabbix agent
1) Install and configure the Zabbix agent
2) Use template MySQL by Zabbix agent

Slow queries

1) Enable slow query logging (mysql console or config file)
slow_query_log =
slow_query_log_file
long_query_time 2 # seconds
log_slow_verbosity query_plan, explain

2) Analyze it using the utility mysqgldumpslow
$ mysgldumpslow -t 3 -r /var/log/mysql/mariadb-slow. log

/var/log/mysql/marladb slow. log # can also write to db table


https://www.zabbix.com/integrations/mysql#mysql_agent
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Zabbix 6.2.7.
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Web Server

What to monitor?

 Number of requests per second
 Bandwidth

* Response Time

» Status of web server workers

* Number of workers

Goal

How to extract metrics?
1) Enable Apache2 module mod_status
2) Add the following section in the Virtual Host
<Location '"/server-status'">
SetHandler server-status
Require ip <Ip of the monitoring host>
</Location>
3) Add the following line to the Nextcloud .htaccess (last <IfModule> section)
RewriteCond %{REQUEST_URI} !=/server-status
4) Use Zabbix template Apache by HTTP

11


https://www.zabbix.com/integrations/apache#apache_http

Apache performance Dashooard | Apacne perormance | [

Alhots 1 cht L nseescam | Apach peromance G e

Apache: Requests per second Apache: Workers total

04 15

10

0 L 9 4 & 5 3 g g 5 g 3 3 g
Pk § CEE R 5
coo4 s 8 08 4 & 8 08 4 08 04 &2 4 5 o3 88 4 05 8 2 4 E 3 2 5 38 8 0n 3 2
& 3 & &
© ° last min  avg  max
last min avg max B Apache: Total workersidle  [avg] 8 3 78729 10
W Apache: Requests per second  [avg]l 0.1378  0.01657 0.09728 29557 B Apache: Total workers busy  [ava] 1 1 11864 14
Apache: Bytes per second Apache: Worker states
32 MBps 200
24 Meps S ®w s = = = & = = ~ = 8 & = 8 = = =@ = =z :: &8 = == =z =& = == o
Fo4 8 8 E 4 8 8 8 4 B 8 8 4 &8 8 B 4 % B 8B 4 2 0§ 8 3z B o8 Z
16 MBps & 8
. last  min avg max
Pe W Apache: Workers DNS lookup [avg] 0 0 0 0
B Apache: Workers idle cleanup [avg] o 0 o 0
Apache: Workers logging [avg] 0 0 0 1
0Bps - - = = = = = = p= - o o - - - o o = = = p= = = = = - = = P~ B Apache: Workers reading request [avg] o 0 o 3
¢ ©# s 8 8 =® 8 88 & & & & s & 5 8 & & & & 8 & 8 & & 3 & & J [ Apache: Workers sending reply [avg] 1 1 10085 11
e - T T T T A = % g &8 8 B 3 & 8 2 g & H 95 W Apache: Workers starting up [aval 0 0 0 0
£ 2 Apache: Workers closing connection [avg] 0 0 0 4
& o B Apache: Workers finishing [avgl 0 0 0 0
= = I Apache: Workers keepalive (read) [avg] 0 0 007627 8
last min avg ma O Apache: Workers slot with no current process  [avg] 139 131 139.8983 145
B Apache: Bytes persecond  [all] 3.91KBps 1017851 Bps 38.27 KBps  22.74 MBps [ Apache: Workers waiting for connection [ava] 8 3 78729 10
Apache: Service response time Apache: Service ping
155 15
1s 10
05s 05
- - ad
° =3 4 3 g g & g g 3 I~ g g g 8 3 g 2 g g g 3 g g g g 3 3 - g ° 9 4 g g 3 & g g g 5 3 g g 5 g 3 3 a8 g g 2 g 3 g g 3 g g g
5 g H A A 8 K B = 8 E o A g H A A b H B = g K o A g H o i i 8 H B = g E A A g H A A 8 K B = g E o A g H A A b H B 5
& g & g
g 3 8 3
last  min avg max last min  avg  max
B Apache: Service response time  [all]  53.8ms 0 535Ims 1s65.85ms B Apache: Service ping  [all] 1 0 09939 1
© Trigger: Apache: Service response time is too high ~ [> 10] O Trigger: Apache: Service is down  [= 0]
Fakhiv £ 7090015072 Fankhiv Gl

12



Apache Server Status for . | (via 10.36.21.154)

Server Version: Apache/2.4.52 (Ubuntu) OpenSSL/3.0.2
Server MPM: prefork
Server Built: 2023-01-23T18:34:42

Current Time: Friday, 03-Mar-2023 17:20:07 CET

Restart Time: Thursday, 02-Mar-2023 13:09:06 CET

Parent Server Config. Generation: 2

Parent Server MPM Generation: 1

Server uptime: 1 day 4 hours 11 minutes

Server load: 0.81 0.59 0.61

Total accesses: 10626 - Total Traffic: 6.6 GB - Total Duration: 16367126
CPU Usage: u90.19 s53.72 cu688.46 cs162.14 - .98% CPU load

.105 requests/sec - 68.1 kB/second - 0.6 MB/request - 1540.29 ms/request
1 requests currently being processed, 9 idle workers

Scoreboard Key:

" " Waiting for Connection, "s" Starting up, "r" Reading Request,
"w" Sending Reply, "k" Keepalive (read), "p" DNS Lookup,

"¢" Closing connection, "L" Logging, "s" Gracefully finishing,

"1" Idle cleanup of worker, "." Open slot with no current process

Srv  PID Acc MCPU SS Req Dur Conn Child Slot Client Protocol VHost Request
0-1 - 0/0/958 . 0.00 1182 0 808770 0.0 0.00 7.73 iag http/1.1 :80 OPTIONS * HTTP/1.0
1-1 10491310/32/819 _ 2.49 33 1 892817 0.0 0.21 10.48 178.60.198.221 http/1.1
2-1 10434600/133/834 _ 10.271 48 11587250.0 1.26 334.36 31.44.174.158 http/1.1 :443 GET /ocs/v2.php/core/navigation/apps?absolute=true&format=json
3-1 1043592 0/130/811  19.40 34 1 36638950.0 1897.782207.71178.60.198.221 http/1.1 :443 GET /server-status?auto HTTP/1.1
4-1 10435100/191/1079 W 30.990 0 16844920.0 972.09 1232.48178.60.198.221 http/1.1 :443 GET /server-status HTTP/1.1
5-1 - 0/0/848 . 0.00 1201 0 14643270.0 0.00 768.27 :1 http/1.1 :80 OPTIONS * HTTP/1.0
6-1 1049409 0/27/753 _ 2.31 32 1 857932 0.0 0.17 5.75 178.60.198.221 http/1.1
7-1 - 0/0/652 . 0.00 1184 0 713010 0.0 0.00 176:21 ::1 http/1.1 :80 OPTIONS * HTTP/1.0
8-1 10494100/41/571 _ 2.69 17 109 892005 0.0 0.22 334.50 31.44.174.158 http/1.1 :443 PROPFIND /remote.php/dav/files/& if HTTP/1.1
9-1 10490100/35/375 _ 3.32 49 123 547811 0.0 0.26 7.02 10.36.21.154 http/1.1 :443 GET /ocs/v2.php/apps/serverinfo_hetzner/api/v1/info?format=json
10-1- 0/0/662 . 0.00 1204 0 706314 0.0 0.00 309.28 :1 http/1.1 :80 OPTIONS * HTTP/1.0
11-11016961 0/403/592 _ 58.0251 123 907004 0.0 918.31 1222.1010.36.21.154 htip/1.1 :443 GET /ocs/v2.php/apps/serverinfo_hetzner/api/v1/info?format=json
12-1 1049007 0/53/502 _ 4.17 49 88 0980877 0.0 3.04 35.24 31.44.174.158 http/1.1 :443 PROPFIND /remote.php/dav/files/ /HTTP/1.1
13-1- 0/0/753 . 0.00 1203 0 700646 0.0 0.00 98.40 1 http/1.1 :80 OPTIONS * HTTP/1.0
14-11049434 0/34/354 _ 2.77 31 52 242480 0.0 0.19 2.09 31.44.174.158 http/1.1 :443 GET /ocs/v2.php/core/navigation/apps?absolute=true&format=json
15-1- 0/0/45 . 0.00 1202 0 141709 0.0 0.00 0.24 L http/1.1 :80 OPTIONS * HTTP/1.0
16-0 - 0/0/18 . 0.00 873080 4306 0.0 0.00 0.10 =1 http/1.1 :80 OPTIONS * HTTP/1.0

Apache server status as exposed in the browser by the mod_status module. It shows several performance
and status metric along with a legend that explains how to read them. Output is also available as JSON 13
for scripting.



Storage

What to monitor?

IOPS
Average waiting time per read/write operation
Monitor at storage software layer (ZFS, LVM, Ceph..) and/or at block device level

How to extract metrics?

On zfs, you can use zpool iostat
$ man zpool iostat
Options allow you to format the output for batch / automated processing
Process the output with Zabbix or with a scripting language
Build and setup your own Zabbix template

14



ZFS VDEV Performance

All hosts / chat-hostx51-hserver.com J ZFS VDEV Performance

ZFS Virtual Device (vdev)

Idevisdbl

Allocated Capacity

19.98Gbytes T

Free Capacity

86.86Gbytes |

Dashboard | ZFS VDEV Performance

< Zoom out st 15 min

Allocated and Free Capacity Bandwidth
100 Ghytes 0M
80 Ghytes L
60 Ghytes 6M
0 Ghytes am
20 Ghytes 2m
Obytes o = = = o o = = o o = = o o ° = = = = A S = = A = = = = A =
i 2 8 § g & 8 § g & & & & & & & 5 § 8 & % & 3 & o & 8 8 0O b1 ] g 8 § = & & § & 8® % § L & 8§ 7 5 § & § 3 & 3F E = B A & O 8§ O
Jast min avg max last min vg max
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Zabbix

Performance dashboard of the virtual device that hosts the data directory of a Nextcloud instance
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System

What to monitor?

* Hardware resources: CPU, Memory, Swap, Storage, Network Bandwidth
* For all the core systems: Hypervisor (if any), Web server, Database, Cache, Storage system, Load Balancer

How to extract metrics?
1) Use Zabbix template Linux by Zabbix Agent
You can try to find a customized template for your Linux distribution or other supported OS. If it doesn’t exist, build one.

There are also templates (official or community) for container runtimes, Docker and LXD.
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https://www.zabbix.com/integrations/linux#linux
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System Performance Dashboard for a LXD container



System performance Dashboard | System performance B

Allhosts / chat-hostx51-hserver.com / System performance < Zoom out
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Memory usage Swap usage
3GB 158
268 108
168 058
5 % B & & & % % % 8 & & & & £ F R R 8 5 5 5 & & R R o8 %5 85 38 5 35 2 3 3 3 & 4 & 8 % % & % % & 2 & & & E f S 5 5 5 o5 %R & R OB OB o8 2 o2 33 3 8 8 8 =232
last min avg max last min avg max
fotal memor [avg] 1.88 GB 1.88 GB 1.88GB 1.88 GB Freeswapspace [avg] 0B 0B 0B 0B
M Available memory  [avg] 440.14 MB 11021 MB  477.19 MB  618.37 MB B Total swap space [avg] 0B 0B 0B 0B
sda: Disk readfwrite rates sda: Disk average waiting time
200 20ms
150 15ms
100 10ms
50 /‘ 05ms e
O o @ 5 m e me @M g w8 m 9 @ =8 = =8 m e m 8 4o m e mo= =85 & 2 =B g »g ms S m o w = m & ® 8 ®w = ® = @ © w = m 8 =® 2 W 8 o =2 m o m = @w oz mo o8 m g ow o
5 % B & & & % % % 8 & & & & £ F R R 8 5 5 5 & & R R o8 %5 85 38 5 35 2 3 3 3 & 4 & 8 % % & % % & 2 & & & E f S 5 5 5 o5 %R & R OB OB o8 2 o2 33 3 8 8 8 =232
8 3 3 3
last min ave last min avg max
W sda: Disk read rate  [avg]  0.5654 r/s  0.067231/s 12.1262r/s 1525493 1/s isk read request avg waiting time (r_await)  [avg] 0.3824 ms 02ms 0.4013ms 09452 ms
M sda: Disk write rate  [avg] 3.4421w/s 13214 w/s 3.0261w/s  14.6724 w/s isk write request avg waiting time (w await)  [avg] 0.6702ms 0.3406 ms  0.7725ms  1.5933 ms

System Performance Dashboard included in the official "Linux by Zabbix Agent" Template

=
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Sample Metric Pipeline: User-agent

CustomLog access-csv. log

Type o intomaton

nts

User Agent - Desiaop G Lnx
Zabix agent 7]
ser_sgentDeskiop_ et Lini]

umerc unsged)

Scheduing

"\"%{%Y-%m-%d %T}t.% b
{usec_frac}t\",\"%{User -
agent}i\""

df_24h = df[df.timestamp>datetime.now() - timedelta(hours=24)]
df_24h["norm_user_agent"] = df_24h.user_agent.apply(get_norm_user_agent)
df _24h_agg = df_24h.value_counts('norm user_agent')

json.dump(df_24h_agg.to_dict(),
open("/var/lib/zabbix/output/monitor_apache2_user_agent.json","w"))

Popuses hostimentony il

Descipton

Remove

User Agent - Last 24 hours

I User Agent - Chrome browser

I User Agent - Desktop Client Linux

I User Agent - Desktop Client Mac

I User Agent - Desktop Client Windows
I User Agent - Edge browser

[ User Agent - Firefox browser

I User Agent - Nextcloud Talk Android
I User Agent - Nextcloud Talk i0S

W User Agent - Safari browser

[min]
[min]
[min]
[min]
[min]
[min]
[min]
[min]
[min]

W value:
W value:
W value:
[ value:
W value:
O value:
[ value:
[ value:
W value:

6 (0.24%)
235(9.37%)
713 (28.44%)
0(0%)

0(0%)

535 (21.34%)
1016 (40 53%)
2 (0.08%)
0(0%)
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Conclusion



Conclusion

« We have seen a monitoring dashboard set for Nextcloud, basic in terms of
metrics collected and components monitored

* For application monitoring, if the metric is available in serverinfo extract,
query the DB or use the API

« Application monitoring is key for business reporting and decision-making

 If analytical queries are to be run on a regular basis, consider using a
cold replica

« Come to our booth for any questions / chat, contact us or one of our
partners for a review of your monitoring practice
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Thanks!

pletro.marini@nextcloud.com
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