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Authentication and Authorisation is the core service to secure access for computing resources at any large-
scale organisation. At CERN we handle around 25,000 logins per day of 35,000 individual users, granting
them access to more than 9,000 applications and websites that use the organisation’s Single Sign-On (SSO). To
achieve this, we have built an Identity andAccessManagement platform based on open source and commercial
software. CERN has also many different needs and use cases, which needed to be adapted or implemented
by leveraging existing solutions and protocols. These needs included a general need for machine-to-machine
automated authentication, CLI access and two-factor authentication (2FA).Wewill describe our authentication
landscape and focus on key challenges that we hope will be relevant for other communities.
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